m AOS 13.01.00 Release Notes

Release Notes Date: 7/31/06

Introduction

NetVanta products support application image updatethe NetVanta Web GUI, TFTP, X-Modem, and FARletailed
firmware upgrade guidis available on our website for step-by-step ingtons. Prior to upgrading firmware, please
ensure that your unit meets the following Boot R@kfuirements

* 340 — Boot ROM version 10.01.00 or later is requickto load this firmware.

« 344 — Boot ROM version 10.04.00.SA or later is redned to load this firmware. ME#!
e 1224R/STR — Boot ROM version 6.03.00 or later is qgiired to load this firmware.

» 3305 - Boot ROM version 4.02.00 or later is requickto load this firmware.

e 4305 — Boot ROM version 8.01.00 or later is requickto load this firmware.

e 5305 - Boot ROM version 11.03.00 or later is requad to load this firmware. MR

To confirm the version of Boot ROM, telnet or colesto the unit and issue tlsbow versioncommand. The Boot ROM
version will be listed aBoot ROM version XX.XX.XX. If you require Boot ROM upgrade, please contddTRAN
Technical Support (support@adtran.com or 888-42381or assistance.

New Features Overview

Network Monitor Network Monitor provides IP connectivity and perfance testing, using ICMP ping
probes, TCP connect probes, and/or HTTP probess pravides dynamic detection of
cases where Layer 1 and Layer 2 connectivity reraeiive, but Layer 3 connectivity i
lost. For example, if a NetVanta is connected talsle modem via Ethernet, and the
cable link between the modem and service providesglown, AOS can detect the link
failure and remove any static routes that wereciataa with that link.
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Example:
ip local policy route-map PROBE_TRAFFIC
!

probe PING_PROBE icmp-echo
destination adtran.com
period 5
tolerance consecutive-failures 5
no shutdown
|
track TRACK
test probe PING_PROBE
no shutdown
|
1
route-map PROBE_TRAFFIC permit 10
match ip address Cable_Probe
set ip next-hop 10.10.10.3
|
interface eth 0/1
ip address 10.10.10.1 255.255.255.0

no shutdown
!




SNTP Server

Fast Forwarding Engine
(FFE)

SNMP Version 3

ip access-list extended Cable_Probe
permit icmp any host 10.10.10.3
|

ip route 0.0.0.0 0.0.0.0 10.10.1@r8ck TRACK

The router in this example will ping adtran.commnvg seconds. If 5 consecutive pin
fail, the associated track will be put into a “FAlétate. The static default route will
only be valid when the track is in a “PASS” state,if the track fails, the route will be
removed from the route table.

Network Monitor is configurable in both the CLI atiee Web GUI.

Supported Platforms  NetVanta 3300, 4000, and 5000 Series

ADTRAN OS devices can now act as Simple Networké& imotocol (SNTP) servers.
This feature can be enabled from Global Config Maite the commandp sntp
server. (Note: In order to act a server, the AOS dewieest also be configured as an
SNTP client for a remote server.)

Supported Platforms ~ ALL

The Fast Forwarding Engine (FFE) increases routimgughput for many common
applications, including:

= Firewall (no ALG traffic)

= NAT

= Static filters / access groups
= Per-destination load-sharing

When any of these applications are used without, PEES runs several processes fof

every packet that is forwarded. With FFE enabtlleelse processes are only run on th
initial packet of a “flow” or session. By reducitige number of required processes, 1
overall throughput through the router increases.

FFE is enabled on a per-interface basis with timencandip ffe. (Note: Fast
Forwarding is currently unavailable on HDLC, GRBd& DL interfaces.)

Supported Platforms  NetVanta Routers

SNMP Version 3 updates previous versions of thep&imletwork Management
Protocol, by adding support for user authenticasind packet encryption. SNMPv3
also adds a new message type, known asfanm, which allows routers and switches
to reliably indicate to Network Management Systevhen links go up or down.

Example:
ip snmp agent
|

snmp-server user ADMIN ADMIN-GROUP v3 auth md5 MYPASSWORD
snmp-server group ADMIN-GROUP v3 auth

The example above shows a user named “ADMIN,” vehairt of a group called
“ADMIN-GROUP.” Members of ADMIN-GROUP should usé\N&Pv3 and must
authenticate themselves with a password. In #sg ,cADMIN will authenticate with
an MD5 hash of the password “MYPASSWORD.”

os

Supported Platforms ~ ALL




Enhancements

Overview

Port Mirroring
Enhancements

Web Interface Enhancements

Command Line Interface
Enhancements

TFTP Server Overwrite

FTP Server

Quality of Service

When using port mirroring, the destination intef@an now be configured to both
transmit and receive data. Previously, such pootsid transmit data to connected
devices, but would not accept incoming data froos¢hdevices. To allow bidirection
communication, use thaonitor session 1 destination interface <interfacéype>
<slot/port> no-isolatecommand.

Supported Platforms  NetVanta 1000 Series

=  Setup Wizard for easy configuration of NetVanta 3200 and Netfée8v0 routers

= Added Italian language support to the Web GUI.
0 Added theLanguagepage.
0 Added thep http language Italian command.

= Added the ability to clear QoS map statistics ia Web GUI (Router Products)

= Added the ability to specify SNTP Wait Time and SNRetry Timeout from the
Time and Datepage

= Added warning to thg http authentication <list name>command when an
invalid list name is specified

= Added the ability to configure Ethernet Sub-Integfa from the Web GUI (Router
Products)

= Added the ability to configure OSPF Stub Areasal' 8tub Areas, and Inter-Area
Route Summarization from the Web GUI (Router Presiuc

Supported Platforms  ALL, Unless Otherwise Specified

= Added AOS version, Boot Rom version, platform, alenumber, flash memory
size, DRAM size, and date/time stamp to the outptiveshow run command

= Added the ability to view Demand Interface statistin real time, with thehow
interface demand <interface number> realtimecommand (Router Products)

= Theshow flashcommand now lists files in alphabetical order

= Added queuing information for ATM sub interfaceghie output of thehow
interfacescommand (Router Products)

= Updateddebug ip <tcp | udp | icmp>output to indicate new source IP addresse
when Policy Based Routing is used on the localfate (p local policy <policy-
name>). Previously, the source address for these detmggages indicated
“0.0.0.0” instead of the IP address of the egretsface (NetVanta 3300, 4000,
5000 Series)

Supported Platforms  ALL, Unless Otherwise Specified

Added the ability to overwrite files that are semthe unit via TFTP with thip tftp-
server overwrite command

Supported Platforms ~ ALL

= Added the ability to view FTP server events with debug ip ftp-server
command

= Added the ability to specify the file system foetRTP server, on products that
support Compact Flash. The default file systembmadjusted with the comman
ip ftp server default-filesystem <cflash | flash>

Supported Platforms ~ ALL

In configurations that include PPPoE, PPPoA, ordHRIA, fair queuing should be
applied to the lowest Layer 2 interface, while FI§@euing should be applied to the
corresponding PPP interface. Previously, userddiad aware of these stipulations
and manually configure the proper queuing on thié PRerface, as well as the
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Firewall

Ethernet, VLAN, or ATM interface. Now, the queype¢ is automatically changed to
the appropriate type on all interfaces when applgrQoS map or making a cross-
connect between a PPP interface and another Iagieaface type.

Supported Platforms  Router Products

Added a check to prevent users from configuringcyatlasses named “self” or
“default.” These policy class names are reseryed®S and could cause confusion
users configured custom policies with either ostheames.

Supported Platforms  Router Products

Virtual Private Networking = Added the ability to configure anti-replay windoizes, from 64 to 1024, in
(VPN) Enhancements powers of 2. The Crypto Map Config Mode commanaisreplay <64 | 128 |

256 | 512 | 1024%the default is 64).
= Theshow crypto ipsec s&ommand now displays out-of-sequence errors on
inbound Security Associations, to help determireelibst anti-replay window size|

Supported Platforms VPN Enabled Devices

AAA Enhancements = TACACS+ Exec Authorization — Allows users to erdéectly into “enable” mode

for new CLI sessions, with treaa authorization exeaccommand.

= TACACS+ Connection Accounting — Send accountingrés for all outbound
Telnet connections, with theaa accounting connectiocommand.

= TACACS+ Exec Accounting — Send accounting recoaisiEw connections or
logins, with theaaa accounting execommand.

Supported Platforms  ALL

Resolved Issues

The Refresh button under the Port Security pagledmweb GUI only works when it is turned off (Net\fa
1224R / NetVanta 1224STR)

DynDNS update timer is too long

Adding a key to theadius-server hostcommand may cause a unit to reboot

Using the Web GUI to move stateless ACL entriesvatmr below others will remove tistateleskeyword
The DHCP server lease expiration time is incorveoen viewed in the web GUI

Units may lock up if they receive DHCP leases gretitan 50 days

Units may reboot if large configuration files ar@sged in

CLI does not allow deletion of specific or groug@dMP server views

Theshow ip traffic command incorrectly displays a negative numbeefbablished current sessions

File system may become corrupt if rebooted durifigedransfer

Theservice password-encryptiorcommand does not encrypt DynDNS passwords

The context sensitive help incorrectly displays TPserver packets” for thdebug tftp server eventcommand
Theclear counterscommand does not properly reset ATM statistics

The commandraming esfis displayed in the output ofstiow run even though it is the default framing forma
for T1 interfaces

Using the VPN wizard in the Web GUI to configurenae peers with Xauth results in a 503 server error
Themodem countrycode USA/Canada&ommand incorrectly appearsrasdem countrycode usan the
running configuration

Users may configure more than one attribute seA§mressive Mode IKE tunnels, which is not pernaittey
RFC 2408 (Section 4.7)

Thedebug atm oamcommand does not show any output when OAM celldraresmitted or received
Transmit counters do not increment as traffic ppeser ATM Interfaces

The "Modules" table heading is formatted differgmtl the Web GUI than in the CLI (NetVanta 5305)
Routers may indicate high Kernel Stack Usage wlerfiguring IPSec with Certificates and SCEP
Maximum configurable MTU size on HDLC interfacegas high




The OSPRlefault-information-originate statement is inconsistent when comparing the owptiteshow run
command and thehow run verbosecommand

The default metric associated with OSPF defaulte®is incorrectly set to 20 instead of 10

Theshow ip bgp <network address> <subneteommand syntax is inconsistent with other parta©t

The BGP Neighboupdate-sourcecommand does not allow ATM or HDLC interfaces tcspecified
Switched Ethernet interface port statistics mayciate an artificially high load, in packets andshper second
(NetVanta 1000 Series)

Configuring a static IP address on a VLAN interftizat is currently tied to a PPPOE interface mayseahe
router to reboot (NetVanta 1224R, NetVanta 1224STR)

Secondary addresses on a VLAN interface are netetéhfter cross-connected the VLAN interface RP&
interface (NetVanta 1224R, NetVanta 1224STR)

Bridging on HDLC interfaces does not work correctly

T1 interfaces do not respond to unframed loopbacdes from remote devices

SNMP reports a PPP interface as a Multilink PPerfate

Mobile VPN with Certificates and XAUTH may causeehoot

Very large numbers of traffic flows through thedvirall may cause a reboot

Demand interfaces may become unresponsive if aitiated Modem interface fails

Issuing the show tech command resets terminal hetogdiefault setting

Inactive static routes appear in Route Table pdglesoWeb GUI

The T3test-pattern command context help is displayed incorrectly {Keita 5305)

The continuous refresh option on status pageseivteb GUI may not refresh at the proper timed uater

A demand interface may not attempt to establisbva connection if it had previously disconnecteadanection
prior to establishing PPP

Thesignaling-mode nonecommand appears under the G.703 interface (icedd 1/2) in the output of the
show running-config verbosecommand

A unit may respond to SNMP requests containingaalbbcommunity value

The DHCP Server may not respond to DHCP Requestsimely manner if numerous hosts request addsess
simultaneously

Theip load-sharing statement erroneously appears in the output aflibe/ run verbose command on switch
products

Port mirroring on the NetVanta 1524 does not warlessmonitor sessioncommands are entered in a specifig
order

D

Known Issues

A QoS queue designated to use the bandwidth renggpeércent command does not properly obtain remgini
bandwidth under heavy load

Unit does not receive LLDP packets properly (Netha3i4)

The value specified by trenmp-server chassis-id <valueeommand does not appear in a SNMP walk
Using the MSN ALG with new versions of MSN Messengey cause routers to reboot

Special Hardware Notes

Small form-factor pluggable (SFP) fiber modulesysupport gigabit (1000 Mbit/s) connections

1000R/STR support WAN NIMs (Network Interface Moeis))

300, 2000 and 5000 Series do not support WAN NIMs

4000 Series support the Octal T1/E1 Wide Interfdoeule and WAN NIMs

5000 Series only support Wide Interface Modules

56k data channel rate is not supported by T1/FTM {1202862L1), a T1/FT1 + DSX-1 NIM (1202863L1) nhu

n

be ordered




m AOS 13.02.00 Release Notes

Release Notes Date: 9/11/06

Introduction

NetVanta products support application image updatethe NetVanta Web GUI, TFTP, X-Modem, and FARletailed
firmware upgrade guidis available on our website for step-by-step ingtons. Prior to upgrading firmware, please
ensure that your unit meets the following Boot R@kQuirements:

* 340 — Boot ROM version 10.01.00 or later is requickto load this firmware.

e 344 — Boot ROM version 10.04.00.SA or later is redned to load this firmware. M
e 1224R/STR — Boot ROM version 6.03.00 or later is qgiired to load this firmware.

» 3305 - Boot ROM version 4.02.00 or later is requickto load this firmware.

e 4305 — Boot ROM version 8.01.00 or later is requickto load this firmware.

e 5305 - Boot ROM version 11.03.00 or later is requed to load this firmware. HEf:

To confirm the version of Boot ROM, telnet or colesto the unit and issue tlsbow versioncommand. The Boot ROM
version will be listed aBoot ROM version XX.XX.XX. If you require Boot ROM upgrade, please contddTRAN
Technical Support (support@adtran.com or 888-4238%or assistance.

New Features Overview

New Hardware Support Four new NetVanta 3000 Series routers were releaghdAOS 13.02.00.

= NetVanta 3120- includes Ethernet WAN port, analog Dial BackyBU),
software-based VPN, and integrated four-port switch

= NetVanta 3130- includes ADSL WAN port, analog Dial Backup (DBU)
software-based VPN, and integrated four-port switch

= NetVanta 3430- includes two routed Ethernet ports and one Nt £ompact
Flash support; expandable RAM for memory-intensipplications

= NetVanta 3448- includes two routed Ethernet ports and one Nb# stegrated
eight-port switch; Compact Flash support; exparel&AM for memory-intensive
applications

Supported Platforms ~ See Above

Enhancements Overview
Fast Forwarding Engine Optimized Fast Forwarding Engine operation for Etkéto Ethernet routing in the
(FFE) Enhancements NetVanta 4305.

Supported Platforms  NetVanta 4305

UDP Relay Conversion of Added support for converting broadcast packetsutiicast packets over a WAN
Broadcast to Multicast connection, using UDP Relay. This can be used @&k&\bn LAN (WOL) applications.
Example:

ip multicast-routing
|

ip forward-protocol udp 2000
!




interface eth 0/1

ip mcast-stub fixed

ip igmp static-group 239.200.200.1
|

interface ppp 1
ip helper-address 239.200.200.1
|

arp 239.200.200.1 FF:FF:FF:FF:FF:FF arpa

In this example, broadcast packets received onIRPEBstined for UDP port 2000, wil
be forwarded to the 239.200.200.1 multicast grobthernet 0/1 is a static member o
that group, and the IP address has been mappkd bydadcast MAC address
(FF:FF:FF:FF:FF:FF), so packets will be floodedhte LAN segment attached to
Ethernet 0/1.

Supported Platforms  NetVanta Routers

Command Line Interface = Added the ability to see destination port numbenemusing TCP probes. This
Enhancements information can now be found as part of #iew probe <TCP-probe-name>
command.

Supported Platforms ~ NetVanta 3100, 3300, 3400, 4300, and 5300 Series

Resolved Issues

Theclear spanning-tree countercommand returns an error and does not propergt &EP counters
(NetVanta 1000 Series)

Whenservice password-encryptioris enabled, Dynamic DNS (DynDNS) passwords aren@ypted after
every reboot

The SNTP Client feature cannot be configured viaWeb GUI unless the SNTP Server is enabled
ThePower Over Ethernetpage in the Web GUI displays power levels instefacbltage levels

The show techcommand resets CLI terminal length to the defsetting

The Web GUI allows secondary IP addresses to bans¥ét. AN interfaces of switch products, but thiosahd
only be allowed on router interfaces

Using the MSN ALG with new versions of MSN Messengey cause reboots, and there is no way to disabl
the ALG

Theclear ip ospf processcommand does not cause the local Router ID t@ebamputed

Using Network Monitor in conjunction with the AOSHTP Client may cause probe traffic to establish
erroneous firewall sessions

The allowed values for prolperiod timers are not documented correctly

Added the ability to see destination port numbengmusing TCP probes. This information can be dowith
theshow probe <TCP-probe-name>ommand.

Theshow track command indicates that a track is tracking an idren it is not

PPP Negotiated interfaces may be tracked, butdbayot appear in the output of thieow track command

In thetrack command set, thiest probe command should verify that a specified probe exite check occurs
if only one probe is specified, but if a secondpecified with an AND/OR, the check does not occur
Changing thexpect statusparameter in an HTTP probe returns an error

Theclear dump-corecommand does not work on the NetVanta 344 platform

Using RIP in conjunction with multicast routing meguse reboots without creating exception repdt\(anta
4305)

The Setup Wizard is missing images

Adding a DNS Host Entry via the Web GUI returns@3: Server Error" page

Deleting a track may cause routers to lock up

Configuring Layer 2 encapsulation on T3 interfagiesthe Web GUI results in a "404: Not Found" page
(NetVanta 5305)
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Using the Setup Wizard to configure the NetVant@ By result in a "503: Server Error" page

Theshow modulescommand indicates an inaccurate Part Number fatr(sl Port O (NetVanta 5305)
Added the ability to forward broadcast packets tdtizast addresses using tipehelper command.
Class-Based Weighted Fair Queuing (CBWFQ) doesvoot over Analog Dial Backup (NetVanta 4305)
Route Table page in Web GUI has grammatical ensleged to Network Monitor tracks

Defining a static MAC Address Table entry cause$ &@tors when loading or displaying configuratidies
(NetVanta 344)

When used for Dial Backup, Analog Modem DIMs gete@RC and Abort errors on the NetVanta 4305
platform

Pasting DHCP Pool commands into the running condigon may result in a host-only DHCP Pool instefd
network DHCP Pool

The description for the Source IP Address in@emeral Monitor Web GUI page is misleading

Line Status traps are not generated for T1 intedac

Analog Modem DIMs may send incorrect digits wheacjpg calls (NetVanta 1224R / STR)

PPPOE Service Names and AC Names are deletechatboot

Cisco IP phones running software version 07-05®@at work with the AOS SIP ALG (updated ALG to
accommodate new Cisco behavior)

Applying the ip address dhcp command to ATM Suleilidices may cause a reboot

When configuring Demand Routing via the Web GUWiesource pool priority must be specified; this does
match the behavior of the CLI, which uses a defanidirity of 1 if another value is not specified

The Technology field of the Demand Routi@gnnect Sequencgage in the Web GUI does not work when at
"forced" technology is selected

The Technology field of the Demand Routi@gnnect Sequencg@age in the Web GUI incorrectly shows an
option called "busy-threshold"

The Physical Interfaces page in the Web GUI retarts03: Server Error" when T1 interfaces are itiofe
Alarm

Route table changes may cause active firewall aes$o not be reset properly

Changing a probe tolerance from consecutive-fatlamate-of-failure causes the probe to fail foresal probe
periods

Configuring two probes with the same name and diffeprobe types is allowed

ICMP probe periods of less than 60 seconds arallmted in the Web GUI

The Network Monitor ACLs generated by the Web Gllbwa all traffic of the chosen probe type, instezd
specifying the proper destination hostname, IP esfgror port number

Some SIP call features (hold, transfer, conferedoa)ot work with the SIP ALG in some applications
Source NAT statements that reference interfacasithéonger exist cannot be removed with iwenat source
list <listname> int <interface> overloadcommand

The Fast Forwarding Engine may cause routers twotabinterfaces go up and down frequently

The LLDP interface number is not advertised cotyem 802.1q interfaces

The ip crypto fast-failover ? command is not fortedtproperly

IKE Main Mode requires Remote IDs to be IP addresket other ID types should be allowed when using
certificates

In rare cases, routers may reboot when IPSec $géwsociations are deleted

vy

Known Issues

Without a startup configuration, the Ethernet OEDLis active until theshow run command is executed
(NetVanta 4305)

Specifying an invalid probe period returns an eafdl%" instead of indicating that the value is afid

Using Multilink Frame Relay Link Integrity Protocahder heavy traffic loads may cause MLFR to drop
Configuring a Raw HTTP probe in the Web GUI mayuieg horizontal scrolling to read HTTP strings
Configuring two probes with the same name and wffeprobe types in the Web GUI returns a "503v&er
Error" instead of indicating that the action is atfowed

Units may reboot if the Fast Forwarding Enginedsfigured in conjunction with Demand or GRE Inteda




* A QoS queue designated to uselbaedwidth remaining percent command does not properly obtain remaini
bandwidth under heavy load.
« The value specified by ttenmp-server chassis-id <valueeommand does not appear in a SNMP walk.

Special Hardware Notes

« Small form-factor pluggable (SFP) fiber modulesyasupport gigabit (1000 Mbit/s) connections

* 1000R/STR support WAN NIMs (Network Interface Moeisi

» 300, 2000 and 5000 Series do not support WAN NIMs

* 4000 Series support the Octal T1/E1 Wide Interfdoelule and WAN NIMs

* 5000 Series only support Wide Interface Modules

» 56k data channel rate is not supported by T1/FINI {1202862L1), a T1/FT1 + DSX-1 NIM (1202863L1) mu
be ordered
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m AOS 13.03.00 Release Notes

Release Notes Date: 10/20/06

Resolved Issues

* NV 344: Reallocated memory to better support VPpliaptions.

* Addressed issue that could cause reboots whengeoimfg nat source

* Addressed problem with using HDLC as an SNMP sointegface

¢ Resolved reboot with respect to DNS

e (Switch) Adjusted MAC table to prevent reboots

¢ Executing a clear mac address-table dynamic commeydclear static entries as well
* NV1524 Reboots when TACACS+ is configured.

* WEB: Addressed web setup wizard errors.

* NV 3430/3448: ETH 0/1 and 0/2 go dark instead dfwden link is lost

* Addressed reboot that could happen under extedsirend routing scenario

* Addressed issue where setting global max FFE sessdid not take effect.

* Web: Addressed 503 error when adding ethernetrdebface.

* Corrected issue that required a reboot to get tiadkefault view when SNMP community string is detket

e Unit will intermittently reboot if traffic is flowng and IP FFE is enabled on a layer 2 interfacenvditber the IP
address is deleted ('no ip address') or the irteritadeleted ('no interface ppp 1', 'no interfade).

* Addressed internal broadcast issue that were caid?N tunnels to not renegotiate properly
* Addressed reboot for unit under extensive througperformance testing
* BGP - Default network is not advertised when defealte is removed from and re-added to route table

* With demand routing, if a NAT session is createfbieethe demand interface is up, it will not NATethackets
to the proper address--must clear or time out leatoe traffic will pass.

* 'show queue' only displays packets for PPP & freshey

* Timestamp in the running-config comments causesingnand startup configs to have different MD5 tegsh
* Addressed SNMP errors when sysName was over 8@adtess.

¢ Corrected issue where DRI_AdminStatusCell doeswook correctly for SNMP

¢ Add support for ipNetToMediaTable in IP MIB

* Add Latin American Spanish option for the web sed@es not appear in the running-config.

e  Unit will intermittently reboot if traffic is flowng and IP FFE is enabled on a layer 2 interfacenvditber the IP
address is deleted ('no ip address') or the irteritadeleted ('no interface ppp 1', 'no interfade).




m AOS 13.04.00 Release Notes

Release Notes Date: 11/30/06

Resolved Issues

* WEB: Addressed issue that prohibited setting of $Nik&p host from GUI.
e FIREWALL: 'show ip policy-sessions' gets stuckaop
* 3400: When 256M DRAM is installed, 'show versiontput does not display app/boot code version

* Addressed a routing loop when an AOS device rediges that it has a default route that was leafred
OSPF.

* Dead peer detection messages causing error inqater. Adjusted DOI value to address
e WEB: GUI Download mobile VPN policy file gives anror
¢ Addressed issue with a garbled host value in Vg Ibf SIP message. Resulted in one way audio.

* NetVanta returns invalid value for dot3pauseAdmimd@nd dot3pauseOperMode for the NetVanta 3120/3130
and NetVanta 3430/3448

¢ Added support for ipNetToMediaTable in the IP-MIB.




m AOS 13.09.00 Release Notes

Release Notes Release Date: September 4, 2007 Notes Revisi@i5/2007
Enhancements Overview
Network Interface Added support to allow an ATM sub-interface as aree interface for packets
Enhancements including SNTP, HTTP, and FTP.
Supported Platforms All routers and switches supporting DSL network
interfaces
IGMP Enhancements IGMP Snooping has been added to NetVanta 1224simggrated routers.

Supported Platforms NetVanta 1224R, NetVanta 1224STR

SNMP Enhancements Added SNMP support for BRIDGE-MIB dot1ldBasePortiféx (OID
1.3.6.1.2.1.17.1.4.1.2).

Supported Platforms All routers and switches supporting AOS 13.9

Resolved Issues

These areissues that have been resolved since the previous AOS release (13.04.00)

» A 503 Server Error is returned by the web interfaben attempting to view VPN Peers.

* A high number of SNMP requests can cause SNMPo retsponding.

* QoS maps cannot be applied to VLAN interfaces withweb interface.

* An error will occur if the Remote ID and crypto maames are not the same.

» The VPN wizard gets stuck in "Loading" when usingidsoft Internet Explorer version 7.

» The Firewall wizard gets stuck in "Loading" whermngsMicrosoft Internet Explorer version 7.

* New Daylight Savings Time standard is not supported

» If a console or telnet session was ended beforagamame/password was entered completely whiteyusi
TACACS+, a resource was not released. If this vepeated enough times TACACS+ would not be able to
process any new requests.

* ADSL interface statistics show wrong value for LBatled statistic when viewed through the CLI.

* An erroris returned to an SNMP GET for ifinNUcagtPand ifOutNUcastPkts on a PPP interface.

» Aflood of ARP requests can cause a unit to reboot.

* When changing a password using the web interfab83aerver error is returned.

» Ifthere is a remote-id that is not associated wittrypto map, the VPN Peers page of the web axterivill
return a 503 server error.

* IGMP Snooping does not work correctly over Gigdtitiernet Ports on a NetVanta 1224.

»  Switchports may lock up on a NetVanta 1224 undevheongestion.

* Alockup may occur when using IPSEC.

* Mode config does not properly remove a route wh¥i®Bl tunnel goes down.

» Entering the command 'no routed-bridge ip' on atAsub-interface causes the unit to reboot.

» The Physical Interfaces page of the web interfaterns a 503 server error.

* Spanning tree may cause switches to reboot.

» Secondary IP addresses are not reported via SNMP.

» Policy classes applied to Ethernet sub-interfacesiat applied correctly after a reboot.

» The web interface shows the wrong value for ADSktlRailed statistic.

» The 'snmp-server source-interface' command no fogffiects SNMP traps that get sent.




E-mail logging cannot be configured from the weteiface.

Cannot set the MTU on an ATM sub-interface.

Disabling bridging on an interface causes a reboot.

Secondary IP addresses are not preserved aftdp ifkRjoes down if the primary IP address is assiy
dynamically via IPCP.

PBR does not properly route packets if the polaytes the packet to a Frame Relay sub-interface.

If a MLFR interface is created and not cross-coteteto a physical interface, a reboot will occurewtwalking
the frame relay MIB with SNMP.

VPN Peers page in the web interface can displd)Basgrver error.

Frame relay DLCIs cannot be set on a sub-inteiifabere is a frame relay interface with a sequahtiower
number that does not have any sub-interfaces agedaiith it.

A dial in modem will lock up when a session is edslue to a modem disconnect.

The dial in modem on a NetVanta 3448 can get irgtate where it will not answer calls.

IGMP snooping on VLANS can be disabled, but willreesnabled upon reboot.

Reordering port forwards with port translationlire twveb interface results in the destination pairidgpset to O.
IP Addresses reported via SNMP may be associatidtiné wrong interface.

Performing an SNMP walk on a unit with no commumigme set will cause the unit to reboot.

Clearing ARP Cache causes DHCP Server to fail.

When configuring PPPoE authentication the web faterreturns a 503 server error.




m AOS 13.10.00 Release Notes

Release Notes Release Date: December 3, 2007 Notes Revisior2/512007

Resolved Issues

These areissues that have been resolved since the previous AOS release (13.09.00)

» PoE: PoE devices may randomly loose power whenexiad to a port and result in the device rebooting.

 AAA: When TACACS+ executive authorization is configd the logins are always executive authorizetbats
of according to the configured privilege level.

* AAA: When the authorization commands <enable levatrethod> command is applied to a telnet, conswle,
ssh interface it will not be saved or viewable ish@aw running-configuration.

e CLI: The T1 DSX NIM CLI help for the tdm-group conamd implied noncontiguous DSOs are supported.

» Long banner messages may trigger the "Waiting o€ABS Server" prompt on units configured for AAA
requiring user input before being able to loginjckhcauses problems for N-Command.

*  SNMP: The ifndex variable is missing from link apd link down traps.




m AOS 13.11.00 Release Notes

Release Notes Release Date: March 20, 2008 Notes Revision: P8/2008

Resolved Issues

These areissues that have been resolved since the previous AOSrelease (13.10.00)

SSH Executive Authorization not being sent in TAT2w+

T1 and Dual T1 NIMs experience false loop ups.

D4 Framing is removed from config after reboot.

RTP passives not created properly in destinatiod §yAausing one-way Audio for SIP Phones depenaiintihe

order calls are placed.




m AOS 13.12.00 Release Notes

Release Notes Release Date: May 7, 2008 Notes Revision: 05/(B)8

Resolved Issues

These areissues that have been resolved since the previous AOSrelease (13.11.00)

If the firewall receives an ICMP or UDP echo resgmfor which it can find no association for theiaii
request, this is detected as a smurf attack, angdbket is dropped, regardless of policy beingcsstateless.

Sending a high-speed stream of 64 byte packetsghra NetVanta 1224r may cause a reboot.
If the WAN interface drops while files are beingrisferred via FTP, the router may reboot.

Applying a policy-class on the default VRF intedaavith no IP address, blocks data, even aftes Blded to
interface.

HTTPS does not work with Internet Explorer 7 omdbws Vista for the NetVanta 1224 series.

When used with certain non AOS switches, 802.1geadgackets generated by the AOS device may beedap
the packet is smaller than 64 bytes after tagrisored.

RTP passives not created properly in destinatiol ase.




m AOS 13.13.00 Release Notes

Release Notes Release Date: September 17, 2008 Notes Revisi@®/18/2008

Resolved Issues

These areissues that have been resolved since the previous AOSrelease (13.12.00)

There is a memory leak that can lead to reboots\WHeCACS+ is invoked.

If two SSH connections to the unit are attemptetufianeously, the same session ID may be assignieoth
sessions, which can cause SSH to lockup until titeisirebooted.

Accessing the QoS pages in the GUI causes theauréboot, when one or more Switchports are condiduas par
of a Port-Channel.

The Adtran unit fails to tftp a configuration fratme server upon bootup when using Auto-Config, heeahe
DHCP client does not ask for options 66 and 6% tinily occurs when the DHCP server is configurea iway tha
it only replies with parameters requested fromdient.




