
 
AOS 17.06.01.00 Release Notes 

Release Notes  Release Date:  August 7, 2009  Notes Revision:  August 7, 2009 
 
 

Introduction  
NetVanta Series products support application image updates via the ADTRAN OS Web GUI, TFTP, X-Modem, and FTP. 
A detailed firmware upgrade guide with step-by-step instructions is available at: 
http://kb.adtran.com/article.asp?article=1630&p=2.  
Prior to upgrading firmware, please ensure that your unit meets the minimum Boot ROM requirements, listed under 
“Supported Platforms.” 

 
 

Supported Platforms  
 Standard Feature Pack Enhanced Feature Pack Minimum Boot ROM**** 

NetVanta 1234 9700594-2A170601.biz    N/A 17.03.01.00 

NetVanta 1238 9700594-2A170601.biz    N/A 17.03.01.00 

NetVanta 1534 9700590-2A170601.biz    N/A 17.03.01.00 

NetVanta 1544 9700544-2A170601.biz N/A 17.05.01.00 

NetVanta 1544F 9700544-2A170601.biz N/A 17.06.01.00 

NetVanta 1335 N/A 9950515-2A170601.biz 15.01.00 

NetVanta 3120 N/A 9700600-2A170601.biz 14.04.00 

NetVanta 3130 N/A 9700610-2A170601.biz 14.04.00 

NetVanta 3200/3205 (3rd Gen.)* 9200860-2A170601.biz 9950860-2A170601.biz 17.02.01.00 

NetVanta 3305***** 9200880-2A170601.biz 9950880-2A170601.biz 04.02.00 

NetVanta 3430 9200820-2A170601.biz 9950820-2A170601.biz 13.03.SB 

NetVanta 3430 2nd Gen. 9202820-2A170601.biz 9952820-2A170601.biz 17.05.01.00 

NetVanta 3448 9200821-2A170601.biz 9950821-2A170601.biz 13.03.SB 

NetVanta 3450 9200823-2A170601.biz 9950823-2A170601.biz 17.06.01.00 

NetVanta 3458 9200824-2A170601.biz 9950824-2A170601.biz 17.06.01.00 

NetVanta 4305*** 9200890-2A170601.biz 9950890-2A170601.biz 08.01.00 

NetVanta 4430 9700630-2A170601.biz 9950630-2A170601.biz 17.04.01.00 

NetVanta 5305 9200990-1A170601.biz 9950990-1A170601.biz 11.03.00 

*1st generation NetVanta 3200/3205 routers (part numbers beginning ‘1200’) and 2nd generation NetVanta 3200/3205 
routers (part numbers beginning ‘1202’) cannot run this version of AOS. 
**1 st generation NetVanta 3305 (Part number 1200880L1) cannot run this version of AOS. 
***1 st generation NetVanta 4305 (Part number 1200890L1) cannot run this version of AOS. 
****To confirm the version of Boot ROM, telnet or console to the unit and issue the show version command. The Boot 
ROM version will be listed as Boot ROM version XX.XX.XX. If you require a Boot ROM upgrade, please contact 
ADTRAN Technical Support (support@adtran.com or 888-423-8726) for assistance. 
*****This version of firmware will not be initially released for the NetVanta 3305 series. 

 
 
 



New Features Overview 
Jumbo Frames Jumbo Frame support allows for NetVanta switches to pass Ethernet frames larger than 

the standard 1500 bytes. 

 Supported Platforms NetVanta 1534, NetVanta 1544, NetVanta 1544F 
  

Hardware ACLs Hardware ACLs are access control lists that function by comparing all received frames 
to specific criteria at the hardware level. Hardware ACLs filter incoming traffic through 
the switch chip at wire speed, rather than through the software packet filtering 
processes as IP ACLs do. 

 Supported Platforms NetVanta 1534, NetVanta 1544, NetVanta 1544F 
  

 
 

Enhancements Overview 
IPSec Support using FFE The Fast Forwarding Engine (FFE) can increase the routing throughput for IPSec VPN 

tunnels. 

 Supported Platforms NetVanta 1335, NetVanta 3305, NetVanta 3430, NetVanta 
3448, NetVanta 3450, NetVanta 3458, NetVanta 4305, 
NetVanta 4430, NetVanta 5305  

  

FFE Support for GRE 
tunnel, HDLC, and demand 
interfaces 

FFE has been enhanced to include support for GRE tunnel, HDLC, and demand 
interfaces. The Fast Forwarding Engine (FFE) increases routing throughput for many 
common applications, including: 
 
� Firewall (no ALG traffic) 
� NAT 
� Static filters / access groups 
� Per-destination load-sharing 
 
When any of these applications are used without FFE, AOS runs several processes for 
every packet that is forwarded.  With FFE enabled, these processes are only run on the 
initial packet of a “flow” or session.  By reducing the number of required processes, the 
overall throughput through the router increases. 
 
FFE is enabled on a per-interface basis with the command ip ffe.  

 Supported Platforms NetVanta 1335, NetVanta 3305, NetVanta 3430, NetVanta 
3448, NetVanta 3450, NetVanta 3458, NetVanta 4305, 
NetVanta 4430, NetVanta 5305 

  

EQoS MIB  Modifications to the Enhanced QoS (EQoS) MIB will allow management platforms to 
access information on parent/child QoS maps via SNMP. 

 

Supported Platforms NetVanta 1335, NetVanta 3120. NetVanta 3130, NetVanta 
3200, NetVanta 3205, NetVanta 3305, NetVanta 3430, 
NetVanta 3448, NetVanta 3450, NetVanta 3458, NetVanta 
4305, NetVanta 4430, NetVanta 5305 

  



VQM SNMP MIB The addition of the Voice Quality Monitoring MIB will allow management platforms to 
access VQM capabilities via SNMP. 

 

Supported Platforms NetVanta 1335, NetVanta 3120. NetVanta 3130, NetVanta 
3305, NetVanta 3430, NetVanta 3448, NetVanta 3450, 
NetVanta 3458, NetVanta 4305, NetVanta 4430, NetVanta 
5305 

VQM Reporting to 
nCommand MSP 

NetVanta products support the ability to send Voice Quality Monitoring (VQM) 
statistics to an n-Command MSP server or other data collectors. 

 

Supported Platforms NetVanta 1335, NetVanta 3120. NetVanta 3130, NetVanta 
3305, NetVanta 3430, NetVanta 3448, NetVanta 3450, 
NetVanta 3458, NetVanta 4305, NetVanta 4430, NetVanta 
5305 

  

 
Errata 
These are issues that were discovered during internal testing, but were unresolved at the time of release. 

 
• Ports 43, 44, and 47 on the NetVanta 1238 and port 19 on the NetVanta 1234 may be unable to power legacy PoE 

devices. 
o Workaround: Use a crossover Ethernet cable. 
 

• Jumbo frame counter does not exist on port-channel interface statistics. 
o Workaround: Use the jumbo frame counter on the interfaces that make up the port-channel. 
 

• Changing MAC Address on VLAN interface will make AOS device unmanageable through that interface. 
o Workaround: Do not change the VLAN interface MAC address or use another VLAN interface to 

manage the AOS device. 
 

• Changing the LLDP-MED options in the Web GUI may result in unnecessary error messages. 
o Workaround: Change LLDP-MED options in the CLI. 
 

• If a fiber port is set to a forced speed and the SFP module is removed and re-inserted, the fiber port will reset 
itself to autonegotiate. 

o Workaround: Manually set port to forced speed. 
 

• On a NetVanta 34xx device, if port-channel and port-security are configured, the AOS device can cause the 
connected switch to send packets out the wrong interface. 

o Workaround: Do not configure port-security on those ports that make up a port-channel. 
 

• When using port-security, changing a port from “force-unauthorized” to “forced-authorized” may output the 
invalid error message, “Cannot configure Authenticator parameter.” 

o Workaround: Change port-security settings in the Web GUI. 
 

• The command ‘copy flash xmodem’ may result in a file with no content in it. 
o Workaround: Copy the file using a TFTP server. 
 

• In a NetVanta 1544, plugging in a Finistar SFP module into giga-swx 0/1 may cause the status light to turn 
amber. 

o Workaround: Use the Finistar SFP module on another fiber port on the switch. 
 

• In the firewall wizard, the “Confirm Settings” page may be partially invisible when using Firefox 3.0. 



o Workaround: Use a different browser when going through the firewall wizard. 
 

• Uploading a file as the startup configuration via Xmodem (‘copy xmodem startup-config’) may cause the AOS 
device to lockup. 

o Workaround: Upload the file to flash using Xmodem (‘copy xmodem flash’) and then save the file as 
“startup-config.” 

 
• GRE tunnel IP address cannot be modified in Web GUI once tunnel has been created. 

o Workaround: Modify GRE tunnel IP address in CLI. 
 

• Port-authentication may allow traffic through a port that is set to “unauthorized.” 
o Workaround: No known workaround. 
 

• Entering the command ‘show qos interface eth 0/1’ on a NetVanta 3120 may output an invalid error stating, “No 
such interface.” 

o Workaround: Use the ‘show qos map’ command or view QoS statistics in the Web GUI. 
 

• When entering data on the Radius configuration page in the Web GUI, no changes may be applied unless an IP 
address for the Radius server is entered. 

o Workaround: Enter the IP address of the Radius server on the configuration page when making changes. 
 

• If storm control has previously been invoked, disabling and then re-enabling storm control may cause the 
interface to shutdown. 

o Workaround: Manually enable the interface. 
 

• Removing and then re-adding an Ethernet interface to a bridge-group while traffic is passing may cause the AOS 
device to reboot. 

o Workaround: Ensure there is no traffic passing over the bridge before making changes to the bridge-
group. 

 

 

Resolved Issues 
These are issues that have been resolved since the previous AOS release (17.05.02) 

Services and Viewers 
 

• The Setup wizard can freeze when using it to change already configured settings. 
• Issuing a ‘show run interface ethernet 0/1 verbose’ on a NetVanta 3120 may cause the unit to reboot. 
• The ‘ip sntp server’ command may not function when a NTP server has already been configured. 
• In the GUI, when using NAT pools, specifying a private (local) range that contains a zero in any of its octets may 

return an error “Invalid private (local) start IP address.” 
• The output to track debug messages may display the incorrect name of the TCL file being executed. 
• When AAA is enabled and TACACS server is being utilized for authentication, the user may be disconnected 

after only one failed login attempt. 
• An error may be returned when parsing the adGenAosCommon.mib. 
• Some AAA passwords may hash into an invalid value, which can cause the Web GUI to return a “503 Server 

Error.” 
• The help text for the ‘interface range’ command may incorrectly state the command syntax. 
• Utilizing SNMP on an AOS device may cause a memory leak. 
• If a configuration takes longer than two minutes to load, the AOS device may reboot. 
• Using the ‘ip sntp server source-interface’ command or the ‘ip sntp server send-unsynced’ command may cause 

the SNTP server to stop functioning and the AOS device to reboot. 
• In the Web GUI, when modifying “Top Websites” configuration, an error may be displayed that states “url15 

delete.” 



• SNMPv3 polls can fail when SHA authentication and DES encryption are used. 

Routing, Switching and Bridging 
 

• Secondary IP addresses with 32 bit subnet masks may not be added to the route table. 
• If an interface contains no MAC (i.e. address of 00:00:00:00:00:00), the router may reboot after a period of time. 
• In the CLI, the help text for the ‘traffic-shape rate’ command on a Gigabit interface may incorrectly specify the 

maximum traffic-shape rate that can be set as 100 Mbps. 
• When ‘ip route-cache’ is enabled on an interface, the output of ‘show ip cache’ may not update correctly. 
• Loss in connectivity between a NetVanta 150 Access Point and a NetVanta Access Controller may cause the 

Access Controller to reboot. 
 

Network Interfaces and Quality of Service 
 
• Disabling and then enabling the ADSL interface on a NetVanta 344 or 3130 that was previously in an “up” state 

may no longer be able to go into the “training” state and return to the “up” state. 
• A NetVanta 4430 may not negotiate LCP on a PPP (non multilink) link if MLPPP is configured on a different 

PPP link when using dual t1 NIMs. 
• If a VRRP group has a track assigned to it, and the track is deleted after the corresponding VRRP group is 

deleted, the reboot may occur. 
• A switch with uplink ports only capable of 1 Gbps may incorrectly negotiate its speed to 2.5 Gbps when 

connected to another switch with uplink ports capable of 2.5 Gbps. 
• Multiple ISDN error conditions can cause the DIM to exhibit inconsistent behavior when call attempts are made. 
• Using the 'nonegotiate' command when defining a static speed setting on a fiber connection of a NetVanta 1534 

or 1544 switch may result in incorrect behavior. 
• An interface may become unresponsive when its IP address is assigned to a PPP interface during PPP negotiation. 
 

Firewall and VPN 
 

• Issuing the ‘no ip vrf’ command may cause a reboot. 
• If the ‘no ip crypto’ command is issued immediately after a ‘clear crypto ike sa’ command has been issued, the 

AOS device may reboot. 
• Enabling PFS may generate an incorrect key and cause VPN tunnels connecting to a non-AOS device to 

intermittently fail to pass traffic with authentication errors. 
• If an Aastra phone initiates a call to another proxy phone in local survivability, the line on the Aastra phone may 

change to “seized” when the call is over, which can prohibit the Aastra phone from making any further calls. 
• In the Web GUI, deleting a traffic selector from an access-policy may cause a duplicate policy to be created. 
• TCP sessions may not properly close due to the firewall dropping TCP RST segments.  
• The SIP ALG may incorrectly parse the SDP information within a “180 Ringing” SIP message causing the 

firewall to incorrectly open sessions for that traffic. 
 

 



 

AOS 17.06.02.00 Release Notes 
Release Notes  Release Date:  Oct 28, 2009 Notes Revision:  Nov. 18, 2009 

 
 

Resolved Issues 
These are issues that have been resolved since the previous AOS release (17.06.01.00) 

 Accessing a NetVanta device using Telnet or SSH when AAA is enabled may cause a reboot. 

 
Multiple SSH sessions to a NetVanta device if authenticated in a different order than they were created, may 
cause one or more of those sessions not to connect and output the message, “********SSH Session 
Blocked********.” 

 
Executing a test-pattern on a T1 interface while it is in the “Down” state may falsely indicate that the test-pattern 
is transmitting with no errors. 

 
If the startup configuration on an AOS device contains certain specific characters, the config may not fully load 
during bootup. 

 
Entering the ‘run-tcl’ command with the ‘on-pass’ track option may cause the TCL script to execute immediately 
regardless of the track status. 

 On the NetVanta 123x switches, shutting down the gigabit fiber port may not power down the SFP module. 

 
When implementing load balancing, ‘ip load-sharing per-packet’ may cause the traffic to be shared per-
destination and ‘ip load-sharing per-destination’ may cause the traffic to be shared per-packet. 

 
The help text for the dampening-interval of a track is unclear in stating under which conditions it would be 
enforced. 

 
The troubleshooting wizard may display an error when the source IP that traffic is being NAT’d to is a private IP 
address instead of a public IP address.  

 
When using an AAA authorization exec method list, selecting the ‘if-authenticated’ or ‘none’ option may not 
place the user in privileged exec mode when accessing the NetVanta device. 

 
The SNTP server may cease to function and possibly cause a reboot if the ‘source-interface’ or ‘send-unsynced’ 
options are being used. 

 If a fiber port is set to a forced speed and the SFP module is removed and re-inserted, the fiber port may reset 
itself to Autonegotiate. 

 The packet count for the Top Traffic Statistics may be displayed incorrectly in the GUI. 

 On the NetVanta 3448, the CoS-Expedite queue may drop prioritized traffic when implementing 802.1p. 

 
Removing the ‘shape average’ command from a parent map may leave the child map assigned to it even though 
assigning a child map to a parent map without the ‘shape average’ command is an invalid configuration. 



 
Upgrading firmware may cause the NetVanta device to lose secondary IP addresses with 32-bit subnet masks that 
are defined with the “ip address range x.x.x.x x.x.x.x /32 secondary” command. 

 Upon boot-up, a block of 8 ports on a NetVanta 1238 may not fully function. 

 



 

AOS 17.06.03.00 Release Notes 
Release Notes  Release Date:  Dec 28, 2009 Notes Revision:  Dec. 29, 2009 

 
 

Resolved Issues 
These are issues that have been resolved since the previous AOS release (17.06.02.00) 

 
The Web GUI may not display the QoS map statistics when low latency queuing (LLQ) is enabled, but will 
display QoS map statistics when class-based weighted fair queuing (CBWFQ) is in use  

 Adding secondary IP addresses with a /32 subnet mask from the web GUI may return an error. 

 
Non-SIP traffic utilizing UDP port 5060, can result in a reboot or other error due to buffer overflow if the SIP 
ALG is enabled. 

 ADSL negotiation may fail if using the "training-mode multi-mode-no-t1413" option. 

 
Multiple web-GUI sessions open simultaneously to the same AOS device can cause a reboot, if auto-refresh is 
enabled. 

 
When using port-security on the NetVanta 123x series, if sticky-macs are enabled, learned MAC addresses may 
not consistently be added to the configuration.  

 
An AOS device may lose its secondary IP addresses that were defined in an range after a reboot, causing any port 
forwards or administrative access using these IPs to stop functioning.  

 
Under high traffic load, with processor load above 80%, ARP entries may stop being updated until the box is 
reloaded.  During this time, a "show arp" will yield entries with TTL of 0. 

 The SIP ALG may incorrectly parse the SDP field if the stream is sourced by an SBC using the a=rtcp attribute. 

 
In the Web GUI, when DHCP is enabled and a MAC Address is cloned on the interface, the AOS device may 
attempt to add an invalid client identifier. This invalid client-identifier may be used every time DHCP is enabled 
on the interface until a new configuration is uploaded. 

 The modem on a NetVanta 3G NIM may occasionally lockup and become unresponsive. 

 When polling the 3G NIM interface, SNMP OID [.1.3.6.1.2.1.47.1.1.1.1.4] can return a general failure message. 

 Receiving video SDP in B2BUA application can cause 1 way audio through the SIP ALG. 

 
If the demand interface is attached to a cellular interface, accessing the demand interface page in the Web GUI can 
lead to a reboot. 

 The analog modem DIM may lock up when used in conjunction with the NetVanta 1335 under high traffic loads. 



 



 

AOS 17.06.04.00 Release Notes 
Release Notes  Release Date:  March 24, 2010 Notes Revision:  March 26, 2010 

 
 

Resolved Issues 
These are issues that have been resolved since the previous AOS release (17.06.03.00) 

 LLDP commands configured by default can randomly appear in a ‘show run’ output. 

 With IGMP snooping enabled, a NetVanta 1335 may reboot upon receiving a membership query. 

 Enabling IGMP snooping on a specific VLAN interface may cause the NetVanta switch to reboot. 

 
Certain configurations may cause a NetVanta device’s CLI to appear to lock-up when show commands are issued 
and the terminal length is set to a value higher than 0. 

 
When using a Sprint 3G NIM, the log message, “OTASP Initial programming required,” may appear even though 
OTASP programming is only required for the Verizon 3G NIM. 

 
The “System Summary” page in the GUI can return a 503 server error if the unit is unable to retrieve LLDP 
information from the neighbor. 

 
The Wireless wizard may not be able to setup a new Access Point if an interface named ‘dot11ap 24’ already 
exists. 

 
The Web GUI may not allow TDM groups with different channel specifications to be added to the same multilink 
PPP interface. 

 The command, ‘ip rtp firewall-traversal policy-timeout x’, will properly accept the configured timeout value, but 
may display ‘no ip rtp firewall-traversal policy-timeout’ when a ‘show run’ command is issued. 

 
Using a prefix-list that specifies an extended community string instead of a regular community string, may inhibit 
BGP routes from being added to the route table when a route-map is used. 

 
Gigabit-ethernet switchports may show the SFP media type as “Small Form-factor Pluggable” when copper 
connections are used. 

 Issuing the ‘show tech’ command may generate an empty file in flash rather than a file with the expected content. 

 
In the Web GUI, placing switchports into “auto” or “mac-based” authentication mode may cause a 503 server 
error. 

 
In the Web GUI, viewing the VPN configuration page for a remote-ID that contains special characters may cause a 
503 server error. 

 Initiating an SNMP GET on a VLAN interface may return an invalid number of discards. 

 



 
Enabling multilink PPP fragmentation may cause a minute amount of packet loss if small packets arrive at a slow 
interval. 

 Ethernet interfaces may not transition into the “Test” state when looped. 

 The modem on a NetVanta 3G NIM may occasionally lockup and become unresponsive. 

 UDP relay can insert a bad ARP entry into the ARP table which can cause the VLAN interface to stop responding. 

 
When utilizing 4 wire mode (standard or enhanced) on a SHDSL NIM, the second loop may fail to complete 
training. 

 SIP Transparent Proxy may block SIP messages that contain an extra “/” at the end of the “Content-Type” field. 

 
LLDP may not properly advertise a link’s speed and duplex when operating at 2.5 Gbps. This is merely a cosmetic 
error, and has no functional impact. 

 
Running a port mirror for long periods of time while switchport link changes are occurring, may cause the port 
mirror to stop functioning until the destination port is moved to another switchport, or the switch is rebooted. 

 
 
 
 


