Configuring NetVanta 2054 for Internet Access

The NetVanta 2054 provides all of the functionatiguired for servicing Internet
Access to a private network, including Ethernet i@antivity, built-in Switch, Firewall,
and Network Address Translation (NAT).
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Overview

The NetVanta 2054 is a standalone Internet Accegisel for small private networks.
The NetVanta 2054's Public interface is connecteart Internet Access Ethernet
connection. The NetVanta 2054’s four port switcbviies connectivity for the private
network. The four port switch can be directly cocted to hosts in the private network,
or to an external switch (such as the NetVanta 1&2éxpand the number of available
switch ports.

Requirements

The NetVanta 2054 requires an Ethernet interfac@ection; T1 and other non-Ethernet
interfaces cannot be connected directly to the Het¥ 2054.

Softwar e Requirements

* Modern Web Browser for access to the Web Interface
o0 Examples: Internet Explorer 5 or Higher, Mozillad=Fox 1.0 or Higher

Hardware Requirements

* NetVanta 2054 and Power Adapter
* Two Ethernet Straight Through Cables
» Ethernet Internet Access Point
o Example: ADSL Modem, Cable Modem or Ethernet Fibenverter
o0 ADSL Modems must be set to “Bridge Mode” beforefaguring the
NetVanta 2054; NetVanta 2054 will Terminate the ®PEonnection

Infor mation Requirements

* Public IP Type
o Static or Dynamically Assigned?
* Private Network Subnet



o Example: 10.10.10.0/24

Network Diagram

This example uses an external ADSL Modem for IrdeAccess. The ADSL Modem is
set for “Bridge Mode”; please consult the ADSL Made documentation or your service
provider for information explaining ADSL bridge madrhe ADSL Modem'’s private
Ethernet interface is connected to the NetVantalZ0Bublic Interface. The NetVanta’'s
first switch port (Eth 0/2) is connected to a congpuhat will be used for configuration.

The following settings will be used for this exampYou should evaluate your own
needs, and apply your own settings as necessary.

Option Setting Note

Public IP Address (Mask) 5.5.5.5 (255.255.255.25RY our ISP Will Assign

Private IP Address (Mask)| 10.10.10.1 (255.255@55.Your LAN Network

Public Interface Mode PPPoE Example for ADSL

Configuring via the Web Interface

The NetVanta 2054 has a Web Interface that carsee to complete Internet Access
configuration. The NetVanta 2054’s factory defaugnfiguration has an IP Address of
10.10.10.1 applied to its Private interface. Yon cannect a computer with an IP
Address of 10.10.10.2 to any of four switch pofis.access the Web Interface, connect a
computer with an IP Address of 10.10.10.2 to antheffour switch ports, and enter the
following URL in the address bar of a web browser.

Web Interface Access URL: http://10.10.10.1
Usernameadmin
Passwordpassword

Resetting the NetVanta 2054:

If you are unable to connect to the Web Interfagiagithe instructions above, the
NetVanta can be reset to its factory default camfigion. To reset the NetVanta follow
these instructions:

1) Power on the NetVanta 2054 and let sit for 60 séson
2) Using a Ball Point Pin, press the reset button

a. Located between the Eth 0/1 and Console Port
3) Hold the button for exactly 45 seconds
4) After 45 seconds the unit should reboot

a. Indicated by flashing all lights on the front okthnit
5) Release the button immediately after reboot



The NetVanta 2054 is now reset to its factory diéfeanfiguration, with an IP Address
of 10.10.10.1 on its Private Interface.

Configuring the Public Interface:

1) Click ‘Public Interface’ to access the configuration page for the Publierfate.
2) Set Speed/Duplexto ‘Auto’.

3) Set interface Mode’ as needed. If you are using an ADSL line, or yoravider
informs you that the NetVanta 2054 will terminateRPOE connection, choose ‘PPPoE’.
Otherwise choose ‘IP Routing'.

a. ForPPPOE, set Sent Authentication Typé€ as necessary. Only your
provider can tell you the correct type. Your praridnay refer to this as
the “Authentication Method”. If your provider doest require
authentication for PPPoE, choosone'.

b. ForPPPOE, set Sent Usernaméand ‘Sent Passwortlas necessary.
Only your provider can tell the correct settings.

4) Set ‘Address Typé as necessary. Choogeegotiated’ or ‘DHCP’ if your provider
will dynamically assign you an address. Cho&atic’ if your provider has given you a

Public IP address that will never change, and tbgiger is not going to dynamically
assign that address.

a. ForSatic, enter the appropriaté® Address’ and Subnet Mask as
given to you by your ISP.

b. ForSatic, enter the appropriat®efault Gateway. Your provider may
refer this to as the ‘ISPs Address’.

c. ForNegotiated, check theDefault Route option.
5) If you have multiple Public IP Addresses that youwd like to use, add them as
Secondary IP AddressesClick “Add a New Secondary IP Address” and enter the
settings for a single secondary address. Repeatiftitional addresses.

6) Click ‘Apply’

Configuring the Private Interface:

If you are establishing a new private network, @u ylo not have a preference for the IP
Subnet used in your Private network, skip to “Cguafing the Firewall and NAT”.



7) Click ‘Private Interface’.
8) Set ‘Address Typé to ‘Satic'.
9) Enter the appropriatéP Address and ‘Subnet Mask.
This IP Address will be the Default Gateway for all hosts on your Private Network.
10)Click ‘Apply’.

Configuring the Firewall and NAT

Note: running the ‘Firewall Wizard’ completely erasdispior Firewall and NAT
settings. Fore more information about ‘Port Foniragtplease consult the guide titled
“Configuring Port Forwarding in AOS”.

11) Click ‘Firewall Wizard'. This wizard will establish all firewall and NA3ettings
required to access the Internet from your Privaiéllvia the NetVanta 2054.

12) Read the ‘Welcome’ Message and cliblext'.
13)Select thePublic Interface’ and click ‘Next.

14)Select No, 1 do not ..." and click ‘Next'. For more information about Port
Forwarding, consult the guide “Configuring Port warding in AOS”.

15)Review the ‘Confirm Settings’ page, and cli¢knish’.

Saving the Configuration:

It is important that you save your configuration!

16) After you have completed configuring your AOS
router, click the Save’button in the top right corner.

(é—;E\J Logout
T

17) You should also consider downloading the
configuration to your desktop. This ensures that wal
always have a backup copy of the configuratiornytarr router.

18) Click‘Configuration’ in the left hand menu. ]

. . ] o urrently saved startup configura
19) Click ‘Download Configuration’. Save this file on

your computer, and create backup copies. You can us
this file to restore your router to its currenttsgfs.



Note: Your configuration is now complete. Please conthd section titled “Testing
Internet Access” if you experience difficulties assing the Internet.

Configuring via the Command Line Interface

Note: Please follow the instructions in the sections&tting the NetVanta 2054’, before
following the command line interface instructiofifis will ensure that the configuration
of your NetVanta 2054 is ready for the command#his section.

Accessing the Command Line Interface:

The command line interface is available via the €oda Port and via Telnet through the
Ethernet interface.

Using the Console Port
You will need a 9 Pin Male to 9 Pin Female straitjinbugh cable and a VT100 emulator

(Example: HyperTerminal) to access the Console. Rs# the following settings in the
VT100 emulator.

« 9600 Baud
+ 8 Data Bits
* 1 Stop Bit

* No Parity Bits
 No Flow Control

Using Telnet

Telnet is a service that can be accessed via arrigthconnection to the NetVanta 2054.
Configure a computer with an IP Address in the sauimet as the NetVanta’'s private
interface. From the factory the NetVanta uses 1QQ.Q; your computer can be
10.10.10.2. Use the section titled “Resetting tle¢\Mdnta 2054” to return your NetVanta
2054 to the factory default settings.

Gaining Administrative Access via the Command Line I nterface:

1) Type ‘enablé to gain access to privileged mode.
2) Type ‘configure terminal’ to access configuration mode.

Configuring the Public Interface:

3) Type ‘interface eth 0/1 to access the Public Interface.

4) Type ‘no shutdown to enable the Public Interface.



5) If your connection will use PPPoE (Example: ASDSKip to step 8.
a. Type ‘ip address dhcpto set the interface to receive a dynamically
assigned address from your provider.
b. Type fip address 5.5.5.5 255.255.255.25@ set a statically assigned
address, given to you by your provider. You shaidd your own public
IP Address and Subnet Mask.
6) Type ‘access-policy Publicto assign the Public policy-class to the Pubfitetface.

7) If your connection willnot use PPPoE (Example: Fiber, Cable Modem or Metro
Ethernet), skip to the section titled ‘Configuritig Private Interface’.

8) Type ‘interface ppp 1 to create the PPP interface.
9) Type no shutdowri to enable the PPP interface.

10)Type ‘cross-connect 1 eth 0/1 ppp 1o associate this PPP interface with the
Public Ethernet Interface.

11)Type ‘access-policy Publicto assign the Public policy-class to the Pubtitetface.
12)ldentify the correct Address Setting, and use fi@priate step below.
a. Type ‘ip address negotiatedto set the interface to receive a dynamically
assigned address from your provider.
b. Type fip address 5.5.5.5 255.255.255.25@ set a statically assigned
address, given to you by your provider. You shaidd your own public
IP Address and Subnet Mask.

Configuring the Private Interface:

13) Type ‘interface vlan 1 to access the Private Interface.

14) Type 'no shutdown to enable the Private Interface.

15) Note: Perform this step only if you want to change thé\tfiress of the private
interface. Typeip address 10.10.10.1 0.0.0.® assign the Private Interface an IP
Address.

16) Type ‘access-policy Privateto assign the Private Policy-Class to the Private
Interface.

17) Type ‘exit’ to leave the Private Interface configuration aetlirn to global
configuration mode.



Configuring the Firewall and NAT:

18)Type ‘ip access-list standardAMATCHALL ' to create an access-list that will match
all traffic. This will be referenced by the NAT auin the Private Policy-Class.

19)Type ‘permit ip any’ to match all traffic.
20)Type ‘exit’ to exit the access list configuration.

21)Type ‘ip policy-class Privateé to create the Private Policy-Class. This is refeed
in the configuration of the private interface wiltcess-policy Private’.

22)The next statement will define what Public addtessse in the NAT.
a. For non-PPP connections, where you entered thecplifoAddress on the
Public Ethernet Interface, typedt source list MATCHALL interface
eth 0/1 overload.

b. For PPP connections, where you entered the publiddress on the PPP
interface, typenat source list MATCHALL interface ppp 1 overload'.

23)Type ‘exit’ to exit the Private policy class configuration.

24)Type ‘ip policy-class Publi¢ to create the Public Policy class. This policgsd will
remain empty. An empty policy class denies theatitg of sessions from that
interface.

25)Type ‘exit’ to leave the Public Policy-Class configuration.

Saving the Configur ation:

It isimportant that you save the configuration!
26)Type ‘end to return to enable mode.
27)Type ‘write’ to permanently store the configuration on the\lKetta 2054.

Note: You can copy the output of the command “show riatd a text file and save that
file as a backup copy on your computer.



Testing Internet Access

Before testing Internet Access, verify the follogriimformation:

* Your computer’s IP Address should be in the sam®&uBnet as the NetVanta’s
Private Interface

* Your computer’s default gateway should be the Nat¥'a Private IP Address.

* Your computer’'s DNS settings should be set to tlypgen by your ISP.

You should now be able to access the Internebufare unable to do so, please reset
your NetVanta 2054, using the instructions in “Resg the NetVanta 2054” and re-
execute this document. If you are still unabledcsd, follow these instructions to pre-
pare for calling your ISPs technical support.

1) Attempt to ping the NetVanta’s Private IP
2) Attempt to ping the ISPs Gateway IP Address fromryammputer.
3) If that works, attempt to ping 4.2.2.2 (a root it server).

If you are able to ping 4.2.2.2, double check yonmputer's DNS settings.

If you are able to ping your ISPs gateway, but lmédping 4.2.2.2, please call your ISP
and report a network outage.

If you are unable to ping your ISPs gateway, ple&sigy with your ISP that your
Internet Service has been activated, and therAcdllan Tech. Support.

If you are unable to ping the NetVanta’s Privatedlase Reset the NetVanta, and reuse
this guide. If you are still unable to ping the Manta, please call AdTran Tech. Support.

Note: AdTran Technical Support provides Walk Through &emote Installation
assistance as a paid service through ACES Seraog&cts. If you are interested in
having AdTran configure your NetVanta 2054, plecaé ACES at 1-888-874-ACES.



