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| ntr oduction

The use of AAA services (Authentication, Authoripat and Accounting) allows for
several methods of controlling and recording acdes&OS-based devices. The two
methods of achieving this result involve either RAB or TACACS+ servers. This
guide will specifically cover the use of controliitogin to the administrative interface of
an AOS-based device using TACACS+ authentication.

Command Line Configur ation

Enabling the Service & Defining a Server

AOS-based devices require that the AAA process mabled and that at least one
TACACS+ server is defined. The AOS device and tACACS+ server being accessed
must agree on the Pre-Shared Key for the procesgeixate successfully; the key is used
to encrypt the entire communication between thentland the server. The configuration
is as such:

aaa on
|

tacacs-server host <TACACS+ Server IP> key <Pre-Sha red Key>

NOTE: Working with multiple AAA servers is covered uraléifferent document.

Define Authentication M ethods

The next step is to define the desired authenticatnethods. This can be done to all
interfaces using one command that defines the Hdfsty or by specifying specific lists
that can be applied to individual administrativevgees.



The lists define the order of operations for autivation. The primary method will only
fail over to the next defined method if the predonethod is unavailable. For instance, if
the TACACS+ server is specified first and then ltloeal-User List, the Local-User List
will only be consulted if the TACACS+ server doast nespond to TACACS+ request
messages. If the TACACS+ server rejects the usateatials, the user will be denied
access and the Local-User List will not be consllte

If there are no valid methods left in a given lisien the user will be denied access. An
example is if only the TACACS+ server is definedhm the list, and the TACACS+
server cannot be contacted for any reason; user Wif) not be possible because there
are no longer any valid methods within the listr #as reason, it is always recommended
to end every list with the Local-User List so thevide can still be accessed if
communication with the TACACS+ server is interrupbecause the Local-User List will
never be unavailable.

The following example will apply the “default” awthtication method as TACACS+
authentication first and the Local-User List secoimd the event TACACS+
communication fails. This will affect all adminiative services that do not have a
defined login method:

aaa authentication login default group tacacs+ loca

The following will show the same authentication huet used as a named list:

aaa authentication login LoginUseTacacsLocal group tacacs+ local

Apply Authentication M ethods to Services

The next step is to apply the defined named auttegitn method list to the specific
interfaces, if the “default” list method is not dse

NOTE: The HTTP authentication method will apply to bd#TTP and HTTPS
connections to the router.

line con 0

login authentication LoginUseTacacsLocal
!
line telnet 0 4

login authentication LoginUseTacacsLocal
|

iine ssh 04




login authentication LoginUseTacacsLocal
|

ip http authentication LoginUseTacacsLocal
|

ftp authentication LoginUseTacacsLocal

Defining the Enable Password M ethod

The enable password is uniquely associated withcttramand-line interface, and is
irrelevant to the GUI. If command-line access islmging made available for user access
or if TACACS+ enable authentication is not requjréebn this section is optional.

Regardless of whether RADIUS or TACAS+ servers ased, they are inherently

username & password systems. This poses a speleéltenge for enable authentication,
where the user is not asked for a username wheamimgtenable mode. Both RADIUS

and TACACS+ therefore define a username to be wetit the enable password

authentication requests; the TACACS+ standard reguihat this username be set to
“$enab15%$” and therefore it cannot be changed.

NOTE: Because the TACACS+ enable username cannot hawgstam value, it is
recommended that enable authentication is not wsdgd TACACS+. Instead, the “Auto-
Exec” feature is recommended to place the users @mable mode, which is covered
under the “Authorization & Accounting” document.

The authentication methodology is the same as éefod it is recommended in this case
that you define the final method as the locallyfogured enable password, as such:

aaa authentication enable default group tacacs+ ena ble

Web Interface Configuration

This section will define the methods for configuyithis functionality through the GUI.
The technology definitions and explanations wilt @ repeated; please refer to the
relevant command line configuration section for enmformation.

The AAA configuration is accomplished from the “8y® — Passwords” page, in the
bottom section entitled “Service Authentication”.

NOTE: The functionality allowed by the GUI is limited timat it allows for only one

method to be defined, and it uses pre-defined ndoregs authentication lists. This
means that it is not possible to have the Localrllss as a fallback position should the
TACACS+ server be unavailable. For this reason, Girfiguration is recommended.



Enabling the Service, Defining a Server, & the Enable Username

The “AAA Mode Enabled” checkbox must be checked tradTACACS+ server defined
with a Pre-Shared Key, as shown:

Service Authentication

rou are able to independently control how a portal will authenticate users.

AfA Mode Enabies 444 authentication on every
Enabled aooess point (TELNET, consoles, web,
navie XALUTH, and FTE).

—
Enable || Telnet ||Console||SSH || HTTR || FTP || Port-Auth | [RADIUS | TACACS+

Hostname or IF address of
Address: [10,100.13.241 remote TACACS+ server.
Shared Key: Secret key shared with TACACS+
Confirm Key! |ssssss FEryer,

TOP Powt nurnber of remote

TCP Fort: |49 TACAC S +5erer,

Mumber of seconds (1-1000) fo
wait per attermnst,

Tirmeout: |5

Define & Apply Authentication M ethods

The GUI does not support the use of a “default’ isach service will have one of the
predefined lists that the GUI creates applied (do@sed upon the bullet-point chosen
under the Service’s tab. Several examples are shelaouv:

Service Authentication

ou are able to independently control how a portal will authenticate users.

AAL Mod Enabies A4 suthentication on every
Enaboleg access point (TELMET, consoles, web,
XALTH, and FTE),

—
Enable || Telnet || Console| SSH|| HTTP || FTP | Port-Auth | | RADIUS| TACACS+

If RADIVE (s chosen, the unit wilf
authenticate the enable password with
the remote server specified under #he
"RADILS" tab.

O Use remote RADIUS server

IF TACACS + {5 chosen, the unit will
authenticate the enable password with
the remote server specified under the
“TACACS+" tab,

5] Use remote TACACS+ server

O use password If password s chosen, you must enter &

Password; password 2o gocess privilege mods,
Alphanumerical string up to 32

Confirm characters in length (case-sensitive).

password:



Service Authentication

You are able to independently control how a portal will authenticate users.

A4 Mod Enables 444 suthentication on every
£ bDI 3 Focess point (TELWET, consoles, weh,
nable XALTH, and FTE).

—
Enable || Telnet || Console| | SSH|| HTTP || FTP || Port-Auth | RADIUS | TACACS+

If BADIUE is chosen, the unit will
guthenticate the username/password
with the remote server specified under
the "RADILS™ tab,

O Use remote RADIUS server

IFf TACACS + is chosen, the unit will
guthenticate the username/password
with the remote server specified under
the "TACACS+" tab.

@ Use remote TACACS+ server

If local user fist is chosen, the unit wilf

) Use local user list guthenticate the username/password
with the list in the User table above.

Configuringthe TACACS+ Server

The TACACS+ standard does not leave any room ferduespecific options; AOS
clients will formulate the message in the same raamis every other TACACS+ client.
Therefore, please use the normal TACACS+ servampsspecified by the TACACS+
server vendor.

Troubleshooting

This section will describe the relevant debug pdoces involved when determining any
issues with the AAA or TACACS+ configurations. Tt@mmands that will be used are:

» debug aaa
» debug tacacs+

A successful authentication attempt would be simidahe following:

AAA: New Session on portal 'SSH 0 (<Client IP>:<Por t>)".

AAA: Session using AUTHENTICATION list 'LoginUseTac acsLocal'.
TAC+ EVENT: Trying group 'tacacs+'

TAC+ EVENT: Attempting connection to host '<Server P>,

TAC+ EVENT: Sending Authentication START pkt
TAC+ TX: Authentication START
TAC+ TX: version=0xc0, type=Authentication, seq_n 0=1, flags=00
TAC+ TX: action=Login
TAC+ TX: level=1
TAC+ TX: authen type=ASClI|
TAC+ TX: requested service=Login
TAC+ TX: username=<username>
TAC+ TX: port=SSH 0 (<Client IP>:<Port>)




TAC+ TX: remote address=0.0.0.0
TAC+ EVENT: Received Authentication REPLY pkt
TAC+ RX: Authentication REPLY
TAC+ RX: version=0xc0, type=Authentication, seq_n
TAC+ RX: status=GETPASS
TAC+ RX: flags=0x01
TAC+ RX: server msg=Password:
TAC+ EVENT: Sending Authentication CONTINUE pkt
TAC+ TX: Authentication CONTINUE
TAC+ TX: version=0xc0, type=Authentication, seq_n
TAC+ TX: user message=>x+**r+**
TAC+ TX: flags=0x00
TAC+ EVENT: Received Authentication REPLY pkt
TAC+ RX: Authentication REPLY
TAC+ RX: version=0xc0, type=Authentication, seq_n
TAC+ RX: status=PASS
TAC+ RX: flags=00
TAC+ RX: server msg=
TAC+ EVENT: Authentication PASSED
AAA: TACACS+ authentication passed.

0=2, flags=00

0=3, flags=00

0=4, flags=00

An unsuccessful authentication attempt would belairto the following:

AAA: New Session on portal 'SSH 0 (<Client IP>:<Por

AAA: Session using AUTHENTICATION list 'LoginUseTac

TAC+ EVENT: Trying group 'tacacs+'
TAC+ EVENT: Attempting connection to host '<Server
TAC+ EVENT: Sending Authentication START pkt
TAC+ TX: Authentication START
TAC+ TX: version=0xc0, type=Authentication, seq_n
TAC+ TX: action=Login
TAC+ TX: level=1
TAC+ TX: authen type=ASClI|
TAC+ TX: requested service=Login
TAC+ TX: username=<username>
TAC+ TX: port=SSH 0 (<Client IP>:<Port>)
TAC+ TX: remote address=0.0.0.0
TAC+ EVENT: Received Authentication REPLY pkt
TAC+ RX: Authentication REPLY
TAC+ RX: version=0xc0, type=Authentication, seq_n
TAC+ RX: status=GETPASS
TAC+ RX: flags=0x01
TAC+ RX: server msg=Password:
TAC+ EVENT: Sending Authentication CONTINUE pkt
TAC+ TX: Authentication CONTINUE
TAC+ TX: version=0xc0, type=Authentication, seq_n
TAC+ TX: user message=>***r+kx
TAC+ TX: flags=0x00
TAC+ EVENT: Received Authentication REPLY pkt

t>)".
acsLocal'.

P>

0=1, flags=00

0=2, flags=00

0=3, flags=00




TAC+ RX: Authentication REPLY
TAC+ RX: version=0xc0, type=Authentication, seq_n 0=4, flags=00
TAC+ RX: status=FAIL
TAC+ RX: flags=00
TAC+ RX: server msg=
TAC+ EVENT: Authentication FAILED
AAA: TACACS+ authentication failed.
AAA: Closing Session on portal 'SSH 0 (<Client IP>: <Port>)".

DISCLAIMER

ADTRAN provides the foregoing application description solely for the reader's consideration
and study, and without any representation or suggestion that the foregoing application is or
may be free from claims of third parties for infringement of intellectual property rights, including
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