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NetVanta Unified Communications Technical Note 
 ___________________________________________________________________________________  

Configuring the snom 370 and           

OpenVPN Server 

Introduction 

The purpose of this guide is to create a functional server-to-client virtual private network (VPN) 

connection between the snom 370 and NetVanta Enterprise Communications Server using OpenVPN 

open source software.  

Before You Start 

Listed below are the key components and system requirements needed to complete the configuration:  

 The server used in this guide has: 

 Two network interface cards (NICs). 

 A preconfigured UC server. 

 Windows® Server 2003 Small Business Server (SBS). 

 One NIC should be connected to a local area network (LAN) and the other should be connected 

to the Internet (or a different network) and function as a wide area network (WAN). 

 A tarball program is required to create the configuration file for the snom 370. A tarball is a file 

format used to consolidate several files into one file for simplified storage and file transfer.  

 This guide assumes that a copy of tar.exe is in C:\windows\system32 or is in a folder defined in 

your system path. A copy of tar.exe can be obtained from ftp://ftp.gnu.org/gnu/tar/. The proper 

file is named tar-X.xx.msdos.exe, where X.xx is a version number. Copy it to the client computer, 

rename it tar.exe and save it in c:\windows\system32 (or a folder defined in your system path) for 

easy use. 

 You need a Web server to upload the configuration tarball to the snom 370. This guide does not 

describe how to install, set up, or use a Web server and assumes that you have read/write access 

to one. 

 This guide assumes you are using OpenVPN version 2.0.9 and that you have access to      

openvpn-2.0.9-install.exe. It can be obtained from http://openvpn.net/download.html.  

ftp://ftp.gnu.org/gnu/tar/
http://openvpn.net/download.html
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Setup 

Server 

1. Run openvpn-2.0.9-install.exe on your server. The server must be accessible from the network 

that the snom 370 is on, such as a local subnet, a WAN, or the Internet.  

NOTE: In this example, the server is a Windows Server 2003 SBS edition with two NICs and a 

preconfigured UC server. One NIC is on a WAN with an address of 192.168.10.19 and a second NIC 

is on a private LAN with an address of 192.168.16.2. The UC server network interface is associated 

with the LAN NIC. 

2. To authenticate the VPN sessions, you must generate a Certificate Authority (CA), certificates, 

and keys for the server and every client. To do so, go to http://openvpn.net/howto.html#pki and 

follow the instructions, or use the CA, certificates, and keys in the accompanying zip file. After 

you have the CA and associated certificates and keys, save them in a folder, such as 

C:\OpenVPN, for easy access from the command line. 

3. Find the Stock Server.ovpn file in the accompanying zip file and open it in a text editor. 

4. To make a server configuration file for OpenVPN, change the following settings in Stock 

Server.ovpn: 

 Change 192.168.16.0 255.255.255.0 to the IP address and subnet mask on which your 

UC server resides. For this example, the server is located at 192.168.16.2. 

push "route 192.168.16.0 255.255.255.0 vpn_gateway" 

 This line tells OpenVPN what network/netmask to assign IP addresses from. It is 

important that there are no duplicate IP addresses. This guide assumes that you are using 

the 10.4.0.0 / 24 network. If you are using a different network, change the IP addresses in 

the rest of this guide accordingly. 

server 10.4.0.0 255.255.255.0 

 If you generated your own keys, change ca.crt, server.crt, and server.key to the files you 

generated. 

ca ca.crt 

cert server.crt 

key server.key 

5. Save the modified configuration file as ServerSettings.ovpn in the same folder where you saved 

the CA, certificates, and keys. 

http://openvpn.net/howto.html#pki
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Client 

NOTE: In order to make sure that the connection settings work, it is best to develop the client settings on 

a computer because it is not possible to debug the settings from the snom 370. This section assumes that 

you are testing the client configuration settings on a computer first. 

1. On the client computer, install OpenVPN with openvpn-2.0.9-install.exe. The software for server 

and client is the same. 

2. Move the CA .crt file, the client .crt file, and the .key file to an easy-to-access folder on the client 

computer, such as c:\OpenVPN. 

3. Find the Stock Client.ovpn file in the accompanying zip file and open it in a text editor. 

4. To make a client configuration file for OpenVPN, change the following settings in Stock 

Client.ovpn: 

 Change 192.168.10.19 to the server’s IP address, name, or URL if it is on the Internet.  

remote 192.168.10.19 1194 

 If you generated your own keys, change ca.crt, GenClient.crt, and GenClient.key to the 

files you generated. 

ca ca.crt 

cert GenClient.crt 

key GenClient.key 

5. Save the modified configuration file as ClientSettings.ovpn in the same folder where you saved 

the CA, certificates, and keys. 

Initial Testing 

1. On the server computer, open a command prompt window by selecting Start Menu > Run. Enter 

cmd and press enter. 

2. Enter cd C:\OpenVPN (or the path where the .ovpn file and certificates are saved). 

3. Enter openvpn ServerSettings.ovpn. 

4. On the client computer, open a command prompt window by selecting Start Menu > Run. Enter 

cmd and press enter. 

5. Enter cd C:\OpenVPN (or the path where the .ovpn file and certificates are saved). 

6. Enter openvpn ClientSettings.ovpn. 
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7. In the cmd window running the OpenVPN program on the server, press F2 to view the IP address 

of the client. The following example shows a possible result of pressing F2 (the red text is the IP 

address for the client using the GenClient certificates): 

Updated,Mon Nov 26 14:09:00 2007 

Common Name,Real Address,Bytes Received,Bytes Sent,Connected Since 

GenClient,192.168.10.42:1611,36997,37380,Mon Nov 26 12:49:48 2007 

ROUTING TABLE 

Virtual Address,Common Name,Real Address,Last Ref 

10.4.0.6,GenClient,192.168.10.42:1611,Mon Nov 26 14:11:57 2007 

GLOBAL STATS 

Max bcast/mcast queue length,1 

END 

8. Validate that the server can communicate with the client by doing the following:   

 In a new cmd window on the server, ping the client by entering ping 10.4.0.6, where 

10.4.0.6 is the IP address from the previous step. 

9. Validate that the client can communicate with the server by doing the following: 

 In a new cmd window on the client, ping the server by entering ping 10.4.0.1. 

NOTE: If both pings work, the configuration files are configured correctly. 

10. In the cmd window where the OpenVPN program is running on both the server and client, press 

F4 to close them. 

snom 370 Configuration File Modifications and Assembly 

1. Make a duplicate version of ClientSettings.opvn.  

2. Open it in a text editor and make the following changes. 

 Enter /openvpn/ in front of every file name, so that the phone can read the file names. 

For each phone, you must use different certificates. 

ca ca.crt 

cert GenClient.crt 

key GenClient.key 

3. Rename the duplicate file vpn.cnf and move vpn.cnf, the CA .crt file, the client .crt file, and the 

.key file into a new folder. 

4. Using a cmd window, navigate to the new folder and enter the following: 

tar cvpf vpnclient.tar * 

This creates a tarball that is used to configure the VPN connection of the snom 370. 
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5. Put the vpnclient.tar file onto your Web server. 

6. Open the snom 370 Web-based graphical user interface (GUI) by navigating to the IP address 

using a Web browser. 

7. Select Identity 1 on the left to view the following menu: 

 

 

8. Enter the Session Initiation Protocol (SIP) account information, but be sure to include in the 

Outbound Proxy field the IP address of the server that is running the OpenVPN program. In this 

case, it is the same server that is running the UC server (192.168.16.2).  

9. Select Save. 

10. Select Advanced on the left, and then select QoS/Security at the top. 

11. Under Security, select the Yes radio button for the VPN setting, and then scroll down and select 

Save. 

12. A new field called Unzipped VPN config tarball will appear under the VPN setting. In this 

field, enter the URL to the vpnclient.tar file that you placed on your Web server. Scroll down and 

select Save. 

13. The phrase Apply setting changes? and a Reboot button will appear at the top of the screen. 

Select the Reboot button, and then select Yes. The phone will reboot, display the extension 

briefly, and then reboot again. 



6 

14. In a cmd window on the server computer, navigate to C:\OpenVPN (or wherever you saved the 

.ovpn file and certificates) and enter openvpn ServerSettings.ovpn. 

The snom 370 is now configured and able to make and receive calls, and call the UC Server 

Application Server. 

 


