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Welcome!

Thank you for purchasing this SmartRG product.

SmartRG offers solutions that simplify the complex Internet ecosystem. Our solutions include hardware, software, applications,
enhanced network insights, and security delivered via a future-proof operating system. Based in the USA, SmartRG provides local,
proactive software development and customer support. We proudly offer the best, most innovative broadband gateways available.

Learn more at www.SmartRG.com.

Purpose & Scope

This Gateway User Manual provides SmartRG customers with installation, configuration and monitoring information for the
SR516acSR616ac gateway.

Intended Audience

The information in this document is intended for Network Architects, NOC Administrators, Field Service Technicians and other
networking professionals responsible for deploying and managing broadband access networks. Readers of this manual are assumed to
have a basic understanding of computer operating systems, networking concepts and telecommunications.

Getting Assistance

Frequently asked questions are provided at the bottom of the Subscribers page of the SmartRG Web site.

Subscribers: If you require further help with this product, please contact your service provider.

Service providers: if you require further help with this product, please open a support request.

Copyright and Trademarks

Copyright © 2017 by SmartRG, Inc. Published by SmartRG, Inc. All rights reserved.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system,
translated into any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical,
photocopying, manual, or otherwise, without the prior written permission of SmartRG, Inc.

Disclaimer

SmartRG does not assume any liability arising out of the application or use of any products, or software described herein. Neither
does it convey any license under its patent rights nor patent rights of others. SmartRG further reserves the right to make changes to
any products described herein without notice. This publication is subject to change without notice.

Any trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective
owners.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Getting Familiar with your Gateway

This section contains a quick description of the gateway's lights, ports, and buttons to help you get familiar with the model.

LED Status Indicators

The indicator lights (LEDs) on the front of the SR616ac gateway
can help you understand the state of your gateway.

Legend: ® Green @ Green Blinking ® Red

LED Action  Explanation

AUl LEDs except those :
listed below :

‘ Feature enabled &/or working correctly
; Data being transferred

POWER : Unit is booting up & preparing for use. When the unit is ready, the light changes to green.
: Device powered on and ready for use
L @ :DSLcomnected
INTERNET : DSL sync acquired and gateway on line
Data being transferred
' Internet authentication / connection has failed
Connections

The ports located on the back of the gateway and the buttons and ports located on the left side of the gateway, are described
below.

Feature Description

Rear panel

WAN : The blue RJ45 port is used to hard-wire your gateway to another network device.

For models with both WAN and DSL ports, when your Internet connection is via DSL, you can configure the WAN port to
- function as an additional LAN port. For detailed instructions, see the Ethernet Mode section of this manual.

................................................................................................................................................

Power - Use only the power supply included with your gateway. Intended for indoor use only.
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Left side

on/Off  iPowerswitch.
5GHz 'Enables or disables the 5GHZ wireless function.
2.4GHz | Enables or disables the 5GHZ wireless function.

External Buttons

Smart RG gateways provide push-button controls on the exterior for critical features. These buttons provide a convenient way to
toggle the Wi-Fi radio on and off or reset the gateway. These controls are described below.

2.4GHz and 5GHz Buttons
These buttons are located on the left side of the gateway and control the Wi-Fi radio functions.

To turn a wireless radio on or off, press the related button for 3-5 seconds. For example, to turn the 2.4 GHz radio on or off, press
the 2.4GHz button for3-5 seconds.

To enable WPS, press the related button and hold it for 8-10 seconds.

Reset Button

The Reset button is a small hole in the back of the gateway with the actual button mounted beneath the surface. This style of push-
button prevents the gateway from being inadvertently reset during handling.

Warning: Do not press the Reset button unless you are sure that you want to clear the current settings.
Reboot your Gateway

Press the Reset button briefly with a paper clip or similar tool to reboot the device.

Perform FRESET

Press the Reset button for 10 seconds to factory reset your gateway.

Set your Gateway to CFE Mode

Press the Reset button for 15 seconds to put your gateway into CFE mode.

Installing your Gateway

1. Connect one end of the included phone cable to the DSL port on the gateway and connect the other end to the wall
jack.

2. Connect one end of an Ethernet cable to a LAN port of the gateway and connect the other end to your PC.
Plug the power adapter to the wall outlet and then connect the other end of it to the Power port of the gateway.

4, Turn on the unit by pressing the On/Off button on the left side of the gateway.

Your gateway is now automatically being set up to connect to the Internet. This process may take a few minutes to complete before
you can begin using your Internet applications (browser, email, etc.).

If you are unable to connect to the Internet, confirm that all cable connections are in place and the router’s power is turned on.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Logging in to your Gateway's Ul

To configure the SmartRG gateway's settings, access the gateway's embedded Ul.

1. Open a Web browser on your computer.
2. In the address field, enter http://192.168.1.1 (the default IP address of the DSL gateway). The authentication dialog
box appears.
;. Authentication Required X

e A username and password are being requested by httpe//192.168.1.1. The site says: “Broadband
Router"

User Marme: | |

Password:

Cancel

3. Enter the user name and password. The default user name and password of the super user are admin and admin. The
username and password of the common user are user and user. It is recommended that you change these default
values after logging in to the DSL gateway for the first time.

4. Click OK. The Network Status page appears.

To view the log for this gateway, click View log at the bottom of the page. The log appears in a separate window.
To log into the GUI, click Manage gateway (advanced). The gateway interface appears, showing the Device Info
summary page.

Device Info

In this section, you can view data about your gateway and network, and configure DHCP, ARP, and WAN interfaces.

Summary

On this page, you can view device information such as the board ID, software and voice service version, and information about your
WAN connection such as the upstream rate and the LAN address.

When you log into the gateway GUI, the Device Info summary page appears.

You can also reach this page by clicking Device Info > Summary in the left menu.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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SMART/RG’ SRé16ac

orward thinking

Device Info

Board ID: SRE16ac

Symmetric CPU Threads: 2

Manufacturer: SmartRG
System Base MAC Add il 3c0066593e25

Fan ._tgl_'rlwl'ul

Configuration File gin: SmartRG
Serial Mumber: SR61524087-5000006
Bubld Timestamp: 120410_1716

Software Ve : 1.0.0.121

Logout

1.0.38-118.3
AZpvEF039v.d26r
Wireless Dr ion: 7.35.260.64013

Voice Service Version: Vaice

Uptime: 0D OH 12M 75

This information reflects the current status of your WAN connection.

Traffic Type: Inactive

Lime Rate Lipstream |Ht‘ap:-'_._|:

Line Rate - Downstream (Kbps):

LAN Pv4 Address: 192.168.1.1

Default Gateway:

Primary Db i 0.0.0.0

Secondary DNS Server: 0.0.0.0

LAN IPvt ULA Address:

Default IPvh Ga

Date/Time: Thu Jan 1 00:12:08 1970

WAN

The WAN status screen provides a high level overview of the connection between your Internet Service Provider and your gateway
device. The WAN interface can physically be DSL or Ethernet and supports a number of Layer 2 and later configuration options
covered later in this document.

In the left navigation bar, click Device Info > WAN. The following page appears.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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SR616ac

WAN Info

igmp | lgmp Sre | MLD | LD Src I s P 1Pt
Py Enbl Pry | Emable i [ B e pL Address | Addreis
ptend.l |iwoe 0_1_1|0Pok | #ja | Disabled |Cisabled | Cisabled | tya | wya | Ensbled |Enabled |Unconhgured | 0.0.0.0 |

| ipoe_etho [toe | mia | Disabled | Disabled | Disabled | s | mia  [Enabled |Enabied |unconfigured | 0000 | |

o | Type | VianMald | P

CPU & Memary

The fields on this page are defined below.

Field Name Description

Interface : The connection interface (Layer 2 interface) through which the gateway handles the traffic.
Description  : The service identifier such as pppoe_0_1_1.35.
Type 'The service type. Options are PPPOE, IPOE, and Bridge.
VianMuxid 'The VLAN ID. Options are Disabled or 0-4094.
e 'The state of IPv6. Options are Enabled, Disabled, and N/A.
IgmpPxy  The state of the IGMP proxy. Options are Enabled, Disabled, and N/A.
gmp SrcEnbl i The state of the IGMP source. Options are Enabled and Disabled.
MLDPxy  The state of the MLD proxy. Options are Enabled, Disabled, and N/A.
'MLDSrc Enable : The state of the MLD source. Options are Enabled, Disabled, and N/A.
NAT ' The state of NAT. Options are Enabled and Disabled.
Firewall ' The state of the Firewall. Options are Enabled and Disabled.
Status  The status of the WAN connection. Options are Disconnected, Unconfigured, Connecting, and Connected.

.................................................................................................................................................

IPv6 Address : The obtained IPv6 address.

Statistics

In this section, you can view network interface information for LAN, WAN Service, xTM and DSL. Data is updated at 15-minute
intervals.

LAN

On this page, you can view the received and transmitted bytes, packets, errors and drops for each LAN interface configured on your
gateway. All local LAN Ethernet ports, Ethernet WAN ports and wireless interfaces are included.

In the left navigation bar, click Device Info > Statistics. The Statistics - LAN page appears.

Toreset these counters, click Reset Statistics near the bottom of the page.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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- MARTerGF SRé16ac
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Madticast | Undcast| Bro

Bytes “kts | Errs Do Bytes Pkis) Pkt Fikts Byt Pkts | Errs Drops| B et
L 0 LUB [ L] 0 Le] L]
211801811807 (O LU L} 221 |190% RETT
L] 0 o |0 [} 1] Le] L]
L] Ll LUB [ Q a Le] o
23184 (341 |0 |© L] 2 |33% 1=}
AB3I0AT 9980 |0 D L] L] 980 (O
0 0 3 |0 Ll LU e} o

The fields on this page are defined below.

Field Name Description

Interface - Available LAN interfaces. Options are LAN1 - LAN4, ETHWAN, 5GHz Band, and 2.4 GHz Band.

Bytes The total number of packets in bytes.

Pkts The total quantity of packets.
s The total quantity of error packets.
Drops 'The total quantity of dropped packets.

WAN Service

On this page, you can view the received and transmitted bytes, packets, errors and drops for each WAN interface for your gateway.
All WAN interfaces configured for your gateway are included.

In the left menu, click Device Info > Statistics > WAN Service. The Statistics - WAN page appears where you can view detailed
information about the status of your WAN.

Toreset the counters, click Reset Statistics near the bottom of the page.

- MARTKRG SRE16ac

arward thinking

Statistics — WAN

Pt frapamist
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The fields on this page are defined below.

Field Name Description

Interface - Available WAN interfaces.

.................................................................................................................................................

Bytes The total number of packets in bytes.
Pkts The total quantity of packets.

Errs The total quantity of error packets.
Drops : The total quantity of dropped packets.
XTM

On this page, you can view the ATM/PTM statistics for your gateway. All WAN interfaces configured for your gateway are included.
In the left navigation bar, click Device Info > Statistics > xTM. The Interface Statistics page appears.

Toreset these counters, click Reset near the bottom of the page.

MART/RG SRé16ac

oreard thinking

Interface Stalistics
t In Ot 0 In OAM | Out OAM| In ASM | Out ASM| In Packet In Casll

¢ It

Surnimary

WA Mumber | Octets | Octels | Packets | Fackels Cells Cells Calls Cells Errors

Statistics !
LAN
Wi Sendoe
xT

The fields on this page are defined below.

Field Name Description

Port Number  :Statistics for Port 1, or both ports if bonded.

.................................................................................................................................................
.................................................................................................................................................
.................................................................................................................................................
.................................................................................................................................................

.................................................................................................................................................

In Cell Errors  : Total quantity of received cell errors.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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xDSL

On this page, you can view the DSL statistics for your gateway. All xDSL (VDSL or ADSL) interfaces configured for your gateway are
included. The terms and their explanations are derived from the relevant ITU-T standards and referenced accordingly.

1. In the left navigation menu, click Device Info > Statistics > xDSL. The following page appears.

- MART/ RGW SR616ac

orward thinking

Device Info Statistics -- xDSL
Summary

WAN

chronized Time:

statistics

LAMN

Mumber of Synchronizations:|y

Mode:

Traffic Type:
Status:

Link Power State:

WAHN Service
xTH
x5l

Route

ARP

DHCP

CPU & Memory

|Downstream Upstream

Line Coding(Tredlis):

Advanced Setup
Wireless

Diagnostics

Diagnostics Tools

Management

Logout

RS Comectable Errors:
RS Uncormectable Errors.:

Data Cells:
Bit Errors:

Total ES:
Total SES:
Total UAS:

=050 BER Test Fursert SLaciitics

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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2. Torun an xDSL (BER) test, follow the instructions in "Running xDSL (BER) tests".

3. Toreset the counters, click Reset Statistics near the bottom of the page.

The fields on this page are defined below.

Field Name Description

Synchronized Time : Time when the last synchronization was performed.

Numberof 'Number of synchronizations performed.
Synchronizations :

‘Mode ~ :xDSLmode that the modem has trained under, such as VDSL2+, G.DMT, etc.
TrafficType . Connection type. Options are ATM, PTMand ETH.
Status :Statusof the connection. Options are Up, Disabled, NoSignal, and Initializing.
Link Power State . Current link power management state (e.g., L0, 12,L3).

SNR Margin (0.1 db) : Signal-to-noise ration (SNR) margin is the maximum increase (in dB) of the received noise power, such that
:the modem can still meet all of the target BERs over all the frame bearers. [2]

Attenuation (0.1 db) - Signal attenuation is defined as the difference in dB between the power received at the near-end and
‘that transmitted from the far-end. [2]

Attainable Rate (Kbps) : Typical obtainable sync rate, i.e., the attainable net data rate that the receive PMS-TC and PMD
- functions are designed to support under the following conditions:

« Single frame bearer and single latency operation.

« Signal-to-Noise Ratio Margin (SNRM) to be equal or above the SNR Target Margin.

« BER not to exceed the highest BER configured for one (or more) latency paths.

« Latency not to exceed the highest latency configured for one (or more) latency paths.

« Accounting for all coding gains available (e.g., trellis coding, RS FEC) with latency bound.

« Accounting for the loop characteristics at the instant of measurement. [2]

Rate (Kbps) Current net data rate of the xDSL link. Net data rate is defined as the sum of all frame bearer data rates
-over all latency paths. [2]

B (# of bytes in Mux Data : Nominal number of bytes from frame bearer #n per Mux Data Frame at Reference Point A in the current
Frame) :latency path.

M (# of Mux Data Frames : Number of Mux Data Frames per FEC Data Frame in the current latency path.
in FEC Data Frame

T (# of Mux Data Frames : Ratio of the number of Mux Data Frames to the number of sync bytes in the current latency path.
over sync bytes)

R (# of redundancy :Number of Reed Solomon redundancy bytes per codeword in the current latency path. This is also the
bytes in RS codeword) :number of redundancy bytes per FEC Data Frame in the current latency path.

S (# of data symbols over : Number of data symbols included within the RS code word.
which the RS code word
spans)

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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L (# of bits in each data :Number of bits included within each data symbol.
symbol) :

| (interleaver block size ' Interleaving block size in the current latency path.

in bytes)
N (RScodeword size)  :The number of bits per codeword.
Delay (msec) ' PMS-TC delay in milliseconds of the current latency path (or the lowest latency path when running dual- -
:latency paths).
NP (DMT symbol) 'Input level for DMT-managed DSL environments.
OHFrames 'Number of xDSL OH Frames transmitted/received.
OH Frame Errors 'Number of xDSL OH Frames transmitted/received with errors.
(End of DSL-specific field group)
Super Frames  :The number of xDSL Super Frames transmitted/received.
‘Super Frame Errors  : The number of xDSL Super Frames transmitted/received with errors.
RSWords ' Number of Reed-Solomon-based Forward Error Correction (FEC) codewords transmitted/received.

HEC Errors : Count of ATM HEC errors detected. As per ITU-T G.992.1 and G.992.3, a1-byte HEC is generated for each
ATM cell header. Error detection is implemented as defined in ITU-T 1.432.1 with the exception that any
+HEC error shall be considered as a multiple bit error, and therefore, HEC Error Correction is not
: performed. [1],[2]

OCDErrors  Total number of Out-of-Cell Delineation errors. ATM Cell delineation is the process which allows
- identification of the cell boundaries. The HEC field is used to achieve cell delineation. [4] An OCD Error is
. counted when the cell delineation process transitions from the SYNC state to the HUNT state. [2]

LCD Errors : Total number of Loss of Cell Delineation errors. An LCD Error is counted when at least one OCD error is
. present in each of four consecutive overhead channel periods and SEF (Severely Errored Frame) defect is
' present. [2]

Total Cells : Total number of cells (OAM and Data cells) transmitted/received.

DataCells ' Total number of data cells transmitted/received.
Bit Errors  Total number of Idle Cell Bit Errors in the ATM DataPath. (3
TotalES  Total number of Errored Seconds. This parameter is a count of 1-second intervals with one or more CRC-8

:anomalies. [4]

Total SES : Total number of Severely Errored Seconds. An SES is declared if, during a 1-second interval, there are 18
or more CRC-8 anomalies in one or more of the received bearer channels, LOS (Loss of Signal) defects, SEF
' (Severely Errored Frame) defects, or LPR (Loss of Power) defects. [4]

Total UAS : Total number of Un-Aavailable Seconds.

gThis is a count of 1-second intervals for which the xDSL line is unavailable. The xDSL line becomes
unavailable at the onset of 10 contiguous SESs (included in the unavailable time).

Once unavailable, the xDSL line becomes available at the onset of 10 contiguous seconds with no SESs
- (excluded from unavailable time). [4]

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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References
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[2] ITU-T Recommendation G.992.3 (2005), Asymmetric digital subscriber line transceivers 2 (ADSL2)

[3] ITU-T Recommendation G.997.1 (2006), Physical layer management for digital subscriber line (DSL) transceivers

[4] ITU-T Recommendation 1.432.1 (1999), B-ISDN user-network interface - Physical layer specification: General characteristics

Running xDSL (BER) tests

1. Scroll to the bottom of the page and click xDSL BER Test. The ADSL BER Test dialog box appears.

| @ Mosills Firefox - o ®
"':-1; 192.168.1. 1/ admin/berstart.tst e LLL] u ﬁ

ADSL BER Test - Start

Tha ADSL Bit Error Rate (BER) test determmes
the quality of the ADSL connection. The test is
done by transfemmng idle cells contasang a
known pattern and comparning the received
data with this known pattern to chedk for any
2ITors,

Select the test duration below and dick "Start”,
Tested Tame {sec): :Il:l bl

Seart Tl

2. In the Tested Time field, select the duration in seconds and click Start. Options range from 1 second to 360 seconds.
The default is 20 seconds.

The test transfers idle cells containing a known pattern and compares the received data with this known pattern.
Comparison errors are tabulated and displayed. To stop the test, click Stop.
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@ Mazilla Firefox - O x
11 192.168.1.1/admin/berrun tstTberTime= 20

ADSL BER Test - Running

The xDSL BER test is in progress, The

conmection spadd 15 100008 Kbps. The test will

rum for 20 seconds.

Click “Stop”™ to termanate the test.

Stop | Cie

Waiting for 192.168.1,1...

3. When the test completes, a success dialog box appears.
Note: If the Error Ratio reaches e-5, you cannot access the Internet.

@ Masilla Fircfox - o x
ﬁ' 192.168.1.1 admin/bersiop.tst
ADSL BER Test - Result

The ADSL BER test completed successfully.

20

Total Transferred Bits: Qusigelalielill:og:ta 4: ]

Total Error Bits: O 0000000000000000

0.00e+00

Route

On this page, you can view the LAN and WAN route table information configured in your gateway for both IPv4 and IPv6
implementation.

In the left navigation bar, click Device Info > Route. The following page appears.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Device Info Device Info -- Route

Flags: U - up, | - repect, G - gateway, H - host, R - reinstate
D - dynamic (radirect), M - modified (redirect).

Rou e
ARP
DHCP 192.168.1.0 | 0.0.0.0 | 255.255.255.0 |U (1] b

fon | Gateway | Subnet Mask | Flag | Matric | Service | Interface

IPYVE Route

Flags: U - up, | - repect, G - gateway, H - host, R - reinstate
D - dyname (redirect), M - modified (redirect).

2 | Interface

Logout u
feBl::fea v | 256 ethl
feBD:z /54 ] 256 ethl1.0
feB0:: 54 H U |256 eth4
1128 (1] ] la
| Feg0::7128 v |o Io
- — — s

The fields on this page are defined below.

Field Name Description

Destination : Destination IP addresses.

Gateway | (For IPv4 only) Gateway IP address.
Subnet Mask | (For IPv4 only) Subnet Mask.
NextHop | (For IPv6 only) Identifies the next server in the IPvé path, ifany.
Flag Status of the flags.
Metric 'Number of hops to reach the default gateway.
Service ‘Service type.
Interface 'WAN/LANinterface.

ARP

On this page, you can view the MAC address and IP address information for the devices connected to the gateway.

In the left navigation bar, click Device Info > ARP. The following page appears.
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orward thinking

Device Info Device Info -- ARP
Summary
WaMN
Statistics 192.168.1.100 | Incomplete | 00:00:00:00:00:00 | brd
Route 192.168.1.7 Complete | 5c:a3:9d:49:30:43 | ethd

ARP 192.168.1.5 |Complete |20:47:47:bb:8a:ce |bro
DHCP

IP address Flags MAC Address Device

CPU & Memorny

The fields on this page are defined below.

Field Name Description

IP address P address of the host.

Flags - Each entry in the ARP cache is marked with a status flag. Options are Complete, Permanent, and Published.
MAC Address : MAC address of the host.
Device : System level interface by which the host is connected. Options are: br(#), atm(#), eth(#), and ptm(#).

DHCP

On this page, you can view the host name, the IP address assigned by the DHCP server, the MAC address corresponding to the IP
address, and the DHCP lease time.

In the left navigation bar, select Device Info > DHCP. The following screen appears.

SMART/RG SR616ac

cirwvard th '|iun-g

Davioe Info -- DHCP Leases

ices RParw MAC Address F Address | Conmection Type | IP Address Assignment | Status | Expires In

Dadamo-laptop | 20:47:47:bhcBacg | 192.168.1.3 | Etharnat DHCP Activa | 23 hours, 35 minutas, 4 seconds

The fields on this page are defined below.

Field Name Description

Hostname  Host name of each connected LAN device.

: Time until the DHCP lease expires for each LAN device.

Expires In
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CPU & Memory

On this page, you can view the CPU and memory data for the gateway.

In the left navigation bar, click Device Info > CPU & Memory. The following page appears, showing the current usage and history.
The information refreshes automatically.

SMART/RG SR616ac

orward thinking

System Performamce

CPU Usage CPU D Uisage History CPU 1 Usage History
0% Pl et 0T P
M armary Phyical Memory Lenge Higtory
145032 KB e e

Advanced Setup

In this section, you can configure network interfaces, UPnP, quality of service, and other features.

Layer2 Interface
In this section, you can configure the network interfaces for your gateway.

ATM Interface

On this page, you can configure Asynchronous Transfer Mode / Permanent Virtual Circuit (ATM/PVC) settings for your gateway. You
can customize latency options, link type, encapsulation mode and more.

Note: Devices (gateways) on both ends of the connection must support ATM / PVC.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ATM Interface and then click Add. The following
page appears.
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Device Info
Advanced Setup
Layer? Interface
ATM Interface
PTM Interface
ETH Inty
WaAN Service
VPN
Ethemet Mode
LAN
MAT
Secur ty
Parental
Cuality o
Routing
DS
DsL

DMS Proxy
Interface Grouping
P Tunnel
Certificate

r Management

Wi
Volce

Diagnostics

SMART/RG

SMART/RG’

ATM PVC Configuration

This screen allows you to configure a ATM PVC.

ver: o |[0-255)
ver: [ | [32-65535]

Select DSL Latency
E patho (Fast)
[ path1 (Intedeaved)

Select DEL Link Type (Eod is for PPPCE, IPoE, and Bridge.)
® Eoa

O pPpPoa

O oA

Encapsulation Wode: |LCiShAP-SRIDGHG |

Service Category: [!._JE.R Withaut PCR vi
Select Scheduler for Queues of Equal Precedence

® Round Robin (weight=1)
O weighted Fair Queusing
Default Queus Weight: [+ 1[1-63]
Default Queue Precedence:

queues in the VC,

_e.__ [1-8] (lower value, higher prionty])
Mote: For WFQ, the default queue precedence will be applied to all other

SR616ac

2. Modify the settings as needed, using the information in the table below.
3. Click Apply/Save to commit your changes. The new interface appears on the DSL ATM Interface Configuration page.
4. Toremove an interface, click the Remove checkbox next to it and then click the Remove button.

The fields on this page are defined below.

Field Name Description

VPI - Enter a Virtual Path Identifier. A VPl is an 8-bit identifier that uniquely identifies a network path for ATM cell
. packets to reach its destination. A unique VPI number is required for each ATM path. This setting works with
' the VCI. Each individual DSL circuit must have a unique VPI/VCl combination. Options are 0-255. The default is
:zero (0).

....................... B e e e e e e e e e e e e e e e e e e e e e e e === mme === m e === === m === emeeeammemeeeamm—n.n.————a

vcl - Enter a Virtual Channel Identifier. A VCl is a 16-bit identifier for a unique channel. Options are 32-65535. The
- default is 35.

' Note: 1-31 are reserved for known protocols.
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Select DSL Latency : Select the level of DSL latency. Options are:
: « PathO (Fast): No error correction and can provide lower latency on error-free lines. This is the default.

« Path1 (Interleaved): Error checking that provides error-free data which increases latency.

Select DSL Link : Select the linking protocol. Options are:
Type : « EoA: Ethernet over ATM, used for PPPoE, IPoE, and Bridge. This is the default.

« PPPoOA: Point-to-Point Protocol over ATM.
« IPoA: Internet Protocol over ATM.

Encapsulation Mode : Select whether multiple protocols or only one protocol is carried per PVC (Permanent Virtual Circuit). Options
Lare:
: o LLC/ENCAPSULATION: (Available for PPPoA only) Logical Link Control (LLC) encapsulation protocols
used with multiple PVCs

« LLC/SNAP-BRIDGING: (Avdilable for EoA only) LLC used to carry multiple protocols in a single PVC.
« LLC/SNAP-ROUTING: (Available for IPoA only) LLC used to carry one protocol per PVC.
« VC/MUX: Virtual Circuit/Multiplexer creates a virtual connection used to carry one protocol per PVC.

....................... beommemcecceccesccecceccecceeccsacea-eseeeeeea-eacemeeeaceaceaneacemeemameaneaaemaemaasaneaaeameeaaeaaemaemmmmneaana.ann

Service Category :Select the bit rate protocol. Options are:
: « UBR without PCR: Unspecified Bit Rate with no Peak Cell Rate, flow control or time synchronization
between the traffic source and destination. Commonly used with applications that can tolerate data /
packet loss. This is the default.

« UBR with PCR: Same as above but with a Peak Cell Rate.

« CBR: Constant Bit Rate relies on timing synchronization to make the network traffic predictable. Used
commonly in Video and Audio traffic network applications.

« Non Realtime VBR: Non Realtime Variable Bit Rate used for connections that transport traffic at a
variable rate. This category requires a guaranteed bandwidth and latency. It does not rely on timing
synchronization between the destination and source.

« Realtime VBR: Realtime Variable Bit Rate. Same as the above option but relies on timing and
synchronization between the destination and source. This category is commonly used in networks with
compressed video traffic.

Select Scheduler :Select the algorithm used to schedule queue behavior. VC scheduling is different than scheduling done for
for Queues of Equal : default queues. Options are:

Precedence « Round Robin (weight=1): Packets are accessed in a round robin style. Classes can be assigned. Time
: slices are assigned to each process in equal portions and in circular order, handling all processes
without priority (also known as cyclic executive). This is the default.

« Weighted Fair Queuing: Packets are assigned in a specific queue. This data packet scheduling
technique allows different scheduling priorities to be assigned to statistically multiplexed data flows.
Since each data flow has its own queue, an ill-behaved flow (that sent larger packets or more packets
per second than the others since it became active) will only affect itself and not other sessions.

Default Queue Enter the default weight of the specified queue. Options are 1-63. The default is 1.

Weight

Default Queue :Enter the precedence of the specified group. The lower the value, the higher the priority. Options are 1-8.
Precedence ' The default is 8.
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PTM Interface

SmartRG gateway follow VDSL2 standards to support Packet Transfer Mode (PTM). An alternative to ATM mode, PTM transports
packets (IP, PPP, Ethernet, MPLS, and others) over DSL links. For more information, refer to the IEEE802.3ah standard for Ethernet in
the First Mile (EFM).

On this page, you can configure PTM WAN interfaces.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > PTM Interface, and then click Add. The
following page appears.

SMART/RG SR616ac
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PTM Configuration
Layer? interface This screen allows you to configure a PTM connection.
ATM Interface
FTM Interface Select DSL Latency
ETH Interface i patho (Fast)
WAM § [ pathi (Interaaved)

VPN
& Select Scheduler for Queues of Equal Precedence

S MMAL NOCS ® Round Robin (weight=1)
et O weighted Fair Queuing
Default Queue Weight: [t | [1-83]

Default Queue Precedence: |8 | [1-8] {lower value, higher priority)

Mote: For WFQ, the default queue precedence will be applied to all other
gueues i the VC.

Routing
DS
DSL
UPnP

2. Modify the settings as desired, using the information in the table below.
3. Click Apply/Save to commit your changes. The new interface appears on the PTM Configuration page.
4. Toremove an interface, click the Remove checkbox next to it and then click the Remove button.

Field Name Description

Select DSL Latency : Select the level of DSL latency. Options are:
« PathO (Fast): No error correction and can provide lower latency on error-free lines. This is
the default.

« Path1 (Interleaved): Error checking that provides error-free data which increases latency.
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Select Scheduler for Queues : Select the algorithm used to schedule queue behavior. VC scheduling is different than scheduling
of Equal Precedence - done for default queues. Options are:

« Round Robin (weight=1): Packets are accessed in a round robin style and classes can be
assigned. Time slices are assigned to each process in equal portions and in circular order,
handling all processes without priority (also known as cyclic executive). This is the default.

« Weighted Fair Queuing: Packets are assigned in a specific queue. This data packet
scheduling technique allows different scheduling priorities to be assigned to statistically
multiplexed data flows. Since each data flow has its own queue, an ill-behaved flow (that
sent larger packets or more packets per second than the others since it became active) will
only affect itself and not other sessions.

Default Queue Precedence :Enter the precedence of the specified group. The lower the value, the higher the pr1or1'ty. Options
+are 1-8. The default is 8.

ETH Interface

On this page, you can configure ETH WAN interfaces. One of the four LAN ports on your gateway can be re-purposed to become an
RJ45 WAN port when needed.

Notes:

« Only one Ethernet WAN interface is allowed. If a WAN port it is already configured, you must remove it before you can define
anew one. Click the Remove checkbox and then click the Remove button. The Add button appears when the existing port is
removed.

« If aWAN port is already configured and associated with a WAN service, you must remove the WAN service configuration before
you can remove the port on this page.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ETH Interface. The following page appears.

S MART/ RG SR&616ac
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Device Info ETH WAN Interface Configuration

Advanced Setup Choose Add, or Remove to configure ETH WAN interfaces.
Layer2 Interface Allow one ETH as layer 2 wan interface.

ATM Interface

PTM Interface

ETH Interface
WAN Service

Mame | Connection Mode | Remove |

2. Toremove an entry, click the Remove checkbox next to the entry and then click the Remove button.
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3. Toadd an entry, click Add. The following page appears.

SMART/RG SRé16ac
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Device Info
ETH WAN Configuration

Advanced Set :
e e This screen allows you to configure an ETH port .
Layerl Interface

ATM Interface
PTM Interface
ETH Interface
WAN Service [ ethd/ETHWAN |
VPM Bk Appiy e

Full Gigabit WAN Interfaces (GMAC): ethd WAN Only
Interfaces: eth4d

Select an ETH port:

Ethemet Mode

4. Select the LAN port you want to use as a WAN port.
5. Click Apply/Save to commit your changes. The interface is added to the ETH WAN Interface Configuration page.

WAN Service

On this page, you can add, remove, or edit a WAN service. You must configure the related interface (ATM, ETH or PTM) first. You can
configure services for PPPoE, IPoE, and Bridging. A sample configuration scenario is provided for each variation.

1. In the left navigation, click Advanced Setup > WAN Service. The following page appears, showing any services
already configured.

> MART/ RG® SR616ac
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Device Info Wide Area Network (WAN) Service Setup

Sdnpediseioy Choose Add, Remove or Edit to configure a WAN service over a selected interface.
Layer? Interface
WAN Service
MNAT | Firewall | IPvé s = - Remove | Edit | Action
VPN Proxy | Source
Ethernet Mode
LAN
NAT
Security

2. Toedit an interface:
a. Click the Edit button at the far right.
b. Modify the settings as needed and then click through to click Apply/Save.
3. Toremove an interface, click the Remove checkbox next to it and then click the Remove button.
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4. Toadd aservice, click Add. The following page appears.

SMART/RG’
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Device Info

Advanced Setup
LayerZ Interface
WAN Service

WAN Service Interface Configuration

Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portld_high_low)

VPN
Where portld=0 --» DSL Latency PATHO
Ethemet Mode portld—1 —> DSL Latency PATH1
LAN portld=4 --» D5L Latency PATHO&1
NAT low =0 --» Low PTM Priority not set
low =1 --» Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

atma/(0_0_35) v

Security
Parental Control
Quality of Service

Routing
DNS
DsL

UPnP
DINS Procoy

5. Configure the settings as desired, using the information in the topics listed below:
« "PPP over Ethernet WAN Service"
« "IP over Ethernet WAN Service"
» "Bridging”
PPP over Ethernet WAN Service

There are several parts to configuring a PPP over Ethernet (PPPoE) WAN service. You will progress through several pages to
complete the configuration.

Note: You can configure 7 services. If 7 services are configured, you must remove 1 of the services before configuring a new one.
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1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.
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Device Info
Advanced Setup
LayerZ Interface
WAN Service
VPN
Ethernet Mode
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DsL
UPnP

DNS Proooy

SRé616ac

WAN Service Interface Configuration

Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portld_high_low)
Where portld=0 --» DSL Latency PATHO
portld=1 --= DSL Latency PATH1
portld=4 --» D5L Latency PATHO&1
low =0 --» Low PTM Priority not set
low =1 --» Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

atma/(0_0_35) v

Back | [ e |

2. Select the Layer 2 interface to use for the WAN service.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

3. Click Next. The following page appears.

SMART/RG’
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Device Info
Advancid Setup
Layer? Interface
WAN Service
VPH
Ethermat Mode
LAH
HAT
Srcurity
Parental Control
Quiality of Service
Rowting
DHS
(L
UPnP

SRé16ac

WAN Service Configuration

Select WaAN service type:
® PPP over Ethernet (PPPoE)
1P gver Ethernet
Bridging

Enter Service Description: popos_sché
For tagged service, enter valid 802. 1P Priority and B02.10Q VLAN ID.
For untagged service, set -1 to both 802.1P Prigrity and 802.1Q VLAN 1D,

Enter 802.1P Priority [0-7]:
Enter 802,10 VLAN [0 [D-4094):

Mitwork Protocal Selection:

DHS Proon
s IPvd Only "

Interface Grouping
IP Tusnined

Certificate | Back

Prerenit Managedmaent

__Multicast

4, In the WAN Service Type field, accept the default of PPP over Ethernet (PPPoE).
5. (Optional) Modify the other fields, using the information in the following table.

Field Name Description

Enter Service Description : (Optional) Enter a name to describe this configuration.

Enter 802.1P Priority ' Enter the priority for this service. Options are -1 and 0 - 7. The default is 0.
For tagged service, enter values in this field and the 802.1Q VLAN ID field.

For untagged service, accept the defaults of -1 (disabled) in this field and the 802.1Q
*VLAN ID field.

Enter 802.1Q VLAN ID :Enter the VLAN ID for this service. Options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

For untagged service, accept the defaults of-1 (disabled) in this field and the 802.1P
‘ Priority field.
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Network Protocol : Different scheduling priorities can be applied to statistically multiplexed data flows.
Selection Since each data flow has its own queue, an ill-behaved flow (which has sent larger
: packets or more packets per second than the others) will only punish itself and not other
gsessions. Options are IPv4 Only, IPv4&IPv6 (Dual Stack), and IPvé Only.

' Note: When you select IPV4&IPV6 or IPV6, the options presented on later pages change
+accordingly.

6. Click Next. The following page appears where you will configure the PPP Username, Password and related
information.
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PPP Username and Password

PRP usually réquires that you have & user name and password to establish youwr
cannedon. In the boxes below, entér the user name and password that your ISP has
prosaded Lo you.

PPP Usermama:
H Interface PP Password:
vice PPPOE Servace Name:

) p—
V Authaentication Method: AUTO ¥
Ethemet Made MU 576-1492]: Lol
LAM
Enable Keepalve
e
LEP Echo Interval[1-60]: 2 setonds
LCP Echa Failure] 1-100]44 | mes

Enable NAT

A

El

Enabla Fullcona NAT

Enable Base MAC Address Overnde
Enable MAC Clone
Enable: Firgw.all

Cial on demand (with idle tmeout tmar)
PFP IP extension

Lse Static IPvd Address

000 aooo

Retry PPP password on authentication emor
Max PPP authentication retries(1-65536): e fuse 65536 to retry forever)
[0 Enabde [PvE Unnumbered Model

|

Launch Dhepbe for Address Assignment (LARA)
B4 Launch Dhcpic for Prefic Delegation (1APD)

[0 Enable PPP Debug Mode
O

Bridge PPPOE Frames Between WAN and Local Ports

TGHMP Multicast
[J Enable IGMP Multicast Prowy

[0 Enable IGMP Multicast Source

MLD Multicast
[0 Enable MLD Multicast Proxy

[0 Enable MLD Multicast Source
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7. Modify the fields as needed, using the information in the table provided below.

Field Name Description

PPP Username and Password section

Use base MAC address as : Click this checkbox to use the base MAC address of the gateway as the PPP user name.

username
PPP Password Enter the password required for authentication to the PPP server.
PPPOE Service Name (Optional) Enter a description for this service.

Authentication Method :Select a means for authentication. Options are:

« AUTO: Attempt to automatically detect the handshake protocol. This is the
default.

« PAP: Password Authentication Protocol (plaintext passwords).

« CHAP: Challenge Handshake Authentication Protocol. (MD5 hashing scheme on
passwords).

« MSCHAP: Microsoft Challenge Handshake Authentication Protocol. (Microsoft
encrypted password authentication protocol).

MTU [576-1492] ‘Enter the MTU (Maximum Transmission Unit) size. Options are 576 - 1492 bytes. The
- default is 1492 bytes.

Enable KeepAlive ' This option is enabled by default. Enter values in the following fields:

o LCP Echo Interval [1-60]: Enter the interval for sending echos in seconds. The
default is 30 seconds.

o LCP Echo Failure [1-100]: Enter the number of times that echos should be sent
before reporting echo failure. The default is 5 times.

To disable keepalive packets, clear the checkbox.

Enable NAT ' This option is enabled by default. To disable NAT (Network Address Translation), clear the
. checkbox.
Enable Fullcone NAT ' Click to enable "one-to-one" NAT. All requests from the same internal IP address and port

are mapped to the same external IP address and port. In addition, any external host can
send a packet to the internal host by sending a packet to the mapped external address.

éWarning: Enabling this option will disable network acceleration and some security
'settings.

Enable Base MAC ' Click to allow the base MAC address to be ignored and another MAC address to be used.
Address Override :
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Enable MAC Clone ' Click to enable MAC cloning. Additional fields appear. Options are:
: « Touse aspecific MAC address, enter the MAC address that you want to clone.
« Touse the MAC address of the connected PC, click Clone this PC's MAC Address.

Enable Firewall ' This option is enabled by default. To disable the firewall, clear the checkbox.

Dial on Demand (with : Click to enable dialing on-demand. The Inactivity Timeout (minutes) field appears. Enter

idle timeout timer) - the number of minutes before a session is timed out. Options are 1 - 4320. The default is
:zero (0).

When this option is enabled, connection automatically starts when there is outbound
' traffic to the Internet. It automatically terminates if the connection is idle, based on the
:value in the Idle Timeout setting.

Use Static IPv4 Address : Click to use the IPv4 Address associated with this WAN service. The IPv4 Address field
- appears. Enter the static IPv4 address for this WAN service.

Retry PPP password on : This option is enabled by default. In the Max PPP authentication retries (1-65536) field,
authentication error -enter the number of tries allowed. The default is 65536 (unlimited tries).

To prevent retrying the PPP password after authentication errors, clear the checkbox.

Enable IPv6 ' (Avdilable only for IPv6 environments) Click to enable IP processing on a serial interface

Unnumbered Model éwithout assigning it an explicit IP address. The IP address of another interface can
"borrow" the IP address of another interface already configured on the router, which
conserves network and address space.

Launch Dhcpéc for ' (Available only for IPv6 environments) Click to enable the gateway to receive the WAN IP
Address Assignment . from the ISP.
(IANA) :

Launch Dhcpéc for Prefix : (Available only for IPv6 environments) This option is enabled by default and enables the
Delegation (IAPD) . gateway to generate the WAN IP’s prefix from the server's REST by MAC address. To disable
‘ this options, clear the checkbox.

Enable PPP Debug Mode : Click to have the system put more PPP connection information into the system log of the
- device. This is for debugging errors and not for normal usage.

Bridge PPPoE Frames Select to enable PPPoE passthrough to relay PPPoE connections from behind the modem.
Between WAN and Local : Also known as Half-Bridged mode.
Ports :

Enable IGMP Multicast : Click to enable Internet Group Membership Protocol (IGMP) multicast. Used by IPv4 hosts
Proxy : toreport multicast group memberships to any neighboring multicast routers.
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Enable IGMP Multicast : Click to enable this service to act as an IGMP multicast source.
Source .

Enable MLD Multicast ' (Avdilable only for IPv6 environments) Click to enable MLD multicast. Used by IPv4 hosts

Proxy : toreport multicast group memberships to any neighboring multicast routers.
Enable MLD Multicast ' (Avdilable only for IPv6 environments) Click to enable this service to act as an MLD
Source - multicast source.

8. Click Next. The following page appears where you will select the interface used as a default gateway used for the
PPP service being created.

SMART/RG SRé16ac
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Routing -+ Delault Gateway

Default gateway interface list can have multiple WaN nterfaces to serve as system
default gateways but only one will be usad according te the pricnty with the first being

'I L the highest and the last one the lowest pricnty if the WAN interface is connected,
PTHM Interface Priority order can be changed by removing all and adding them back in agan.
ETH interface

WAN Servdce Selected Default Available Routed WAN

Gateway Interfaces Interfaces

Ethemet Made

e Pppl.1 pRpt-2

pepl

HAT

1Pwé: Select a preferred wan interface as the system default IPvé gateway.

Selected WAN Interface | pppos_ethd/ppp2.2 |

9. Click the arrows to move your selections from left to right or from right to left.
10. (Optional) For IPv6 environments, in the Selected WAN Interface field, select the preferred WAN interface for the
default IPv6 gateway.
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11. Click Next. The following page appears where you will select DNS Server settings.
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forward thinking

SR616ac

Device Info

Advanced Setup
Layer? Interface
WAN Service

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS

server IP addresses for the system. In ATM mode, if only a single PVC with IPoA or
static IPoE protocol is configured, Static DNS server IP addresses must be entered.
DNS Server Interfaces can have multiple WAN interfaces to serve as system DNS

VPN servers but only one will be used according to the priority with the first being the
Ethernet Mode highest and the last one the lowest priority if the WAN interface is connected.
LAN Priority order can be changed by remaoving all and adding them back in again.
NAT
Security @® Select DNS Server Interface from available WAN interfaces:
Parental Control Selected DNS Server Available WAN
g : Interfaces Interfaces
Quality of Service
Routing ppp0.1
DNS
DSL —
UPnP | & |
DNS Proxy - |
Interface Grouping
IP Tunnel
Certificate
Power Management
Multicast O use the following Static DNS IP address:
Wireless Primary DNS server: |:|

Voice Secondary DNS server: |:|

Diagnostics

Diagnostics Tools

IPv6: Select the configured WAN interface for IPv6 DNS server information.

Note that selecting a WAN interface for IPv6 DNS server will enable DHCPv6 Client
on that interface.

Management

Logout

@® Obtain IPv6 DNS info from a WAN interface:
WAN Interface selected: pppoe_eth4/ppp0.1 ~

O Use the following Static IPv6 DNS address:
Primary IPvG DNS server:
Secondary IPvG DNS server:

12. Do one of the following to configure the DNS:

« Select the DNS server interface: Select interface entries and click the arrows to move the entries right or
left.

« Define a static DNS IP address: Click Use the following Static DNS IP address and enter the DNS server IP
addresses.

« Obtain IPv6 DNS info from a WAN interface: In the Obtain IPv6 DNS info from a WAN interface field, select
a WAN interface.
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« Define a static IPv6 DNS IP address: Click Use the following Static IPv6é DNS address and enter the DNS
server IP addresses.

13. Click Next. The summary page appears indicating that your PPPoE WAN setup is complete.

SMART/RG’ SR616ac

orward thinking

Dl bnifes WAHN Setup - Summary
Make sure that the settings below match the settings provided by your ISP

Connection Type:
HAT:

Full Cons NAT:
Firewall:
Security

Parental Control

HGMP Multicast Proooy:
IGMP Multicast Source Enabled:

bl
i b ek MLD Multicast Proscy:

Rosiiting
= MLD Multicast Source Enabled:

DHS

D5L Cueality Of Service:

UPnF SEF= = e . e .

DHS Prosy Click "Apply/Save” to have this interface to be effective. Click "Back™ to make any
s oy medifications.

Interface Grouping [ e —

IP Tunnel

_Certificate

14. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.

IP over Ethernet WAN Service

There are several parts to configuring an IP over Ethernet (IPoE) WAN service. You will progress through several pages to complete
the configuration.

Before you can configure a WAN service, make sure that the related Layer2 Interface has been configured.
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In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG

forward thinking

Device Info
Advanced Setup
LayerZ Interface
WAN Service
VPN
Ethernet Mode
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DsL
UPnP

DNS Proooy

SMART/RG

orward thinking

VPH
Ethasrmist
LAM
MAT

Secunty

Parental Control

f Service

SMART/RG’

SRé616ac

WAN Service Interface Configuration

Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portld_high_low)
Where portld=0 --» DSL Latency PATHO
portld=1 --= DSL Latency PATH1
portld=4 --» D5L Latency PATHO&1
low =0 --» Low PTM Priority not set
low =1 --» Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

atma/(0_0_35) v

2. Select an ATM interface to use for the WAN service and click Next. The following page appears.

5R616ac

WAN Service Conliguration

Salect WAN service bype:

) PPP over Ethernet (PPPOE)
® 1P over Ethernet

) Bridging

Enter Serace Desu'ip-tiqn:;w'_u__ﬂ:ﬁ__:ﬂ

For tagged senice, enter vahd 802.1P Prionty and 802.1Q VLAN 1D.
For untagged service, set -1 to both 802.1F Priority and B02.10 VLAN ID.

Enter 802.1F Prioriky [0-7]: E
Enber 202,10 VLAN 1D [0-4094]: a4 |
Network Protocel Selechon:

(v only ]

3. Select IP over Ethernet.
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4. Modify the other fields as needed, using the information in the following table.

Field Name Description

Enter Service
Description

Enter 802.1P
Priority

Enter 802.1Q VLAN

Network Protocol
Selection

' (Optional) Enter a name to describe this configuration.

: Options are 0 - 7. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1Q VLAN ID field.

For untagged service, accept the defaults of -1 (disabled) in this field and the 802.1Q VLAN ID
: field.

: Options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

For untagged service, accept the defaults of -1 (disabled) in this field and the 802.1P Priority
: field.

' Different scheduling priorities can be applied to statistically multiplexed data flows. Since

- each data flow has its own queue, an ill-behaved flow (which has sent larger packets or more

- packets per second than the others) will only punish itself and not other sessions. Options are

IPv4 Only, IPv4&IPv6 (Dual Stack), and IPv6é Only. The default is IPv4 Only.

' Note: When you select IPV4&IPV6 or IPV6, the options presented on later pages change
+accordingly.
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5. Click Next. The following page appears.

SMART/RG’

forward thinking

Device Info
Advanced Setup
Layer2 Interface
WAN Service
VPN
Ethernet Mode
LAN
NAT
Security
Parental Control
Quality of Service
Routing
DNS
DsL
UPnP
DNS Proxy
Interface Grouping
IP Tunnel
Certificate
Power Management
Multicast
Wireless
Voice
Diagnostics

Diagnostics Tools

Management

Logout

SRé616ac

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN IP settings.

Notice: If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PVC
in IPoE mode.

If "Use the following Static IPv4/IPve address” is chosen, enter the WAN IPv4/IPvE
address, subnet mask/prefix Length and interface gateway.

® Obtain an IP address automatically
Option 50 Reguest IP Address:
QOption 51 Request Leased Time:
Option 54 Request Server
Address:

L ]

Option 55 Request List : (e.g:1,3,6,12)
Qption 58 Renewal Time: (hour)
Option 59 Rebinding Time: (hour)

Option 60 Vendor ID:
Option 61 IAID:
QOption 61 DUID:
Qption 77 User ID:
Option 125: ® pisable
O Usethe following Static IP address

WAN IP Address:

WAN Subnet Mask:

WAN gateway IP Address:

Primary DNS server:

Secondary DNS server:

(8 hexadecimal digits)
(hexadecimal digit)

C Enable

Enter information provided to you by your ISP to configure the WAN IPv6 settings.
Notice:

If "Obtain an IPv6 address automatically” is chosen, DHCPvG Client will be enabled on
this WAN interface.

If "Use the following Static IPvE address” is chosen, enter the static WAN [Pv6 address.
If the address prefix length is not specified, it will be default to /64.

Obtain an IPv6 address automatically
Dhcpve Address Assignment (TANA)
Dhepve Prefix Delegation (IAPD)

Use the following Static IPvE address
WAN IPvE Address/Prefix Length:

Prefix Delegation/Prefix Length:

Ol0®

Specify the Next-Hop IPv6 address for this WAN interface.
Notice: This address can be either a link local or a global unicast IPv6 address.

WAN Next-Hop IPvE Address:

[0 Enable Base MAC Address Override
[0 Enable MAC Clone

[(Back | [ Nex |
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6. Enter the relevant WAN IP Settings, using the information provided in the table below.

Field Name Description

Obtain an IP address ' This option is selected by default. DHCP is enabled in MER mode. Click to prevent
automatically . the ISP automatically assigning the WAN IP to the gateway.

Option 50 Request IP Address  :Enter the IP address to be used when sending messages. If the specified address is
. not available, the DHCP server assigns the next allowed IP address.

Option 54 Request Server ‘Enter the IP address of the source server.
Address :
Option 55 Request List ‘Enter the DHCP parameters that you want the DHCP client to request. Enter them

in the order of preference, separated by commas. The minimum length is 1
‘character.

Option 60 Vendor ID ' (Optional) Enter the vendor ID to broadcast so the DHCP server can accept the
. device.

Option 61 IAID ' (Optional) Enter the Interface Association Identifier (IAID). This is a unique
-identifier for an IA, chosen by the client.

Option 61 DUID ' (Optional) Enter the DHCP Unique Identifier (DUID) is used by the client to get an IP
-address from the DHCP server.

Option 77 User ID ' (Optional) Enter the user class ID that should be used to filter traffic.

Option 125 ' (Optional) Select whether local devices can automatically receive DHCP options
. from the server. The default is Disable.

Use the following Static IP ' Click to manually declare the static IP information provided by your ISP. When you

address - select this option, you must enter the WAN IP address, subnet mask and gateway IP
‘address.

WAN IP Address ' (Avdilable only when Static IP address is selected) Enter the static WAN IPV4
raddress.

WAN Subnet Mask ' (Avdilable only when Static IP address is selected) Enter the static subnet mask.

WAN gateway IP Address ' (Avdilable only when Static IP address is selected) Enter the static gateway IP

éaddress.

IPv6 settings section

The following fields appear when either IPv6 Only or IPv4&IPv6 (Dual Stack) is selected in the Network Protocol
Selection field on the WAN Service Configuration page.

Obtain an IPv6 address ' This option is set to enabled by default and allows the ISP to automatically assign
automatically . the WAN IP address to the gateway. To disable the DHCPv6 Client on this WAN
“interface, click the radio button.
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Dhcpvé Address Assignment ' Select this option for the CPE to receive the WAN IP from the ISP.
(IANA) :

Dhcpvé Prefix Delegation (IAPD) : This option is selected by default. The CPE generates the WAN IP's prefix from the
»server's REST by MAC address. To disable this option, clear the checkbox.

Use the following Static IPv6 ' Select this option to enter the vé Static IP information provided by your ISP.

address
WAN IPvé6 Address/Prefix ' (Avdilable only when Static IPv6 address is selected) If entering a static IP
Length raddress, enter the IP address / prefix length. If you do not specify a prefix length,

' the default of /64 is used.

.................................... bemmmccecceecescceccescesccs-ceaceeeeaseea-emeemeeeeeeeeeasemecmameaeeaemmmaeaaamn.nan

Prefix Delegation/Prefix Length : (Available only when Static IPvé address is selected) (Optional) Enter the prefix
+ delegation ID and prefix length for WAN.

WAN Next-Hop IPv6 address ' (Avdilable only when Static IPv6 address is selected) Enter the IP address of the
»next WAN in the group. This address can be either a local link or a global unicast
"|Pv6 address.

7. Click Next. The following page appears.

SMART/RG
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Device Info Network Address Translation Settings

Advanced Setup Network Address Translation (NAT) allows you to share one Wide Area Network

Layer2 Interface
WAN Service

VPN

Ethernet Mode
LAN

NAT

Security

Parental Control
Quality of Service

Routing

DNS

DSL

UPnP

DINS Proxy
Interface Grouping
IP Tunnel
Certificate

Power Management

(WAN) IP address for multiple computers on your Local Area Network (LAN).

Enable NAT
[ Enable Fullcone NAT

Enable Firewall

IGMP Multicast
[ Enable IGMP Multicast Proxy

[] Enable IGMP Multicast Source

MLD Multicast
[ Enable MLD Multicast Proxy

[ Enable MLD Multicast Source

I e e e et e ot i, b BRI ABni, _]

8. Modify the settings as needed for your environment.
Network Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple
computers on your Local Area Network (LAN). If you do not want to enable NAT (atypical) and wish the user of this

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018



SMART/RG

gateway to access the Internet normally, you need to add a route on the uplink equipment. Failure to do so will cause
access to the Internet to fail.

The fields on this page are defined below.

FIELD NAME DESCRIPTION

Enable NAT : This option is selected by default. Click to disable sharing the WAN interface across multiple
- devices on the LAN. This setting also enables the functions in the NAT sub-menu and addition
: PPPOE NAT features to select.

........................ bemmmcmseceeccecceccescessce--eaeeeeeeacesceseeeeeee-emeemeeeeeeameeeemeemacmeeeaneaaemaemaeaaamn.aan

Enable Fullcone NAT : Click to enable one-to-one NAT. All requests from the same internal IP address and port are
. mapped to the same external IP address and port. In addition, any external host can send a
: packet to the internal host by sending a packet to the mapped external address.

Warning: Enabling this option will disable network acceleration and some security settings.

Enable Firewall ' This option is selected by default. Click to disable functions in the Security sub-menu.
Enable IGMP ' Select to enable Internet Group Membership Protocol (IGMP) multicast. Used by IPv4 hosts to
Multicast Proxy - report multicast group memberships to any neighboring multicast routers.

Enable IGMP ‘Select to enable this service to act as an IGMP multicast source.
Multicast Source .

Enable MLD ' (Available only for IPv6 environments) Click to enable multicast filtering. Used by IPv4 hosts
Multicast Proxy - toreport multicast group memberships to any neighboring multicast routers.

Enable MLD ' (Available only for IPv6 environments) Select to enable this service to act as a multicast
Multicast Source . source.
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9. Click Next. The following page appears.
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Device Info Routing -- Default Gateway

Advanced Setup

Layer2 Interface Default gateway interface list can have multiple WAN interfaces to

WAN Service serve as system default gateways but only one will be used according
to the priority with the first being the highest and the last one the

VPN lowest priority if the WAN interface is connected. Priority order can be

Ethernet Mode changed by removing all and adding them back in again.

LAN

NAT Selected Default Available Routed WAN

Security Gateway Interfaces Interfaces

Parental Control pppo.1 atmo.1

Quality of Service
Routing

DNS

DSL

UPnP

DINS Proxy
Interface Grouping
IP Tunnel

Certificate

]

Power Management IPv6: Select a preferred wan interface as the system default IPv6
Multicast gateway.
e
Shisters Selected WAN Interface | ipoe_0_0_35/atm0.1 ~
Voice
Diagnostics
Diagnostics Tools e
Back || Mext |
Management st

Logout

10. Select a WAN interface to act as the system default gateway or accept the default interface.

11. (Optional) For IPv6 environments, in the Selected WAN Interface field, select the preferred WAN interface for the
default IPv6 gateway.
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12. Click Next. The following page appears.
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Device Info
Advanced Setup
Layer? Interface
WAN Service
VPN
Ethernet Mode
(W
NAT
Security
Parental Control

Quality of Service

Routing
DNS

DsL
UPnP
DNS Pro»

Interface Grouping

IP Tunnel
Certificate

Power Management

Multicast
Wireless

Voice

Diagnostics

Diagnostics Tools
Management

Logout

SRé616ac

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPoA or static IPoE protocol is configured, Static DNS
server IP addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces to serve as
system DNS servers but only one will be used according to the priority
with the first being the highest and the last one the lowest priority if
the WAN interface is connected. Priority order can be changed by
removing all and adding them back in again.

® Select DNS Server Interface from available WAN interfaces:

Selected DNS Server Available WAN
Interfaces Interfaces
ppp0.1 atm0.1

O use the following Static DNS IP address:

[ 1
[ 1

Primary DNS server:

Secondary DNS server:

1PvE: Select the configured WAN interface for IPvo DNS server
information.

Mote that selecting a WAN interface for IPve DNS server will enable
DHCPv6 Client on that interface.

@® Obtain IPv6 DNS info from a WAN interface:
WAN Interface selected: ipoe_0_0_35/atm0.1 ~

(O Use the following Static IPv6 DNS address:
Primary IPvE DNS server:
Secondary IPvE DNS server:

13. Modify the settings as needed.
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14. Click Next. The following page appears.

- MART/RG SR616ac
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WAN Setup - Summary

anced 5'?:"'_1-' Make sure that the settings below match the settings provided by your ISP
2 Interface

WA Servia

VPH

Ethemet Mode

LAN

HAT

Securlty

Connection Type:

HAT:

Full Cone MAT:

Firewall:

IGMP Multicast Pros

Parental Controd

Quality of Service

Routing

DHS

DsL

LPnP v - e : oo,

DHS Pr Click “Apply/Save” to have this interface to be effective. Click "Back” to make any
5 maodifications,

Interface Grouping | Back || AppRySee |

IF* Tusrmel

IGMP Multicast Source Enabled:

MLD Multicast Prosoy:

Source Enabled:

Quiality Of Se

Certificate

15. Review the IPoE settings. You can modify the settings by clicking the Back button.
16. Click Apply/Save to save and apply the settings.

Bridging

Before you can configure a bridge WAN service, you must create the related Layer2 ATM interface.
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1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/R
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Device Info
Advanced Setup
Layer? Interface
WAN Service
VPH
Ethemet Mode
LAN
HAT
Security
Parental Control

Routing
DHS
DsL
UPnP

Device Info
Advanced Setup

WAN Service
VIPH

Ethemat Mode
LAM

HAT

Security
Parental Control

Chaality of S
Routing
DS

SR616ac

WAN Service Interface Configuration

Select a layer 2 interface for this service

Hote: For ATHM interface, the descriptor string is (portld_wpi_vci)

For PTM interface, the descriptor string is {portld_high_low)
Where portld=0 --> DSL Latency PATHO
portid=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&L
low =0 == Low PTM Priority not set
low =1 = Low FTM Priority set
high =0 --» High PTH Priority not set
high =1 --= High PTM Priority set

atm0/(0_0_35) *
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WAN Service Configuration

Select WAN service type:
PPP owver Ethernet [PPPoE)
IF over Ethernet
* Bridging
Allow as IGMP Multicast Source
Allow as MLD Multicast Source

Enter Service Description: br_o_0_3%
For tagged service, enter valid 802.1P Pricrity and 802.10 VLAN 1D,

For untagged service, set -1 to both 802.1P Priority and $02.10Q VLAN 1D

Enter 802.1P Priodty [0-7]:
Enter 802,10 YLAN [0 [0-4094]:

|.mﬂ'.
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3. Select Bridging. Multicast source fields appear.
4, Modify the other fields as needed, using the information in the following table.

Field Name Description

Allow as IGMP Multicast

Source

Enter 802.1P Priority

Enter 802.1Q VLAN ID

‘Select to enable this service to act as an IGMP multicast source.

' Options are 0 - 7. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1Q VLAN ID field.

For untagged service, accept the default of -1 (disabled) in this field and in the
1802.1Q VLAN ID field.

: Options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

For untagged service, accept the default of -1 (disabled) in this field and in the
:802.1P Priority field.

5. Click Next. The summary page appears indicating that your Bridging WAN setup is complete.

SMART/RG

orward thinking

Dewvice Info
Advancisd Setup
Layer? Interface
WAN Service
VPH
Ethemsat Mode
LAN
MAT
Se-l:uﬁr.'.'
Parental Control
Ouaality of Service
Routing
[F],

Interface Grouping

IF Tunmel

Lt biieaba

6. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.
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WAN Setup - Summary
Make sure that the settings below match the settings provided by your 1SR

Connection Typs:
HAT:

Full Cone HAT:

Firewall:

IGMP Multicast Proxy: Mot Applicable

HaMP Multicast Source Enablied: [RE=]ED

MLD Maslticast Prosxy: Mot Applicable
MLD Mutticast Source Enabled: [sEEIE]
Quaality OFf Service:

Click “Apply/Save” to have this interface to be effective. Click “Back™ to make
any modifications,
Eaciu mﬂ_h-i
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In this section, you can configure tunneling protocols (L2TP or PPTP clients) for your network.

L2TP Client Configuration

On this page, you can configure the L2TP (Layer 2 Tunneling Protocol) client.

1. In the left navigation menu, click Advanced Setup > VPN and then click Add. The following page appears.

]
MART/RG SR616ac
orward thinking
Device Info L2TP Client Configuration {Layer 2 Tunneling Protocol)
: Descraption: | |
Layer? interface WAN Intarface: T ted== |
WAN Service L2TP Server IP/Domain: '
VPN L2ZTP Username: |
LITP Client L2TP Password: |
PETP (Hent Authentication: | AUTD v
Ethemet Mode Ol Enable MPPE {Microsalt Paint-to-Point Encryption) )
LAN MTU [576-1454]; a5 | Maamum Transmission Unit
T O enable NaT
; [ Enable Firewall (SP1)
Securty 0 Enable
Parental C
i - e 'J W

2. Fillin the fields, using the information in the table below.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018

Field Name Description

Description ' Enter a useful description of this configuration.

Authentication ' Select the authentication method. Options are NOAUTH, AUTO, PAP, CHAP, MS-CHAP_V1,
rand MS-CHAP_V2. The default is AUTO.

Enable MPPE ' (Optional) Click to enable Microsoft Point-to-Point Encryption.

MTU ' (Optional) Enter the maximum number of transmission units allowed for this client. Options
rare 576 - 1454. The default is 1454.

Enable NAT ' (Optional) Click to enable Network Address Translation features.
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Enable Firewall (SPI) : (Optional) Click to enable the firewall.

Enable : Click to enable this L2TP client configuration.

3. Click Next. The following page appears.

~ MARTf RG’ SR616ac
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Device Infio Routing -- Default Gateway

Advanced Setup
Layer? Interface Default gateway interface list can have multiple WAN interfaces to
WAN Service serve as system default gateways but only one will be used according
VPH to the prierity with the first being the highest and the last one the

o lowest prierity if the WAN interface is connected. Priority order can be
LIZTP Client changed by removing all and adding them back in again.
PPTP Client

Ethermet Mode Selacted Default Available Routed

LAN Gateway Interfaces WAN Interfaces

HAT

Security

Farental Controd

Quaality of Service

Routing

DS

D5L

UPnP

DMS Proogy

ppp0-1 E pppl x
atm0 1

Interface Grouping
1P Tumnel
Certificate

Power Managpement
Multicast

4. Select the default gateway by selecting interface entries and clicking the arrows to move the entries right or left.
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5. Click Next. The following page appears.
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Layer? Interface
WAN Service
VPH

LITP Clie:

PPTP Cli
Ethemet Mode
LAN
HAT
Security
Parental Control
Quality of Service
Routting
DHS
D5l
UPnP
DS Procoy
Interface Grouping
IF Tunnel

Managerment
Multicast
Wireless
Voice
[Hagnostics
tics Tools
Management
Logout

Driagn

« Select the DNS server interface: Select interface entries and clicking the arrows to move the entries right or

left.

DMNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATM mode, if only a
single PVC with IPaA or static IPcE protocol is configured, Static DNS
server [P addresses must be entered.

DMNS Server Interfaces can have multiple WanN interfaces to serve as
system DNS servers but only one will be used according to the priority
with the first being the highest and the last one the lowest pricrity if
the WAN Interface s connected. Priority order can be changed by
remaoving all and adding them back in again.

* Select DNS Server Interface from available WAN interfaces:

Selected DNS Server Available WaN

Interfaces Interfaces

pRpo.l . PR =
atmil. 1

Use the following Static DNS 1P address:
Primary DNS server:
Secondary DNS server:

| Baek | Mo |

6. Do one of the following to configure the DNS server:

« Define a static DNS IP address: Click Use the following Static DNS IP address and enter the DNS server IP

addresses.
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7. Click Next. The summary page appears.

SMART/RG SR616ac

orward thinking

L2ZTP Client Setup - Summary

Make sure that the settings below match the settings provided by your
ISF.

VPN Type: LZTP

Server IP/Domain: BREFBTI-E R
Authentication: AUTO_AUTH
MPPE: Disabled
MTU: 1454

HAT: Disabled
Firewsall: Desabled
Enable: Disabled

L2TP Client
PFTF Client
Ethemet Mode
LAN
HAT
Security
Parental Control
Quiallity of Service
Routing
DHS Click “Apply/Save” to have this interface to be effective. Click “Back™ to
DSL make any modifications.
UPnP
DS Proosy

Fara G

8. Click Apply / Save to implement your settings.

PPTP Client

On this page, you can configure the PPTP (Point-to-Point Tunneling Protocol) client.

1. In the left navigation menu, click Advanced Setup > VPN > PPTP Client and then click Add. The following page
appears.
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Device Info PPTP Client Configuration {Point-to-Point Tunneling Protocol)
Advancied Setup D S |
Layerl Interface WaN Interface: ==un-selected== |
WAN Service PPTP Server IB/Domain: |
VPN PPTP Usermnamse:
LITP Client PPTP Password: |
PPTP Authentication: LAUTO il
Ethernet Moda O Enable MPPE [Microsoft Point-te-Point Encryption)
e MTU [576-1454]: s | Maximum Transmission Unit
e O Enable HaT
2 O Enable Firewall (SPT)
Sancurity 0O enable
FER i, m

2. Fillin the fields, using the information in the table below. The Description, WAN Interface, and PPTP Server
IP/Domain fields are required.

Field Name Description

Description ' Enter a useful description of this configuration.

Authentication ' Select the authentication method. Options are NOAUTH, AUTO, PAP, CHAP, MS-CHAP_V1,
+and MS-CHAP_V2.

Enable MPPE (Optional) Select to enable Microsoft Point-to-Point Encryption.

MTU ' (Optional) Enter the maximum number of transmission units allowed for this client. Options
+are 576-1454. The default is 1454.

Enable NAT (Optional) Select to enable Network Address Translation features.

Enable Firewall (SPI) :(Optional) Select to enable the firewall.

Enable ' Click to enable this PPTP client configuration.
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3. Click Next. The following page appears.

- MART/RG SR616ac

orward thunk:ng

Dewvice Info Routing -- Default Gateway
Advanced Setup

Layer2 Interface Default gateway interface list can have multiple WAN interfaces to
WAN Service serve as system default gateways but anly one will be used according
VPH to the priority with the first being the highest and the last one the

S lowest priority if the WAN interface is connected. Pricrity order can be
L2TP Client changed by remeving all and adding them back in again.
PPTFP Client
ML Moo Selected Default Available Routed
Gateway Interfaces WAN Interfaces
pppla - ppp2 -
atmi.1

Parental Control PPFI1
Quality of Service

Routing

DHS

DL

UPnP

DHS Praooy

Interface Grouping

Certificate
Management

4. Select the default gateway by selecting interface entries and clicking the arrows to move the entries right or left.
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5. Click Next. The following page appears.

SMART/RG’

SR616ac

orwand mir'.kmg

ce Info
anced Setup
Layer? Interface
WH Service
VPN
LZTP Client
PFTP Client
Ethemet Mode
LAN
HAT
Security

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter
static DNS server IP addresses for the system. In ATH mode, if only a
single PVC with IPoA or static IPoE protocol is configurad, Static DNS
server IP addresses must be entered.

DHS Server Interfaces can have multiple WaN interfaces to serve as
systemn DNS servers but only one will be used according to the prierity
with the first being the highest and the last one the lowest priority if
the WaAN interface is connected. Pricrity order can be changed by
removing all and adding them back in again.

* Select DNS Server Interface from available WAN interfaces:

Parental Control Selected DNS Server Avallable WAN
e ; Interfaces Interfaces

Quiality of Service

Routing pepl.1 N BRp2

DS atm0.1

DSL pRp1

UPnP

DS Prosy
Interiace f_':ruw,;:-il'rg
1P Tunmel

Cert 10

Power Manage
Multicast

Diagnostics
Diagnostics Tools
Management

| eepca st

Use the following Static DNS IP address:
Primary DNS server:
Secondary DNS server:

6. Do one of the following to configure the DNS server:

« Select the DNS server interface: Select interface entries and clicking the arrows to move the entries right or
left.

« Define a static IP address: Click Use the following Static DNS IP address and enter the DNS server
IP addresses.
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7. Click Next. The summary page appears.

SMART/RG’

orward thinking

Device Info Make sure that the settings below match the settings provided
Advanced Setup by your ISP.
Layer2 Interface

WAN Service
VPN
LZTP Client
PPTP Client
Ethemet Mode
LAN
HAT
Security
Parental Control
Quiality of Service
Routing
DHS Click ~Apply/Save” to have this interface to be effective. Click "Back” to
D5L make any modifications.
UPnP
DMS Proogy

VPN Typea:
Server [P: 192.168.1.98
Authentication:

MPPE:
MTU:
HAT:
Firewall:

Enable:

Back || ApphyiSaee

Interface Grouping

8. Click Apply / Save to implement your settings.

Ethernet Config

On this page, you can configure the Ethernet speed for your gateway.
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1. In the left navigation menu, click Advanced Setup > Ethernet Mode. The following page appears.

MART/RG SR616ac

orward thinking

Device Info Ethernet Speed Configuration
wced Setup
Iniberface Current Bit Dupliex
Rate Maode

Status

Configure

VPN ethOfLANI Auta T | Auto Auto Disabled

:'_::err-upt Mode eth1/LANZ Aute v || 1000 Full up

HAT eth2/LAN3 Aute v || Auto Auto Disabled

Security eth3/LAN4 Aute v || Auto Auto Disabled
eth4/ETHWAN || Auto T | 1000 Full Up

UPnP
DHS Prosy

Interface Grouping e TR

2. Toset aspecific speed, select it in the Configure field.
Options are Auto, 100 Full, 100 Half, 10 Full, and 10 Half. The default is Auto.

3. Click Apply/Save to apply your changes.

LAN

In this section, you can configure an IP address for the DSL gateway, enable IGMP snooping, enable or disable the DHCP server, edit
the DHCP options, configure the DHCP advanced setup, and set the binding between a MAC address and an IP address.

IGMP snooping enables the gateway to forward multicast traffic intelligently, instead of flooding all ports in the VLAN. With IGMP
snooping, the gateway listens to IGMP membership reports, queries and leave messages to identify the switch ports that are
members of multicast groups. Multicast traffic will only be forwarded to ports identified as members of the specific multicast group
or groups.

If you enable the DHCP server, the clients will automatically acquire the IP address from the DHCP server. If the DHCP server is
disabled, you need to manually set the start IP address, end IP address and the lease time for the clients in the LAN.
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1. In the left navigation menu, click Advanced Setup > LAN. The following page appears.
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Device Info Local Area Network (LAN) Setup

Advanced Setup Configure the Broadband Router IP Address and Subnet Mask for LAN
Layer2 Interface interface. GroupName | Default ~
WAN Service
VPN IP Address: 192.168.1.1

Subnet mask 255.255.255.0

Ethernet Mode
LAN
IPv4 Autoconfig
IPv6 Autoconfig O standard Mode
Local VLAN Setting @ Blocking Mode

AT Enable IGMP LAN to LAN Multicast:

Security (LAN to LAN Multicast is enabled until the first WAN service is
Parental Control connected, regardless of this setting.)

Enable IGMP Snooping

Quality of Service )
O Enable LAN side firewall
Routing

DNS O pisable DHCP Server

DSL ® Enable DHCP Server

UPRP Start IP Address: 192.168.1.2

End IP Address: 192.168.1.254
Primary DNS server  |192.168.1.1
Secondary DNS server|0.0.0.0

Leased Time (hour): |24

Certificate |t OHCP Option 60 | | Ect OHCP Option | |
Power Management

Multicast

DMS Proxy
Interface Grouping
IP Tunnel

¢ Static IP Lease List: (A maximum 32 entries can be configured)
Wireless

Voice

Diagnostics

Diagnostics Tools
Management Automatically create static IP leases for the following OUIs:

Logout

[ configure the second IP Address and Subnet Mask for LAN
interface

anmrse |

2. (Optional) In the GroupName field, select the interface group for this configuration. If no groups are defined, the only
option is Default.

3. Maodify the other fields using the information in the following table. The default configuration settings work for most
scenarios.
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IP Address / ' (Optional) Modify the IP address and subnet mask of the device. The default IP address is
Subnet Mask : that of the gateway and the subnet mask is 255.255.255.0.

Enable IGMP Snooping : This option is enabled by default. To disable this option, click the checkbox to clear it.
: Options are Standard Mode and Blocking Mode. The default is Blocking Mode.

To disable this option, clear the check box.

Enable IGMP LAN to LAN : This option is disabled by default. To enable this option, select Enable.
Multicast :

Disable DHCP Server /  : This option is enabled by default. You can modify the address, server and leased time
Enable DHCP Server . fields as needed.

To disable the DHCP server, click Disable DHCP Server. Then, if needed, enter different
. server information for the LAN.

Edit DHCP Option 60 : To modify the vendor class information, click Edit DHCP Option 60, modify the entries,
+and click the appropriate action button. Then click Return.

Edit DHCP Option ' To add information about other DHCP options, click Edit DHCP Option, enter the
+information for the desired options, and click the appropriate action button. Then click
‘' Return.

4, Toenable or disable DHCP for individual LAN interfaces:
a. Click DHCP Advanced setup. The DHCP Advance Setup page appears.

MART/RG SRé616ac

orward thinking

Device Info DHCP Advance Setup

T .
M‘"’“"'_-‘d Setup This page allews you to enable or disable DHCP for every lan interface.
Layer2 Interface ¥ou must enable lan ports.
WAN Service

VPN
Ethemnet Mode # LAN1
LAN ¥ LaNZ
IPvid Autoconfig * LANZ
IPwt Autocon fig * LaN4

Local VLAN Setting
HAT

gt = ey W

b. Click the State checkboxes as needed to manage DHCP for each LAN interface in the table, and then
click Advanced Setup > LAN > IPv4 Autoconfig in the left menu.
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5. Toadd addresses to the Static IP Lease List:
a. Click Add Entries below the MAC Address table. The DHCP Static IP Lease page appears.

SMART/RG SRé16ac

orward thinking

Denvice Info DHCP Static IP Lease
Addvanced Setup
Layer? Interface
WiAH Service
VPH
Etharmel Mode
LAN
IPv4 Autoconfig

Enter the Mac address and Static IP address then click Apply/Save .

MAC Address:
[P Address:

Py Autoconfig
Local VLAM Setting

b. Enter the MAC address of the LAN host.
c. Enter the static IP address that is reserved for the host.
d. Click Apply/Save to apply the settings. You are returned to the LAN Setup page.

6. Toremove entries from the Static IP Lease List, click the Remove check box next to the entry and then click
Remove Entries.

7. Toadd OUls:
a. Click Add OUI below the OUI table. The DHCP OUI page appears.

) MARTJ/RG I. SR616ac
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Device Info DHCP OUl
Advanced Setup
Layerl Interface

WAN Service
VPH ou: (& hexadecimal characters)

Enter the QU then dick “apply/Save” .

Ethernet Mode

LAN Aoy S
IPvd Austoconfig '
1P .l'l.ml:u:m{ig

Local WLAN Sattine

b. Enter the OUI for the DHCP and click Apply/Save.
To remove entries from the OUI list, click the Remove check box next to the entry and then click Remove OUI.

To configure other DHCP options, in the Configure DHCP Options section, enter the required information for the
options (66, 150 and 43) that you want to configure. Instructions are displayed next to each field.

10. Todefine asecond IP address and subnet mask for a LAN interface:
a. Click Configure the second IP Address and Subnet Mask for LAN interface. Additional fields appear.
b. Enter an IP address and a subnet mask for the LAN interface.
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11. Click Apply/Save to apply your settings.

IPv4 Autoconfig

1. In the left navigation menu, click Advanced Setup > LAN. The following page appears. You can also reach this page by
clicking Advanced Setup > LAN > IPv4 Autoconfig in the left menu.

- MART/ RG® SR616ac

orward thinking

Device Info Local Area Network (LAN) Setup

ST e T Configure the Broadband Router IP Address and Subnet Mask for LAN
Layer2 Interface interface. GroupMName
WAN Service
VPN IP Address: 192.168.1.1

Subnet mask 255.255.255.0

Ethernet Mode
LAN
IPv4 Autoconfig
IPv6 Autoconfig O standard Mode
Local VLAN Setting ® Blocking Mode
ar Enable IGMP LAN to LAN Multicast:

Security {LAN to LAN Multicast is enabled until the first WAN service is
Parental Control connected, regardless of this setting.)

Enable IGMP Snaooping

Quality of Service
5 .'\' [ Enable LAN side firewall
Routing

DNS (O Disable DHCP Server

DsL ® Enable DHCP Server

UPRP Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254
Primary DNS server  |152.188.1.1
Secondary DNS server|0.0.0.0
Leased Time (hour); |24
Certificate [ Edit DHCP Oprion 0 | | Edie DHCP Option | | DHCP Advance Setwp |
Power Management

Multicast

DNS Proxy
Interface Grouping
IP Tunnel

: Static IP Lease List: (A maximum 32 entries can be configured)
Wireless

Voice

Diagnostics

Diagnostics Tools
Management Automatically create static IP leases for the following OUIs:

Logout

[ agaou | [ Removeout |

[ configure the second IP Address and Subnet Mask for LAN
interface

[ omyrsae |
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2. (Optional) In the GroupName field, select the interface group for this configuration. If there are no groupings
defined, the only option is Default.
3. Modify the other fields using the information in the following table. The default configuration settings work for most

scenarios.

Field Description

IP Address / ' (Optional) Modify the IP address and subnet mask of the device. The default IP address is
Subnet Mask : that of the gateway and the subnet mask is 255.255.255.0.

Enable IGMP Snooping  : This option is enabled by default. Options are Standard Mode and Blocking Mode. The
» default is Blocking Mode.

To disable this option, clear the check box.

Enable IGMP LAN to LAN : This option is disabled by default. To enable this option, select Enable.
Multicast :

Disable DHCP Server /  : This option is enabled by default. You can modify the address, server and leased time
Enable DHCP Server . fields as needed.

To disable the DHCP server, click Disable DHCP Server. Then, if needed, enter different
. server information for the LAN.

Edit DHCP Option 60 : To modify the vendor class information, click Edit DHCP Option 60, modify the entries,
+and click the appropriate action button. Then click Return.

Edit DHCP Option ' To add information about other DHCP options, click Edit DHCP Option, enter the
+information for the desired options, and click the appropriate action button. Then click
‘' Return.

4. Toenable or disable DHCP for individual LAN interfaces:
a. Click DHCP Advanced setup. The DHCP Advance Setup page appears.

MART/RG SRé16ac
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Device Info DHCP Advance Setup

s T C
M‘"’“"‘_Ed Setup This page allows you to enable or disable DHCP for every lan interface.
Layer? Interface Yo must enable lan ports.
WAN Service

VPN
Ethernet Mode ¥ LaN1
LAN 4 LaNZ
IPvé Autoconfig ¥ LAN3
IPwts Autoconfig *  LAN4

Local VLAN Setting
HAT

Al ’ . wmm
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b. Click the State checkboxes as needed to manage DHCP for each LAN interface in the table, and then
click Advanced Setup > LAN > IPv4 Autoconfig in the left menu.

5. Toadd addresses to the Static IP Lease List:
a. Click Add Entries below the MAC Address field. The DHCP Static IP Lease page appears.

SMART/RG sRé16ac

orward thinking

Dirvice Info DHCP Static IP Lease

Advanced Setup
Layer? Interface
WiAH Service
VPR MAC Address:

[P Address:

Enter the Mac address and Static IP address then click Apply/Save .

Ethermet Mode
LAM
[P ..!u.mxonﬁg

1P Autoconfig
Local VLA Setting

b. Enter the MAC address of the LAN host.
c. Enter the static IP address that is reserved for the host.
d. Click Apply/Save to apply the settings. You are returned to the LAN Setup page.

6. Toremove entries from the Static IP Lease List, click the Remove check box next to the entry and then click
Remove Entries.

7. Toadd OUls:
a. Click Add OUI. The DHCP OUI page appears.

e MART/RG : SRé16ac
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Device Info BHCP OUT
Advanced Setup
Layerl Interface

WAN Service
VPH out: (& hexadedmal characters)

Enter the QUL then dick “Apply/Save” .

Ethernet Mode
LAN
IPwsd .l'l.ut::u:mfig

1Pl .l'l.uh:u:m{in_.'g
Lacal VLAN Satting

b. Enter the OUI for the DHCP and click Apply/Save.

8. Toremove entries from the OUI list, click the Remove check box next to the entry and then click Remove OUI.

9. Todefine asecond IP address and subnet mask for a LAN interface:
a. Click Configure the second IP Address and Subnet Mask for LAN interface. Additional fields appear.
b. Enter an IP address and a subnet mask for the LAN interface.
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10. Click Apply/Save to apply your settings.

IPv6 Autoconfig

On this page, you can configure your gateway's IPvé6 environment.

1. In the left navigation bar, click Advanced Setup > LAN > IPv6 Autoconfig. The following page appears.

- MART/ RGQ SR616ac

orward thinking

Device Info IPv6 LAN Auto Configuration
MNote:
i ol 1: Stateful DHCPvE is supported based on the assumption of prefix
Layer? Interface length less than 64. Interface ID does NOT support ZERO
WAN Service COMPRESSION '::'. Please enter the complete information. For

exampe: Please enter '0:0:0:2" instead of "1:2".
VPN

Ethermet Mode 2: Unigue local address must start with "fd". The prefix and the
LAN address must be in same network and the prefix length must be 64.
IPv4 Autoconfig [ Enable ULA Prefix Advertisement
IPvé Autoconfig
Local VLAM Setting
NAT
Security
Parental Control

Quality of Service

IPv6 LAN Applications
Enable DHCPvE Server

® stateless
O stateful
Start interface ID:  0:0:0:2
End interface ID:  0:0:0:254
Routing Leased Time (hour):
DNS
DSL Enable RADVD

UPnP Enable MLD Snooping
DMS Proxy
Interface Grouping O standard Mode
® Blocking Mode
IP Tunnel

. Enable MLD LAN to LAN Multicast:
Power Management (LAN to LAN Multicast is enabled until the first WAN service is
Multicast connected, regardless of this setting.)

Wireless

Voice O Enable rRelay
Diagnostics

5 : | saverappty |
Diagnostics Tools B

Management

Logout

2. Toenable advertisement of the ULA prefix, click Enable ULA Prefix Advertisement. Additional fields appear.
3. Modify these and the other fields as needed, using the information in the table below.
4. Click Save/Apply to commit your changes.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

Field Name Description

Static LAN IPv6 Address - Enter the interface address in IPv6 format (including the prefix length). This address must begin
Configuration :with "fd". The prefix length must be "64". The address and prefix must reside on the same

- network.
Enable ULA Prefix : Check this option to enable unique local address (ULA) advertisement on the LAN. Options are
Advertisement :Randomly Generate and Statically Configure. The default is Randomly Generate which enables

. the gateway to generate a random IPv6 prefix.

If you select Statically Configure, additional fields become available. Modify these fields as
:needed:
: « Prefix: Enter the prefix, e.g., fd80::/64.

« Preferred Life Time: The default is -1 (no limit). The value in this field must be less than
or equal to the value in the Valid Life Time field.

« Valid Life Time: The value in this field must be greater than or equal to the value in the
Preferred Life Time field. The default is -1 (no limit).

Enable DHCPv6 Server : This option is selected by default. To disable the DHCP v6 feature on the LAN, click this checkbox
‘to clear it. Options are:

« Stateless: (Available only when Enable DHCPv6 Server is selected) This option is
selected by default. Click to stop inheriting IPV6 address assighments from the WAN IPV6
interface.

«» Stateful: (Available only when Enable DHCPvé6 Server is selected) Identifies the DHCPv6
server given by the LAN IPV6 network as configured with additional options.

Note: Zero compression is not supported. Make sure to enter zeros between the colons;
that is, do not use shorthand notation (enter "0:0:0:2", not ":::2").

Enter values in the following fields:

« Start interface ID: Enter the beginning IPvé6 available addresses for DHCP to assign
to LAN devices.

« End interface ID: Enter the ending IPv6 available addresses for DHCP to assign to
LAN devices.

o Leased Time (hour): Enter the length of time before a new IPvé lease is requested
by the LAN client.

Enable RADVD : This option is enabled by default. It enables Router Advertisement Daemon (RADVD) service that
' sends router advertisements to LAN clients. To disable RADVD, clear the check box .

Enable MLD Snooping : This option is enabled by default. It enables Multicast Listener Discovery (MLD) snooping to
manage IPV6 multicast traffic. If you clear the check box to disable this feature, the MLD-related
. fields are hidden. Options are:

« Standard Mode: Multicast traffic will flood to all bridge ports when no client subscribes to
amulticast group even if IGMP snooping is enabled.

« Blocking Mode: The multicast data traffic will be blocked and not flood to all bridge ports
when there are no client subscriptions to any multicast group. This is the default.
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Enable MLD LAN to LAN : (Optional) This option enables LAN-to-LAN Multicast until the first WAN service is connected.
Multicast . Options are Disable and Enable. The default is Disable.
Enable Relay ' Click to enable the relay function. Additional fields appear. Do the following:

1. Enter the DHCPv6 Server IP Address.
2. Select a WAN interface. The default is Default.
3. Enter aHop limit.The default is zero (0).

Local VLAN Setting

On this page, you can select a LAN port and enable VLAN mode on it.

1. In the left navigation menu, click Advanced Setup > LAN > Local VLAN Setting. The following page appears.

SMART/RG’ i

orward thinking

Local Area Metwork (LAN) interface Setup

Device Info
Advanced Setup
Layer2 Interface Select 3 LAN portl ethl/LANZ |
WAN Service O enable 'quAN-i;'I_cb_d;_-_-
VPN
Ethemet Mode e e DT
LAN
IPv4 Autoconfig

[Pt Ayt Fcn

2. Select the LAN port on which you want to enable VLAN mode.
3. Click Enable VLAN Mode.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

4. Toadd aVLAN:
a. Click Add. A table appears where you can enter the details.

- MART/RG SR616ac
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Dewice Info Local Area Network (LAN) interface Setup
Advanced Setup

Layer? Interface Select 3 LAN port ethQ/LAN1 *

WAN Servica Enable VLAN Mode

VFH

Ethiermet Mode

LAN
1P Austocon ig
IPvhs Autoconiig
Local VLAN Setting

HAT

VLA ID Phits

Security

(L e v

b. Enter the VLAN ID. Options are 1 - 4094.
c. Inthe Pbits field, enter the type of bits being passed. Options are 1 - 7.
5. Click Apply/Save to apply your settings.
6. Toremove a VLAN entry, click the Remove checkbox next to it and then click the Remove button.

NAT

In this section, you can configure the NAT (Network Address Translation) settings.

Virtual Servers

Firewall can prevent unexpected traffic on the Internet from your host on the LAN. The virtual server can create a channel that can
pass through the firewall. In that case, the host on the Internet can communicate with a host on your LAN within certain port range.

On this page, you can add or remove virtual server entries.
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1. In the left navigation bar, click Advanced Setup > NAT. The following page appears.

D MART/ RG® SR616ac

forward thinking

Device Info NAT -- Virtual Servers Setup
Advanced Setup Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to the
Layer2 Interface Internal server with private IP address on the LAN side. The Internal port is required only if the external port needs to
WAN Service be converted to a different port number used by the server on the LAN side. A maximum 32 entries can be configured.
VPN

Ethernet Mode
LAN

NAT

Virtual Servers I

Enab able

Port Triggering
DMZ Host
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2. Toadd avirtual server:
a. Click Add. The following page appears.

» MART/ RGQ SR616ac
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Device Info NAT -- Virtual Servers
WLETERL T Select the service name, and enter the server IP address and click
Layer2 Interface "Apply/Save” to forward IP packets for this service to the specified server.
WAN Service MOTE: The "Internal Port End"” cannot be modified directly. Normally, it is
o set to the same value as "External Port End”.However, if you modify
VPN "Internal Port Start”, then "Internal Port End” will be set to the same value
Ethermet Mode as "Internal Port Start™.
LAN Remaining number of entries that can be configured:32
NAT Use Interface ipoe_0_0_35/atm0.1 ~
Virtual Servers Service Name:
Port Triggering ® Select a Service: |Select One ~
DMZ Host O custom Service:
ALG [ Enable LAN Loopback

Multi Nat

: Server IP Address:
Security
Parental Control Status:

Quality of Service

Routing |_“;P';”Sa"T|
onS nal Port | External Port Internal Port | Internal Port
Q e e O R, M | S o | PO A
DNS Proxy :EE s
Interface Grouping — »
IP Tunnel
Certificate e e
Power Management Lisa as
Multicast TP e
Wireless ICE hd
Voice ek b
Diagnostics ep =
Diagnostics Tools A8 -
Management TCP i
Logout TCcP e
[ ppy/save |

b. Modify the fields as needed, using the information in the table below.

Field

Use Interface ' Select the interface that you want to configure.
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Service Name ' Select or enter the service for which you want to forward IP packets. Options
are:
: « Select a Service: Select from services defined for your network. The
port table at the bottom of the page is updated with the default port ID
defined for the service.

« Custom Service: Enter a new service name to establish a user service
type. You must enter the ports and select a protocol in the table at the
bottom of the page.

External Port Start : When you select a service, the external port start and end numbers display
External Port End  :automatically. Modify them if necessary.

Protocol ' (Optional) Select the protocol for this service. Options are TCP/UDP, TCP, and
. UDP. The default is TCP.

Internal Port Start :When you select a service, the internal port start and end numbers display
Internal Port End - automatically. Modify them if necessary.

3. Click Apply/Save to save the settings. The server or servers for the selected service appear on the NAT -- Virtual
Servers Setup page.

4. Toremove an application from the list, click the checkbox in the Remove column and then click the Remove button.
The list is refreshed.

Port Triggering

Some applications need some ports to be opened in the firewall for the remote access. When an application initializes a TCP/UDP to
connect to a remote user, port triggering dynamically opens the open ports of the firewall.
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1. In the left navigation bar, click Advanced Setup > NAT > Port Triggering. The following page appears.
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Device Info NAT -- Port Triggering Setup
IR Some applications reguire that specific ports in the Router's firewall be opened for access
Layer? Interface by the remote parties. Port Trigger dynamically opens up the 'Open Ports' in the firewall
WAN Service when an application on the LAN initiates a TCP/UDP connection to a remote party using
VPN the Triggering Ports'. The Router allows the remote party from the WAN side to establish
new connections back to the application on the LAN side using the 'Open Ports’. A
Ethernet Mode maximum 32 entries can be configured.

LAN _— 5 . .
Due to limited resources, port triggering feature has some limitation:
NAT sum of the out-ports of all configuration entries <= 1000
Virtual Servers sum of the in-ports of one configuration entry <= 1000

Port Triggering

DMZ Host

ALG

Multi Nat
Security
Parental Control

Quality of Service [t

Application Name 2 2 WAN Interface | Remove
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2. Toadd a port trigger, click Add. The following page appears.
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Device Info NAT -- Port Triggering

Advanced Setup Some applications such as games, video conferencing, remote access

Layer2 Interface applications and others require that specific ports in the Router's firewall be

WAN Service opened for access by the applications. You can configure the port settings from

ot this screen by sel_ectmg an existing appl|c_at|0r| or creating your own (Custom
application)and click "Save/Apply” to add it.

Ethermnet Mode Remaining number of entries that can be configured:

LAN

Use Interface ipoe_0_0_35/atm0.1 ~
NAT T
: Application Name:
Virtual Servers ® Select an application: | Select One V|
Port Triggering O custom application: |
DMZ Host ;.
ALG (el

i Trigger Port | Trigger Port Trigger Open Port | Open Port Open
Security art End Protocol Start End Protocol
TCP v TCP ~

Parental Control
Quality of Service TCP i TP "y
Routing TCP v TCP ~
DNS TCP - TCP ~
DSL TCP w TCP b
{Pui TCP v TCP ~
DNS Proxy

: . TCP ~ TCP ~
Interface Grouping

TCP v TCP v

IP Tunnel

Certificate

Power Management
Multicast

N i W

3. Modify the fields as needed, using the information in the following table.
4. Toremove a trigger, click the Remove check box next to it and then click the Remove button. The list is refreshed.
5. Click Apply /Save to implement the settings.

Field Name Description

Use Interface :Select the interface for which the port triggering rule will apply.

......................... Fm m = m m o m e e e e e e e e e n e e e

Application Name :Select or enter the application that requires a port trigger. Options are:
« Select an Application: Select an available application. The Port and Protocol table is
populated with the related values.

« Custom Application: Enter a unique name for the application for which you are creating a
. port trigger entry. You must enter the ports and select a protocol in the table at the bottom
: of the page.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

Trigger Port Start - Enter the starting and ending numbers of the range of available outgoing trigger ports. Options are 1 -
Trigger Port End 165535,
' Note: You can use asingle port number, several port numbers separated by commas, port blocks consisting
» of two port numbers separated by a dash, or any combination of these, for example 80, 90-140, 180.

Trigger Protocol :Select the protocol required by the application that will be using the ports in the specified range. Options
+are TCP, UDP, and TCP/UDP. The default is TCP.

Open Port Start - Enter the starting and ending numbers of the range of available incoming ports. Options are 1 - 65535.

Open Port End

Open Protocol :Select the protocol for the open port. Options are TCP, UDP, and TCP/UDP.

DMZ Host

DMZ allows all the ports of a PC on your LAN to be exposed to the Internet. On this page, you can set the IP address of a PC to be the
DMZ host, so that the DMZ host will not be blocked by your firewall.

1. In the left navigation bar, click Advanced Setup > NAT > DMZ Host. The following page appears.

SMART/RG’ SR616ac

forward thinking

Device Info MAT -- DMZ Host
Advanced Setup The Broadband Router will forward IP packets from the WaAN that do not
Layer? Interface belong to any of the applications configured in the Virtual Servers table to the
WAN Service DMZ host computer.

VPN Enter the computer's IP address and click ‘Apply’ to activate the DMZ host.
Ethernet Mode

LAN
NAT DMZ Host IP Address:| |
Virtual Servers
Port Triggering [] Enable LAN Loopback
DMZ Host
ALG [ Apey |

Clear the IP address field and click ‘Apply’ to deactivate the DMZ host.

Multi Mat

Security

Enter the DMZ Host IP Address.

(Optional) To enable on-demand link diagnostics, click Enable LAN Loopback.

Click Apply to commit the new or changed address.

To deactivate a DMZ host, delete the IP address from the DMZ Host IP Address field, and then click Apply.

ik W
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ALG

On this page, you can enable Session Initiation Protocol (SIP) for your NAT. SIP is a communications protocol for signaling and
controlling multimedia communication sessions.

1. In the left navigation bar, click Advanced Setup > NAT > ALG. The following page appears.

- MART/ RG® SR616ac

forward thinking

Device Info ALG
AL L Select the ALG below.
Layer2 Interface
WAN Service
VPN

Ethernet Mode

SIP Enabled

2. Todisable SIP for your NAT, clear the SIP Enabled checkbox.
3. Click Save/Apply to commit the new or changed address.

Multi NAT

On this page, you can define rules for managing access to your NAT. You can create multiple rules and apply them to as many as
eight address ranges.
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1. In the left navigation bar, click Advanced Setup > NAT > Multi NAT and then click Add. The following page appears.

SMART/RG’ SR616ac

orward thinking

Dervice Infa
Advanced Setup
Layer? Interface
WAN Service
VPN Rule Type: | Pleasa Salect ¥
Ethemnet Mode Use interface: ipoe_0_0_35/atmd 1 v
LAN

HAT internalAddrStart  internalAddrEnd externalAddrStart  externdddrEnd
Virtual Servers

NAT -- Multi NAT

Port Triggering
DME Host

ALG

Miulti Mak

Security

Parental Control
Cuality of Service
Routing

[iHS

2. Madify the fields as needed, using the information in the table below.

Field Description

Rule Type ' Select the type of rule. Options are One to One, One to Many, Many to One, and Many to
Many
Use Interface ' Select the interface to which this rule will apply.

externalAddrEnd ‘Enter the ending address for the external server.

3. Click Apply/Save to save and apply the settings. The server or servers for the selected service appear on the
MultiNat table page.

Security

In this section, you can configure the incoming and outgoing IP filtering and MAC filtering.

IP Filtering - Outgoing

On this page, you can add an outgoing filter and prevent certain data being transferred from the LAN to the WAN.

You can define up to 32 outgoing IP filters.
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1. In the left navigation bar, click Advanced Setup > Security and then click Add. The following page appears. You can
also reach the Outgoing IP Filtering Setup page by clicking Advanced Setup > Security > IP Filtering > Outgoing.

SMART/RG

SR616ac

orward thinking

Device Info

Advanced Setup
Layer? Interface
WAN Service
VN

Add IP Filter -- Outgoing

The screen allows you to create a filter rule to identify cutgoing IP traffic by
specifying a mew filver name and at least one condition belove. All of the
specified conditions in this filter rule must be satisfied for the rule to take
effect. Click ‘Apply/Save’ to save and activate the filter.

Ethemset Mode Filter Marme:
LANH
MAT IP Version: IPv4 d
Security Protocal: r

P Filéerirrg Source IP address]fprefix length]:

MAL Filtering Source Port (port or port:port):

e Destination [P address[/prefix length]:
Parental Control Destination Port (port or port:part):
Cuality of Service
Aoy iave

e g - e

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit the completed entry.

The fields on this page are defined below.

Field Name Description

Filter Name - Enter a descriptive name for this filter. No special characters or spaces are allowed.

................................................................................................................................................

IP Version - For the filter to be configured and effective for IPV6, the gateway must be installed on a network that is either
-apure IPV6 network (with that protocol enabled) or is both IPV4 and IPV6 dual protocol enabled/configured.
: Options are IPv4 and IPv6. The default is IPv4.

If you select IPV6, Source IP address and Destination IP address must be specified in IPV6 format, i.e., an IPV6-
compliant, hexadecimal address such as: 2001:0DB8:AC10:FE01:0000:0000:0000:0001.

:Select the protocol profile for the filter you are defining. TCP/UDP is most commonly used. Options are
: TCP/UDP, TCP, UDP, and ICMP.

Source IP address :Enter the source IP address of a LAN side host for which you wish to block outgoing traffic using the specified
[/prefix length] . protocol(s).

' Note: The address specified here can be a particular address or a block of IP addresses on a given network

subnet. This is done by appending the associated routing "prefix" length decimal value (preceded with the
‘slash) to the addresses.

Source Port (port :Set the source host port (or range of ports) for the above host (or range of hosts) to define the ports profile for
or port:port) :which egress traffic will be blocked from reaching the specified destination(s).
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Destination IP . Enter the destination IP address of a LAN side host for which you wish to filter (block) outgoing traffic using the
address [/prefix  :specified protocol(s).

length] ' Note: The address specified here can be a particular address or a block of IP address on a given network

subnet. This is done through appending the address with the associated routing "/prefix” length decimal value
‘ (preceded with the slash).

Destination Port  :Set the destination host port (or range of ports) for the above host (or range of hosts) to define the destination
(port or port:port) :port profile for which egress traffic will be blocked, e.g., for a computer external to the local network.

IP Filtering - Incoming

On this page, you can add an incoming filter and prevent certain data being transferred from the WAN to the LAN.

1. In the left navigation bar, click Advanced Setup > Security > IP Filtering > Incoming and then click Add. The following
page appears.

SMART/RG'

orward thinking

SR&16ac

Device Info
Aavanced Setup

Layer? Interface

WiAH Service
VPN

Ethemet Mode
LAN

HAT

Security

IP Filtering

MAL Filtering
Parental Control
Quality of Service
Routing
OHS
DsL
UPnP
DHS I-‘ru:-.'y

Interface Grouping

sy

Add IP Filter - Incoming

The screen allows you to create 3 filter nde to identify incoming [P traffic by
specifying a new filter name and at least one condition below. All of the
specified conditions in this filter rule must be satisfied for the rule o take
effect. Click "Apply/Save’ to save and activate the filter,

Filter Mameg:

1P Version: 1Pvd ¥
Protocol: B b
Source [P address/prefix length]:

Source Port (port or port:port):

Destination [P address]/prefic Ienqm]::

Destination Poart (port or port:port):

WAN Interfaces (Configured in Routing mode and with firewall
enabled)

Select one or more WAN interfaces displayed below to apply this rde.

o Selgct Al Gpoe_0_0_35/3tm0.1 ¥ pppee_ithd ppp0.1

2. Fill in the fields, using the information in the table below. The Filter Name and Protocol fields are required.
3. Click Apply/Save to commit your changes.

The fields on this page are defined below.

Field Name Description

Filter Name - Enter a descriptive name for this filter. No special characters or spaces are allowed.
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IP Version - For the filter to be configured and effective for IPV6, the gateway must be installed on a network that is
- either a pure IPV6 network (with that protocol enabled) or is both IPV4 and IPVé6 dual protocol
»enabled/configured. Options are IPv4 and IPv6. The default is IPv4.

If you select IPV6, Source IP address and Destination IP address must be specified in IPV6 format, i.e.,
an IPV6-compliant, hexadecimal address such as: 2001:0DB8:AC10:FE01:0000:0000:0000:0001.

Protocol - Select the protocol to be associated with this incoming filter. Options are TCP/UDP, TCP, UDP, or ICMP,
Source IP address - Enter the source IP address for this filter. For IPv6, enter the prefix as well.

[/prefix length]

Source Port (port or Enter a source port number or range (XXXXX:yyyyy).

port:port) :

Destination IP address  : Enter the destination IP address for this filter. For IPv6, enter the prefix as well.
[/prefix length]

Destination Port (port or : Enter destination port number or range (XXXXX:yyyyy).

port:port)
DROP - Click to create a filter that will drop packets that meet the conditions of this filter.
WAN Interfaces - Click to apply this rule to all WAN interfaces or only certain types. Options are Select All or select any of

' the types defined for your network. The default is Select All.

MAC Filtering

On this page, you can manage MAC filtering for your gateway.

Your gateway can block or forward packets based on the originating device. This MAC filtering feature is available only in Bridge
mode. For other modes, similar functionality is available via IP Filtering.
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1. In the left navigation bar, click Advanced Setup > Security > MAC Filtering. The following page appears.

SMART/RG’ SR616ac

forward thinking

Device Info MAC Filtering Setup
Advanced Setup MAC Filtering is only effective on ATM PVCs configured in Bridge mode.
Layer2 Interface FORWARDED means that all MAC layer frames will be FORWARDED
WAN Service except those matching with any of the specified rules in the following table.
e BLOCKED means that all MAC layer frames will be BLOCKED except those
VPN matching with any of the specified rules in the following table.
Ethermnet Mode
LAN MAC Filtering Policy For Each Interface(maxinum 32 entries):
WARNING: Changing from one policy to another of an interface will
NAT cause all defined rules for that interface to be REMOVED
Security AUTOMATICALLY! You will need to create new rules for the new policy.

IP Filtering

Parental Control
Giaty il Sesyice atm0.2 |FORWARD | [

Routing
DNS

DSL

UPnP

DNS Proxy

[ Crange Policy |

Choose Add or Remove to configure MAC filtering rules.

IP Tunnel
Certificate

Power Management
Multicast

Wireless,

2. To modify settings for an existing policy, click the Change checkbox next to it, and then click Change Policy. Options
are BLOCKED and FORWARD. The page refreshes, showing that the action has changed. The Change Policy button
acts like a toggle switch, clicking it switches the policy from BLOCKED to FORWARD and back again.

To add a MAC filtering rule, click Add and follow the instructions in Adding a MAC Filter.
4. Toremove arule, click the Remove checkbox next to the rule and click the Remove button.

When your changes are completed, click Apply/Save to commit your changes.

Adding a MAC Filter

You cannot edit rules but you can add new ones and then remove the obsolete ones.
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1. On the MAC Filtering Setup page, click Add. The following page appears.

SMART/RG’ SR616ac

F‘orward thinking

Device Info Add MAC Filter

Advanced Setup Create a filter to identify the MAC layer frames by specifying at least one
Layer2 Interface condition below. If multiple conditions are specified, all of them take effect.
WAN Service Click ‘Apply' to save and activate the filter.

3\

VPN Protocol Type: |
Ethernet Mode

LAN

Vl

Destination MAC Address:
Source MAC Address:

NAT

Security Frame Direction: LAN<=>WAN

IP Filtering

MAC Filtering WAN Interfaces (Configured in Bridge mode only)

Parental Control

Quality of Service

Routing [ appyssave |
DNS

DSL

MWMM

2. Fill in the fields, using the information provided in the following table. The Protocol Type field is required.

Click Apply/Save to commit your changes.

Field Name Description

Protocol Type :Select the protocol associated with the device at the destination MAC address. Options are PPPoE, IPv4,
. IPv6, AppleTalk, IPX, NetBEUI, and IGMP.

Destination MAC Enter the MAC address of the device that you want to associate with this filter

Address

Source MAC Address Enter the MAC address of the device that originates the requests intended for the device associated with
' the Destination MAC Address.

Frame Direction :Select the incoming/outgoing packet interface. Options are LAN<=>WAN, WAN=>LAN, and LAN=>WAN,
' The default is LAN<=>WAN (both directions).
WAN Interfaces - Select the WAN interface(s) for which the filter should apply. Only interfaces configured for Bridge mode

-are available.

Parental Control

In this section, you can manage time restrictions and block or allow specific URLs.
Time Restriction
On this page, you can control time restriction settings for a LAN device that connects to the gateway.

Note: Before you can create a time restriction rule, the gateway's time must be set. You can do this on the Management > Internet
Time page.
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1. In the left navigation menu, click Advanced Setup > Parental Control and then click Add. The following page
appears.

SMART/RG’
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Device Info Access Time Restriction
Advanced Setup

Layer? Interface This page adds time of day restriction to a special LAN device connected to

WAN Service
VPN

Ethernet Mode
LAN

the Router. The 'Browser's MAC Address' automatically displays the MAC
address of the LAN device where the browser is running. To restrict other
LAN devices, click the 'Other MAC Address' button and enter the MAC
address of the other LAN devices. To find out the MAC address of 3
Windows based PC, go to command window and type 'ipconfig /all'.

o User Name L 1

Security

Parental Control
Time Restriction
Url Filter

Quality of Service

Routing Days of the week

@® Browser's MAC

Address
O Other MAC Address ]

[re0ecnonotied
DNS Click to select ,ﬁ,ﬁ,ﬁ,ﬁ,ﬁ,ﬁlﬁ
DSL

Start Blocking Time
UPnP (hh:mm}) l:l
DNS Proxy End Blocking Time (hh:mm) l:l -
| Appiyssave |

Interface Grouping
IP Tunnel

2. Enter the user name for which this rule applies.

(Optional) Enter an additional MAC address by clicking Other MAC Address and entering the address in the adjacent
field.

4, Select the days of the week when this rule should apply.
Enter the starting and ending times for the periods that you want blocked. Use 24-hour format.
6. Click Apply/Save toimplement the settings. You are returned to the Parental Control > Access Time Restriction page.
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Url Filter

On this page, you can prevent the LAN users from accessing some Web sites.

1. Click Advanced Setup > Parental Control > Url Filter. The following page appears.

SMART/RG SRé16ac

orward thinking

URL Filter -- Please select the list type first then conligure the list
entries, Maximum 100 entries can be configured,

URL List Type: ® Exclude O Indude
Ethernet Mode

L&M
MAT Add Fetriren

Addrpss | Port | Wieekdanys | Start | Stop | Remove

2. Select whether to exclude or include the URLs in the list you are going to create. If you select Exclude, users cannot
access the URLs in the list. If you select Include, users can access the URLs in the list.

3. Tocreate the list of URLs, click Add. The following page appears.

SMART/RG SR6 16ac

orward thinking

Device Info Parental Control — URL Filter Add

Advanced Set ai .
eonloces up Enter HTTP URL address and port number then click ‘Apply/Save’ to add the
LayerZ? Interface antry to the URL filter.
WAN Service

el
e URL Address:

Ethernet Mode —-—i f T
T (Default 50 will be applied if
LAN Port Number: ey gy
HAT
Security . Davs o the weeh
bt it IClick to select
Time Restriction
Lt Filter Start Time (hh:mm)
Quality of Service End Time {hh:mm)

Routing
DHS

_ MKl

4. Enter the URL address and its corresponding port number. For example, enter http://www.google.com as the URL
address and 80 as the port number. If you leave the Port Number field blank, the default port number of 80 is used.

Select the days of the week when this rule will apply.
Enter the starting and ending time periods when this rule should be active. Use 24-hour format.
Click Apply/Save to save your changes. You are returned to the Parental Control > URL Filter page.
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Quality of Service

Quality of Service (QoS) enables prioritization of Internet content to help ensure the best possible performance. This is particularly
useful for streaming video and audio content with minimized potential for drop-outs. QoS becomes significant when the sum of all
traffic (audio, video, data) exceeds the capacity of the line.

In this section, you can disable/enable QoS and configure queues and classification rules.
Quality of Service
On this page, you can enable or disable QoS and set the DSCP Mark classification.

The maximum number of queues that can be configured vary by mode, as shown below.

Mode Maximum # of queues

ATM 16
Ethernet & Ethernet WAN  : 8 per interface
PTM 8

Note: Queues for wireless connections (e.g., WMM Voice Priority) are shown only when wireless is enabled. If the WMM Advertise
option on the Wireless > Basic Setup page is disabled, assigning classifications to wireless traffic has no effect.

1. In the left navigation bar, click Advanced Setup > Quality Of Service. The following page appears. The Quality of
Service feature is enabled by default.

SMART/RG’ SR6 16ac

fforward thinking

Device Info QoS -- Queue Management Configuration

Advanced Setup If Enable QoS checkbox is selected, choose a default DSCP mark to

Layer? Interface automatically mark incoming traffic without reference to a particular
WAN Service classifier. Click '‘Apply/Save’ button to save it.

VPN

Ethernet Mode
LAN

NAT

Mote: If Enable Qos checkbox is not selected, all QoS will be disabled
for all interfaces.

Mote: The default DSCP mark is used to mark all egress packets that do
not match any classification rules.

Security
Parental Control

Quality of Service Enable QoS

QoS Queue

QoS Classification

QoS Port Shaping Select Default DSCP Mark
Routing
DNS s

i M~wWWu

2. Todisable QoS for ALL interfaces, click the Enable QoS check box to clear it.

(Optional) Select the default DSCP Mark (Differentiated Services Code Point) classification value to be used. The
default is No Change(-1).

4. Click Apply/Save to save your settings.
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QoS Queue

On this page, you can configure a queue and add it to a selected Layer2 interface. You can also edit and delete queues. A number of
standard queues are already defined. You may have to remove queues that you don't need in order to create the desired queues.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue. The following page appears.

MART/RG’ SRé16ac

forward thinking

Device Info QoS Queue Setup
Advanced Setup In ATM mode, a maximum of 16 gqueues can be configurad.
Layer? Interface In PTM mode, a maximum of 8 gueues can be configured.
WAN Service For each Ethernet interface, a maximum of 4 queues can be configured.
\ For each Ethernet WAN interface, a maximum of 8 gueues can be configured.
VPN To add a queue, click the Add button.
Ethernet Mode To remove queues, check their remove-checkboxes, then click the Remove button.
LAN The Enable button will scan through every gueues in the table.Queues with enable-checkbox checked will be enabled.
Queues with enable-checkbox un-checked will be disabled.

NAT The enable-checkbox also shows status of the queue after page reload.
Security
P tal Control = s DsL PTM Shaping Min Bit Burst

aren on > | Key | Interface | Qid | Prec/Alg/Wght e TR an BIE | BUBE ] Enable | Remove
Quality of Service Latency | Priority | Rate(bps) | Rate(bps) | Size(bytes)

QoS Queue loefat! | T 1 "7 1 7 1 17 1 -1

Queue Configuration Queue 253 2 £ RIVERR{L Patho
Wlan Queue
% Default

QoS Classification Queue 100 ptmo ! 8/WRR/1 Patho Low

QoS Port Shaping
Routing [[aad | [ Enale | [ Remove |

DNS

=

2. Toadd aqueue:
a. Click Add at the bottom of the table. The following page appears.

- MART/ RGQ SR616ac

forward thinking

Device Info QoS Queue Configuration

Advanced Setup This screen allows you to configure a QoS gueue and assign it to a specific
Layer? Interface layer2 interface. The scheduler algorithm is defined by the layer2 interface.

WAN Service

i Name —
Ethernet Mode Enable:

LAN
Security
Parental Control [ appiyssave |

Quality of Service
QoS Queue

LTI

b. Fill in the fields, using the information in the following table. The visible fields vary by interface and
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queue precedence selections. In most cases, you can use the default values.
c. Click Apply/Save. You are returned to the Qos Queue Setup page.

3. Toremove a queue, click the Remove checkbox to the right of the entry and then click the Remove button at the
bottom of the page.

4, Click Apply/Save to save your settings.

The applicable fields are explained below.

Field Name Description

Name . Enter a descriptive name for this configuration.

Enable ‘Select to enable or disable this QoS queue for the interface that you select. Options are Enable and Disable.
' The default is Enable.

Interface :Select the Layer 2 interface to be associated with the defined QoS queue, e.g., ethO or ptm01.

Queue Precedence : (Appears when atm, eth or ptm interfaces are selected in the Interface field) Select the priority value to
' be associated with the defined QoS queue. Options vary by interface and can include 1(SP), 1(WRR|WFQ), 2
: (SP), 3(WRR), 4(SP|WRR|WFQ), and so on.

Note: The lower the precedence value, the higher priority the queue is given. Traffic is given priority based
on the combined values from this field and Queue Weight field.

The following fields become visible based on your selections in the Interface and Queue Precedence fields. Which fields appear
vary by your selections. The fields are listed below in alphabetical order.

DSL Latency : This option is set to PathO by default and cannot be changed. No error correction is performed. This can
:reduce latency on error-free lines.

Minimum Rate - Enter the minimum shaping rate defined for packets in QoS queues. Options are 1 - 100000 Kbps. The default
+is -1 (no minimum shaping rate).

PTM Priority : Select the priority for this queue. Options are Low and High. The default is Low.

Queue Weight - Enter the weighting value to associate with this queue. Options are 1 - 63. The default is 1.

Note: The higher the weighting value, the more frames that are sent proportionately given the WRR
- algorithm employed. Traffic is given priority based on the combined values from this field and the Queue
' Precedence field.

Scheduler Algorithm : Select an algorithm for data priority in queues. Options are:
' « Weighted Round Robin: Applies a fair round robin scheme weighting that is effective for networks
with fixed packet sizes, e.g., ATM networks.

« Weighted Fair Queuing: Applies a fair queuing weighting scheme via allowing different sessions to
have different service shares for improved data packets flow in networks with variable packet size,
e.g., PTM/IP networks.

Shaping Burst Size  : Enter the shaping burst size to be applied to packets in the defined queue. Options are 1600 bytes or
- greater.

Shaping Rate - Enter the shaping rate for packets in QoS queues. Options are 1 - 100000 Kbps. The default is -1 (no minimum
:shaping).

WLAN Queue
On this page, you can view the WLAN queues defined for your network.

Note: Make sure that wireless connection is active by going to Wireless and clicking Apply/Save.
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In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue > Wlan Queue. The following page appears.

®
- I'I| IART/RG SR616ac
forward thinking
Device Info QoS Wlan Queue Setup
Advanced Setup MNote: If WMM function is disabled in Wireless Page, queues related to
Layer2 Interface wirgless will not take effect.
WAN Service
Ethemet Mode WMM Voice Priority 1 wlD -] Enabled
LAN
NAT WMM Voice Priority | 2 wlo 2/sp Enabled
Security WMM Video Priority | 2 wlD 3/5P Enabled
Farental Control WMM Video Priority | 4 wio 4/sp Enabled
Quality of Service
QoS Queue WMM Best Effort 5 wlo 5/SP Enabled
Queue Configuration WMM Background | 6 wlD 6/SP Enabled
Wlan Queue
. : . WMM Background 7 wlo 7/5P Enabled
QoS Classification
QoS Port Shaping WMM Best Effort 8 wliD 8/SP Enabled
Routing WMM Voice Priority | 33 |  wl1 1/P Enabled
DNS
DSL WMM Voice Priority | 34 wll 2/SP Enabled
UPnP WMM Video Priority | 35 wil 3/sp Enabled
e b WMM Video Priority | 36 |  wil 4/5p Enabled
Interface Grouping
IP Tunnel WMM Best Effort 37 wll 5/SP Enabled
Certificate WMM Background | 38 wlil 68/SP Enabled
Power Management
R WMM Background | 39 wil 7/5P Enabled
Multicast
WMM Best Effort 40 wll 8/SP Enabled

QoS Classification

On this page, you can create classifications (traffic class rules) for assigning ingress traffic to a priority queue.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Classification and then click Add. The
following page appears. A maximum of 32 entries can be configured.
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forward thinking

Device Info Add Network Traffic Class Rule

AR This screen creates a traffic class rule to classify the ingress traffic into a priority queue

Layer? Interface and optionally mark the DSCP or Ethernet priority of the packet.
WAN Service Click 'Apply/Save’ to save and activate the rule.

VPN Traffic Class Name:
Ethernet Mode Rule Order: Last ~
LAN Rule Status: Enable ~
NAT

Security
Parental Control Ingress Interface: LAM N

Specify Classification Criteriad blank criterion indicates it is not used for classification.

Ether Type: V|
Source MAC Address
Source MAC Mask:
Destination MAC Address:

Wan Queue Destination MAC Mask:
QoS Classification

S Port Shaping

Quality of Service
QoS Queue

Queue Configuration

Specify Classification Results (4 blank value indicates no operation.)

Routing Specify Edress Interface (Required): ~
DNS Specify Egress Queue (Required): w
DSL - Packets classified into a queue that exit through an interface for which the queue
e is not specified to exist, will instead egress to the default queue on the interface.
n
DNS Proxy
Interface Grouping Mark 802.1p priority: ) | - ]
P T . - Class non-vlan packets egress to a non-vlan interface will be tagged with VID 0 and the
e class rule p-bits.
Certificate - Class vlan packets egress to a non-vlan interface will have the packet p-bits re-marked
Power Management by the class rule p-bits. No additional VLAN_tag Is added. ] ]
. - Class non-vlan packets egress to a VLAN interface will be tagged with the interface VID
Multicast and the class rule p-bits.
Wireless - Class VLAN packets egress to a VLAN interface will be additionally tagged with the
packet VID, and the class rule p-bits.
Set Rate Limit(kbps): [ |iKbits/s]

 Appiy/save |

2. Fillin the fields, using the information in the table below.
Click Apply/Save to commit your changes.

The fields on this page are defined below.

Field Name Description

Add Network Traffic Class Rule section

Traffic Class Name . Enter a descriptive name for this rule.

This option is set to Last and cannot be changed. Every rule is set as the very last classification rule
to be processed.

Rule Status :Select whether this rule is active or inactive. Options are Enable and Disable. The default is Enable,

Specify Classification Criteria section

All fields in this section are optional. A blank field identifies a criterion that is not used.
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Ingress Interface :Select an interface for incoming traffic. Options are LAN, WAN, Local, 2.4GHz, 5GHz, and any
“interface defined for your network. The default is LAN.

Ether Type :Select the Ethernet interface type for this classification. Options include IP, ARP, IPV6, PPPoE, and
-any other Ethernet interface defined for your network.

Source MAC Address / Mask : (Available for LAN, ATM, ETH, PPP-Routed and wireless interfaces only) Enter the source MAC
»address and source MAC mask for this classification.

Destination MAC Address /  : (Avdilable for LAN, ETH and wireless interfaces only) Enter the destination MAC address and
Mask - destination MAC mask for this classification.

Source IP Address [/ Mask] or : (Available for WAN, ATM and PPP-Routed interfaces only) Select the source for this classification.
Vendor Class ID or User Class :Options are:

ID « Source IP Address[/Mask]: Enter the source IP address and source IP mask.
« Vendor Class ID (DHCP Option 60): Enter the vendor class ID.
« User Class ID (DHCP Option 77): Enter the user class ID.

Destination IP Address : (Available for WAN and ATM interfaces only) Enter the destination IP address and source IP mask for
[/ Mask] : this classification.

IP Length Check (Min/Max) : (Avdilable for Local, ATM interfaces only) Enter the minimum and maximum number of digits
‘required for IP addresses.

Protocol ‘ (Available for WAN, Local, and ATM interfaces only)Select the protocol specified for this
 classification. Options are TCP, UDP, ICMP, and IGMP.
UDP/TCP Source Port ' (Appears when TCP or UDP is selected in the Protocol field) Enter the source port to be used for

- this classification. You can enter a range (port:port) or a single port.

UDP/TCP Destination Port ‘ (Appears when TCP or UDP is selected in the Protocol field) Enter the destination port to be used
- for this classification. You can enter a range (port:port) or a single port.

Specify Egress Queue :Select from the available queues.

Note: Make sure to select a queue that is defined for the interface that you selected. If you select a
:queue that is not defined for the selected interface, any packets classified into that queue are
' processed by the default queue for the interface.

Mark Applied Differentiated f Select the desired DSCP code.
Service Code Point

Mark 802.1p priority (Avallable for LAN, bridged and wireless interfaces only) This value is inserted into the Ethernet
- frame and used to differentiate traffic. Lower values assign higher priorities. Options are 0 - 7.

Set Rate Limit (Kbps) : Enter the data traffic rate limit for this classification in kilobits per second.

QoS Port Shaping

On this page, you can configure a fixed rate (Kbps) for each of the Ethernet ports.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Port Shaping. The following page
appears.
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orward thinking

Device Info QoS Port Shaping Setup
Rdicnces saip QoS port shaping supports traffic shaping of Ethernet interface.
Layer? Interface If "Shaping Rate" is set to "-1", it means no shaping and "Burst
WAN Service Size" will be ignored.

VPN
Ethermnet Mode Shaping Rate (Kbps) | Burst Size {b ytes)
F

NAT

Security

Parental Control

Quality of Service
QoS Queue

Queue Configuration
Wlan Queue

QoS Classification

Qo5 Port Shaping

2. (Optional) For each interface in the table, enter a Shaping Rate (in Kbps) and a Burst Size (in bytes). The default
settings work for most scenarios.

3. Click Apply/Save to commit your changes.

Routing

In this section, you can configure default gateway, static routing, policy routing and RIP settings.
Default Gateway

On this page, you can select the WAN interface for the default gateway.
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1. In the left navigation bar, click Advanced Setup > Routing. The following page appears.

- MART/ RG® SR616ac

forward thinking

Device Info Routing -- Default Gateway

Advanced Setup

Layer? Interface Default gateway interface list can have multiple WAN interfaces
WAN Service to serve as system_ de_tfauh; gateways but only one will be used
according to the priority with the first being the highest and
VPN the last one the lowest priority if the WAN interface is
Ethernet Mode connected. Priority order can be changed by removing all and
LAN adding them back in again.
NAT
P Selected Default Available Routed WAN
5 Gateway Interfaces Interfaces

Parental Control
Quality of Service ppp0.1 atm0.1
Routing pppl

Default Gateway

Static Route | = |

Policy Routing o

RIP
DNS
DSL

UPnP

DNS Proxy
Interface Grouping
IP Tunnel
Certificate Selected WAN Interface | ipoe_0_0_35/atm0.1 ~

TODQ: IPVE =**+==**=== Solact a preferred wan interface as
the system default IPve gateway.

Power Management
Multicast
Wireless :_-_*'.*PF-";'EEW .

Voice

Prgeon nriic

2. (Optional) Select entries in the lists and click the arrows to move your selections from left to right or right to left.
3. (Optional) In the Selected WAN Interface field, select the appropriate interface.
4. Click Apply/Save to implement the settings.

Static Route

On this page, you can configure static routes for your network. Static route is a form of manually configured, fixed route for IP data.
You can enter a maximum of 32 entries.

1. In the left navigation bar, click Advanced Setup > Routing > Static Route and then click Add. The following page
appears.
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Device Info Routing -- Static Route Add

Advanced Setup Enter the destination network address, subnet mask, gateway

Layer2 Interface AND/OR available WAN interface then click 'Apply/Save’ to add
WAN Service the entry to the routing table.

VEN

Ethernet Mode IP Version: Pvd v|
LAN Destination IP address/prefix length: |

NAT Interface: s |

s Gateway IP
el I
. Address:
Parental Control
Quality of Service (optional: metric number should be greater than or equal to
g zZero)
Routing :

Default Gateway
Static Route | Appiy/save |

Policy Routing
_ RIP : - ; : N o .

2. Fill in the fields, using the information in the table below.

3. Click Apply/Save to commit your changes.

Field Name Description

IP Version :Select the IP version associated with the static route you wish to create. Options are IPv4 and IPv6. The
- default is IPv4.

Destination IP address/  :Enter the destination network address / subnet mask for this route.

prefix length

Interface Select the WAN Interface for this route. This list is filtered by the selected IP version.
Gateway IP Address 'Enter the next-hop IP address. If needed, include the /prefix length.
Metric | (Optional) Enter anumber that is zeroor higher.

Policy Routing

Policy routing makes somewhat automated routing choices based on policies defined by a network administrator. For example, a
network administrator might want to deviate from standard routing based on destination markers in the packet and, instead,
forward a packet based on the source address. Use this feature to establish similar policies.

1. In the left navigation bar, click Advanced Setup > Routing > Policy Routing and then click Add. The following page
appears.
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'P‘orward thinking

Device Info Policy Routing Setup

Enter the policy name, policies, and WAN interface then click
"Apply/Save” to add the entry to the policy routing table.
Layer2 Interface MNote: If selected "IPoE" as WAN interface, default gateway
WAN Service must be configured.

VPN
Ethernet Mode Policy |:|

LAN Name:

NAT Physical LAN Port: | -
Security Source |:|

Parental Control Ik
Quality of Service Use
Routing Interface:

Default
Default Gateway e 1

Static Route

Advanced Setup

lipoe_0_0_35/atm0.1 |

Policy Routing

| appty/save |
RIP Aol
DNS
e ' 4 "‘\WWJ—

2. Fill in the fields, using the information in the table below.
Click Apply/Save to commit your changes. You are returned to the Policy Routing Setting page.
4, Toremove aroute, click the Remove check box next to it and then click the Remove button. The list is refreshed.

Field Name Description

Policy Name - Enter a descriptive name for this entry to the policy routing table. The maximum is 8 characters. Special
: characters are not allowed.

Physical LAN Port :Select a physical LAN interface for the policy route. Options include Ethernet (LAN) ports 1-4 and both
- wireless bands.

................................................................................................................................................

Default Gateway IP : Enter the IP address for the default gateway associated with the selected interface. If you select an IPoE
rinterface, the IP address is required.

RIP

RIP (Routing Information Protocol) is a type of distance-vector routing protocol, which leverages hop count as a metric for routing. RIP
puts a limit on the number of hops (maximum of 15) allowed in order to prevent routing loops. This can sometimes limit the size of
networks where RIP can be successfully employed.
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1. In the left navigation bar, click Advanced Setup > Routing > RIP. The following page appears.

SMART/RG’ SR616ac

orward thinking

Device Info Routing -- RIP Configuration

FAICEs] Se iy NOTE: RIP CANNOT BE CONFIGURED on the WAN interface
Layerl Interface which has MAT enabled (such as PPPoE).

WAHN Service

VEN To at_:tivate RIP for t_:he WAN Interface, sel_ect the desired RIP
s version and operation and place a check in the ‘Enabled’
Ethemnet Mode checkbox. To stop RIP on the WAN Interface, uncheck the
LAN ‘Enabled’ chedkbox. C?L'k. thn_a ‘Apply/Save’ button to start/stop
T RIP and save the configuration.

Security
Parenta Control

Quality of Service

Interface Version | Operation _En:l.t.l.s~d

Routing

Default Gateway

Static Route

Sl oy [ P

2. For the interface that you want to modify, select values using the information in the table below.
3. Toenable a configuration, click the Enabled checkbox next to the interface.
4. Click Apply/Save to commit your changes.

Field Name Description

Interface - Displays a list of available WAN interfaces.

Version :Select the applicable version of the Routing Interface Protocol. For detailed information about versions, refer to
* RFC 1058 and RFC 1453. Options are 1, 2, and Both. The default is 2.

Operation : This option is set to Passive and cannot be changed. This mode listens only. It does not advertise routes.

DNS

In this section, you can configure a DNS server, dynamic DNS and static DNS.

DNS Server

On this page, you can select a DNS server interface from the available interfaces, manually enter the DNS server addresses, or
obtain the DNS address from a WAN interface.
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1. In the left navigation bar, click Advanced Setup > DNS. The following page appears.

SMART/RG’ SRé16ac

orward thinking

DNS Server Configuration

Selact DMS Server Interface from available WAN interfaces OR enter stabic DNS server
IP addresses for the system. In ATM mode, if only a single PVC with 1Poa or static 1PoE
protocol is configured, Static DNS server [P addresses must be entered.

DMS Server Interfaces can have multple WAN mberfaces bo serve a8 system dns
servers but only one will be used aocording to the prionty with the first being the
higest and the last one the lowest priority if the WaN interface is connected. Prioity
order can be changed by removing all and adding them back i agam.,

(= Select DNS Server Interface From available WAN interfaces:

Selacted DMNS Server Avalable WAN
Interfaces Interfaces
popl.1 atmi. 1

pEpl

) Use the following Static DNS IP address:
Primary DNS server:
Secondary DNS server:

TODO: PG =========== Salect the configured WaN mbterface for [Py DNS Server
nformation OR enter the state IPvE DNS server Addresses,

Hobe that selecting a WAN inberface for IPvG DNS server will enable DHCPvS Client on
that interface.

® Obtain [Pvé DNS info from a WAN interface:
WAN Interface selacted: | ipoe_0_0_35/atmd.1 |

2 use the following Static IPwS DNS address;
Pramacy [Pwh DNGS Sérver:
Secondary [Pvé DNS server:

Appiy MLk

2. Do one of the following to configure the DNS server:

« Select the DNS server interface from available WAN interfaces: Select interface entries in the lists and
click the arrows to move the entries right or left.

« Define a static DNS IP address: Click Use the following Static DNS IP address and enter the DNS server IP
addresses.

« Obtain IPv6 DNS information from a WAN interface: Select the interface in the WAN Interface Selected
field. If no WAN interface is configured for your gateway, this field is disabled.
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« Define a static IPv6 DNS IP address: Click Use the following Static IPv6 DNS address and enter the DNS
server IP addresses.

3. Click Apply/Save to apply your settings.
Dynamic DNS

Dynamic DNS (DDNS) automatically updates a name server in the DNS with the active DNS configuration of its configured hostnames,
addresses or other data. Often this update occurs in real time. You can configure the settings for this feature on this page.

1. In the left navigation bar, click Advanced Setup > DNS > Dynamic DNS and then click Add. The following page
appears.

- MART/ RG# SRé16ac

orward thinking

Device Info Add Dynamic DNS
Advanced Setup
Layerd Interface This page allows you to add a Dynamic DNS address from
WAM Sendce DynDNS.org, TZO, of Ro-ip.com.
VPN i
Ve D-DNS provider | DynbDNS.org ~ |
Ethermnet Mode
LAN Hostnarme | | :
MAT Interface |ipoe_0_0_35/atmi.1 -~ |

Security

DynDNS Settings

Usemame

Quality of Service Password
Routing Appty/Save
DS

DNS Server

Parental Control

2. Madify the fields as needed, using the information in the table below.
3. Click Apply/Save to commit your changes.

Field Name Description

D-DNS provider: Select a dynamic Domain Name Server provider. Options are DynDNS.org, TZO or no-ip.com. The default is

. DynDNS.org.
Hostname - Enter the host name of the dynamic DNS server.
Interface : Select the WAN interface whose traffic will be pointed at the specified Dynamic DNS provider.

Password - Enter the password for accessing the dynamic DNS server.

DNS Config

On this page, you can configure static host names for your DNS domains.
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1. In the left navigation bar, click Advanced Setup > DNS > DNS Config. The following page appears.

SMART/RG’ SRé16ac

orward thinking

Dns Domain Resolve Configuration

Chogse Add, or Remove to configure DNS Domain Configuration,

Domain | lpAddress | Remove
VPN )
Ethemet Mode
LM
HAT

SCurfie

2. Toadd a DNS domain, click Add. The following page appears.

SMART/RG SR616ac

forward thinking

Device Info DHS Domain Setup
B,

In the boxes below, enter the dns domain name, ip address to be created.
Domaan name accepts only characters of [a-Z] , [a-z] , [0-9] and [-.].

domain name: |
Ethemet Mode ipaddress:
LAN
MAT

Houting

3. Enter adomain name and IP address for the domain. Only letters, numbers, dashes, and periods are allowed.
4. Click Apply/Save to apply your settings.

DSL

On this page, you can set the DSL settings. The modem negotiates the modulation mode with the DSLAM; you usually do not need to
modify the factory default settings.
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1. In the left navigation menu, select Advanced Setup > DSL. The following page appears.
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vanced Setup

Layer? Interface

WAN Service

VPH

Ethernet Mode

LAN

MAT

Security

Parental Control

Quality of Service

Routing

DS

DSsL

UPnP

DMNS Proxy

Interface

IF Tunnel

Certificate

Power Managemen t

Multicast
Wireless

Nrd e
Violce

Diagnostics Tools

Management
L-::l

DSL Settings

Select the modulation below. Select the profile below.

B G.ome Enabled
B Glite Enabled
E471.413 Enabled
B ADSL2 Enabled
B annexL Enabled
B4 apsL2+ Enabled
] annexm Enabled

SR616ac

EAvDsL2 Enabled
EA3a Enabled

kA 8b Enabled
EAdsc Enabled

kA ad Enabled

E4 12a Enabled
4 12b Enabled
£ 17a Enabled
EA30a Enabled
[J 35b Enabled

Uso
EAEnabled

Select the phone line pair below.

®) Inner pair
O outer pair

Capability

Egitswap Enable

4l sra Enable
Cphyr Enable

[ ADSL PTM MODE Enabled

B4 G.INP Upstream
M G.INP Downstream

Dsl Led set

E Enable led blinking when dsl is down

Inventory Management

Fuse board serial for EOC Serial Number

Apphy/Savw

Aectvaneed Setvng
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2. Madify the settings as needed.
3. (Optional) To modify additional parameters, click Advanced Settings. The following page appears.

SR616ac
orward thinking

Device knfo DSL Advanced Settings

Advanced Setup Select the test mode below.

Lay aterface

WAM Service ® Normal
Vel O Reverb
Ethemet Mode O

LAN Medley
MAT D' No retrain
Security ':.:' L3

Parental Contral

Quality of Service

Routin g
DS

DSL

4, Select the test mode that you want to run.

To view the tone selection table, click Tone Selection. Changing these settings arbitrarily is not recommended.
Close the window to return to the DSL Advanced Settings page.

Click Apply and then click DSL in the left menu to return to the DSL page.
Click Apply/Save to save your changes.

UPnP

On this page, you can enable or disable the UPnP function.
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1. In the left navigation menu, click Advanced Setup > UPnP. The following page appears.

- MART/ RGa SR616ac

arward thinking

e Info UPnP Configuration
dSetup NOTE: UPRP is activated only when there is a live WAN service
with NAT enabled.

B Enable uPnP
Ethemat Mode

LAM
HAT

Security

Parental Control

i mb

2. Todisable UPnP, click the Enable UPnP check box to clear it.
Click Apply/Save to save and apply the settings.

DNS Proxy

On this page, you can enable or disable the DNS proxy function. This function is enabled by default.

1. In the left navigation menu, click Advanced Setup > DNS Proxy. The following page appears.

- MART/ RGE SR616ac
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Device Info DNS Proxy Configuration

E Enable DNS Proxy

WAN Service

VPH Host name of the Broadband Router: |Elun'w

i i fhoae Domain name of the LAN network:

LAN
AT
Security

Parental Control

Qualitanf Sacvian

2. Todisable the DNS Proxy, click the Enable DNS Proxy checkbox to clear it.

To modify the host and domain, enter the host name of the new broadband gateway and the domain name of the LAN
network.

4, Click Apply/Save toimplement the settings.
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Interface Grouping

On this page, you can configure interface groupings. Interface grouping supports multiple ports to PVC and bridging groups. Each
group performs as an independent network. Only the default group has an IP interface. To support this feature, you must create
mapping groups with the appropriate LAN and WAN interfaces.

1. In the left navigation menu, click Advanced Setup > Interface Grouping. The following page appears.

SMART/RG’ SR616ac

orward thinking

Device Info Interface Grouping -- A maximum 16 entries can be

. figured
Advanced Setup e
Layer? Interface Interface Grouping supports multiple ports to PVC and
WAN Service bridging groups. Each group will perform as an independent

S network. To support this feature, you must create mapping
VPN groups with appropriate LAN and WAN interfaces using the
Ethemet Mode Add button. The Remove button will remove the grouping
LAM and add the ungrouped interfaces to the Default group. Only

the default group has IP interface.
MAT

Security
Parental Control
I::l_u ali L:,' of Se

Routing

WAN LAN DHCP

owe

Interface Interfaces Vendor IDs

DS LAN1.O
DSL LANZ.0
ppp0.1 LANZ.0
atmO.1
Default atmo.2 LANS.0
PPP1 | 5 GHz Band
Certificate Z:faﬁz

Power Management

Multicast

Wireless
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2. Toadd anew grouping, click Add. The following page appears.

MART/RG SR616ac

praand Themicing

Inferfse grouping ¢ enliguralisn

To creste & new Pber S0E oroup

Tl the Grougs R Bnd th Qrou Rame Sl B Unegus and el sifuer 3. (dvname) o 1.
ot o) Bpborm

0T s e B0 sutommataally sa3d LAN chents 80 5 WAN Interfsce i the narey roup sdd the DHCP
varndor 10 strvsy. By confguisy & DHCP werder 1D S anvy DHOP dhent aQueil with th
Speclerd weraor B [DHCE apteon 80 will o dereed an [ sddresi brom the loesl DHCP Soraee
ASelet ebartaces from Che avadabde mterface ket and 3dd & (o the grouped smber s bt usng
the anow buttons o oreate the requered mappeng of the ports. Nele that thess cllonts. may
ebtain public 18 addrevies

Okl Spply Save button to make thar dhanges effechye mmaediately.

THPORTANT [T & vendor 10 ks conlfigured for a wpeciliic clieal device, pleas REBOOT the
client device sttsobed Do (e mmodem bo allow 8 bo oblass sn sppeageriste [ sddress,

Cromp Mams:

3. Follow the on-screen instructions and then click Apply/Save.

4, Toremove agrouping from the list, click the Remove checkbox next to the group name and then click the Remove
button. You can only remove groupings that you create.

IP Tunnel

IP Tunneling is typically used as a means to establish a path between two independent networks.
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In this section, you can configure connections of IPv6 networks across the IPv4 internet or IPv4 in IPvé.

IPv6inIPv4

On this page, you can configure a tunnel for IPvé6inIPv4.

1. In the left navigation bar, click Advanced Setup > IP Tunnel and then click Add. The following page appears.

I MART/RG$ SRé16ac
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Device Info IP Tunneling -- Gind Tunnel Configuration

Currently, anly &rd configuration is supported.
Layer? Interface

WAM Service Turnel Name .
VPN Mecharsm: | 6RO w
Ethemet Mode Associated WAN Interface: | v
LAM Associated LAN Interface: | Lan/bro v'

NAT @ marual O Automatic

Security
Parental Control IPv4 Mask Length: |
Quality of Service Grd Prefix with Prefix Length:
Border Relay IPv4 Addrass:

Routing

DNS e
DsL
UPRF

2. Enter a Tunnel Name. In the Mechanism field, the only option is 6RD.
3. Select the WAN and LAN interfaces associated with the tunnel you wish to establish.
4. Do one of the following:
« Toconfigure the LAN interface settings manually, enter values in the fields located below the Manual button:
o IPv4 Mask Length: Options are O - 32.
« 6rd Prefix with Prefix Length: Prefix/length, such as: 2002::/64.
« Border Relay IPv4 Address: IP address for the IPv4 relay server.
« Toconfigure these settings automatically, click Automatic.
5. Click Apply/Save to commit your changes.

IPv4inIPvé6

On this page, you can configure a tunnel for IPv4inIPvé.

1. In the left navigation bar, click Advanced Setup > IP Tunnel > IPv4inIPv6 and then click Add. The following page
appears.
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Device Info
Advanced Setup
Layer? Interface

Ethemet Mode
LAM
MAT

Security
Parental Control
Quality of Service

Routing

SRé16ac

TP Tunneling - 4iné Tunnel Configuration
Currently, only D5-Lite configurabion 15 supported.
Tunnel Mame
Mechanism: | DS-Lite |
Associated WAN Interface: ~|

F e —
Assonated LAN Interface: |LAN/br) |

® Manual O Automatic

AFTR:|

2. Enter a Tunnel Name. In the Mechanism field, the only option is DS-Lite.

3. Select the LAN and WAN interfaces associated with the tunnel you wish to establish.
4. In the AFTR (Address Family Transition Router) field, do either of the following:
« Toconfigure manually, enter the remote address in the AFTR field.

« To configure automatically, select Automatic above the AFTR field.

5. Click Apply/Save to commit your changes.

Certificate

In this section, you can configure certificates (local and Trusted CA) for the gateway. For more information about certificates, refer

to the ITU X.509 standard.

Local

On this page, you can manage local certificates used to identify the gateway to other users. You can create a new certificate
request locally and have it signed by a certificate authority, or you can import an existing certificate. For additional info regarding
Public Key Infrastructure (PKI), refer to ITU-T X.509.
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Creating certificate requests

1. In the left navigation bar, click Advanced Setup > Certificate. The following page appears.

SMART/RG’ SR616ac
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Device Info Local Certificates
vanced Setup H e . s
Advanced Setup Add, View or Remove certificates from this page. Local certificates are
used by peers to venfy your identity.
Maximuwm 4 certificates can be stored.

Ethemet Mode
LAM

en ol Control

Quality of Sacdce
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Device Info Create new certificate request

To generate a certficate signing request you need to include Comman
Name,Organization Mame, State/Provincg Name, and the Z-letter
Couwnkry Code for the certificabe.

Certificate Mame:

Common Name:

Organization [

Mame; .

State/Province [

g MName: 4|
Security Country/Region

Faren tal Control MName:

Quality of Service

Advanced

L3

|US (United States)

Routing
DS

DAL

3. Enter your connection details, using the information provided in the table below.
4. Click Apply to complete the request.
5. Submit your certificate request to a certificate authority for signature.

Field Name Description

Certificate Name ' Enter a certificate name that describes the intended use of the certificate.
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Common Name - Enter the IP address (in dotted decimal notation), domain name, or email address. Browsers use this
-information to verify your certificate is valid.

State/Province - Enter the full name of the state or province where your organization's head office is located.
Name :
Country/Region : Select the country or region in which this certificate will be employed.

Importing a local certificate and private key

1. In the left navigation bar, click Advanced Setup > Certificate > Local. Then click Import Certificate. The following
page appears.

SMART/RG’ SR616ac

orwrind I,hink-ng

Import certificate
Enter certificate name, paste certificate content and private key.

3 Certificate Nama: | ) =
(AM Serdce |===== BESIN CERTIFICATE-----

VBN |timsere serrificace Meres

|mm— END CERTIFICATE=====

Ethemet Mode

LAM
HAT
Security
Cartificate:
LPnP
DS Pr
— BEGIN RS& PRIVATE KEY-————
|€inmers private key hersdh
----- END RS5A PREIVATE EE¥---=—-—
Pareate Kéy:

2. In the Certificate Name field, type "cpecert”.
3. Paste the Certificate details between the BEGIN and END markers.
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4. Paste the Private Key information between the BEGIN and END markers.
5. Click Apply to commit this certificate.

Trusted CA

On this page, you can import Trusted Certificates to identity other gateways to your gateway as a trusted source.

1. In the left navigation bar, click Advanced Setup > Certificate > Trusted CA. The following page appears.
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Trusted Ca (Certificate Authority) Certificates
add, View or Remove certificates from this page. CA certificates are

used by you te venfy peers’ certificates.
Maximwm 4 certificates can be stored.

Mame | Subject | Type | Action

2. Toimport a certificate, click Import Certificate. The following page appears.
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Device Info Imgpart CA cortificate
Enter cemiicate name and paste certificate content.
MNotice: I certificate use for 069, the Certificate Name must be “acsoert”

Ay

Certificabe Mame:

<inserc cercificace herey
----- EHD CERTIFICATE-====

Certhicate:
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3. In the Certificate Name field, type a descriptive name for this certificate. If you are using this certificate with TR-069,
the name must be "acscert".

4. Paste the certificate details between the BEGIN and END markers.
5. Click Apply to commit this certificate.

After you add one certificate, a Remove button appears on the Trusted CA landing page. Click this button to remove the current
certificate and replace it with a new one.

Power Management

Note: This feature is not currently supported.

Multicast

On this page, you can configure the multicast parameters.

1. In the left navigation menu, click Advanced Setup > Multicast. The following page appears.

crwiang think
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Source Specilic Multicast Cosnble |

Hulticasd Precedence | | e wahue, higher priceity
Miilticast Strict Grouping I =

Enforcement: [ty

IGMP Configwration

Enter pGMP protocs] corfiguration Gelds f vou wart mcdly delault values s balow,
Default Version: 3

Cuperry [niberesl (5): k=

Cuptry Resipdniie IAberval [1/10%);

Robwstress bnbercal (1/10s): kel

Robustness Yake:

o Multicast Groups: =

Maxcerasm Mulbcast Data Sources ™

[P 1GMPT]: L

Moo Mulbcast Group T

laymabers 2

Fast Leave Enatile: =]

IGMP Greup Exception List

o Mask/Mask bits
Z000 | 3SESSES0 |
279.255.255.250 | 255.255,255.255 | O
224.0.255.135 | 255255255255 | [J

Bimgern (racied Loz

HLD Condiguration
Enter LD protacol (1Pt Multicast) cenfigur atscen Rk f you want modiy defiult values ghown Bl

Deaf ot Vrmion: 1

Gy Inberval () A=
Queery Ressponse Dnbervd [1710%);
Last Member Chesry Intersal -
{1/10s): k
Robustness Vakse: 1
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2. Fill in the fields, using the information in the table below. The fields provided for the IGMP and MLD configurations
are largely the same.

3. Tocreate or remove exceptions in the Group Exception List table, follow the instructions in "Managing group

exception lists".
4, Click Apply/Save to save and apply the settings.

Field Name Description

Source Specific - Select whether a specific multicast source is used. Options are Disable and Enable. The default is
Multicast ' Disable.

Multicast Precedence :Select whether IGMP packets are given priority handling and at what level. Options are:
« Enable: IGMP packets are prioritized using the multicast precedence value. The lower the
multicast precedence value, the higher that IGMP packets will be placed in the queue.

« Disable: IGMP packets are not prioritized. This is the default.

Multicast Strict Select whether to enforce strict key management rules. Options are Enable and Disable. The default is
Grouping Enforcement : Disable.

Query Interval - Enter the interval at which the multicast router sends a query messages to hosts, expressed in seconds.

If you enter a number below 128, the value is used directly. If you enter a number above 128, it is
“interpreted as an exponent and mantissa.

Query Response Interval : Upon receiving a query packet, a host begins counting down seconds, from a random number. When the
: timer expires, the host sends its report.

: Enter the maximum number of seconds that a host can pick to count down from.

Robustness Interval - (Applies to IGMP configuration only) Enter the maximum response time within which the host must
‘respond to the Out of Sequence query from the router. The default is 10 seconds.

Last Member Query - (Applies to MLD configuration only) Enter the maximum response time within which the host must

Interval ‘respond to the Out of Sequence query from the router. The default is 10s.

' IGMP uses this value when the router receives an IGMPv2 Leave report indicating at least one host wants
. to leave the group. Upon receiving the Leave report, the router verifies whether the interface is
- configured for IGMP Immediate Leave. If not, the router sends the out-of-sequence query.

Robustness Value - Enter the value representing the complexity of the query. The greater the value, the more robust the
‘query. Options are 2 - 7.

Maximum Multicast Enter the maximum number of groups allowed. The default is 25 for IGMP and 10 for MLD

Groups

Maximum Multicast Data : Enter the maximum number of data sources allowed. Options are 1 - 24.
Sources (for IGMPv3)

Maximum Multicast - Enter the maximum number of multicast groups that can be joined on a port or group of ports.
Group Members

Fast Leave Enable : Select whether the IGMP proxy removes group members immediately without sending a query. Options
are:

« Enabled: Group members are removed immediately. This is the default.
« Disabled: Group members are removed after a query is sent and a response received.
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Managing group exception lists

You can manage exceptions for multicast groups using the IGMP Group Exception List or MLD Group Exception List tables. The
first two entries are created by default; you cannot change these entries.

To add an exception, type the IP address in the Group Address field, enter the mask information in the Mask / Mask bits field, and
then click Add.

To remove an exception, click the Remove check box next to it and then click the Remove Checked Entries button. The list
refreshes.

Click Apply / Save to implement your changes.
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Wireless

In this section, you can configure the wireless interface settings for your gateway, including basic and advanced settings, MAC
filtering, and wireless bridging.

Basic

On this page, you can configure basic features of the WiFi LAN interface. You can enable or disable the WiFi LAN interface, hide the
network from active scans, set the WiFi network name (also known as SSID) and restrict the channel set based on country
requirements.

1. In the left navigation bar, click Wireless. The following page appears, showing the information for the 5 GHz band.
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Wireless -- Baskc
This page allows vou to configure bads: festures of the wreless LAN interface. You can enable or
digable the wwreless LAN interface, hide the network from active scans, set the wirebess netwaork

name (atso known as 5510) and restrict the channel set based on country requirements.
Chck ‘Apply/Save’ to confgure the bass wireless aptions.

Ed Enable Wireless
EA  Enable WiFi Buttan

Enable Wirgless Hotspot2.0

o

Hide Access Poant

Clienks Isolation

O Do

Drisable WMM Advertise
B4  Enable Wirsless Multicast Forw ardmg [WiaF)
SSID;  |FrensRG-deta0 |
BSSID: 3C:90:66:69:3E:26
Country: |UNITED STATES

Country
RegRey

ax
Chents:
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[

Wireless - Guest fVirtual Access Points:

Aoty Ml
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2. If you want to view or configure the 2.4GHz band settings, click 2.4 GHZ Band in the left menu.
Modify the settings as desired, using the information provided in the table below.

4. (Optional) Define up to three virtual access points for guest access using the information from the Wireless -
Guest/Virtual Access Points section of the table below.

5. Click Apply/Save to commit your settings.

Field Name Description

Enable WiFi Button : This option is selected by default. To disable the gateway's 2.4GHz button, clear the checkbox.

Enable Wireless : This option is selected by default. To disable the wireless feature, clear the checkbox. All other fields on
: the page are hidden.

Enable Wireless : This option is disabled.

Hotspot 2.0 :

Hide Access Point - Click to hide the access point SSID from end users and passive scanning.

Clients Isolation - Click to prevent LAN client devices from communicating with one another on the wireless network.

Disable WMM Advertise : Click to stop the wireless from advertising Wireless Multimedia (WMM) functionality. Selecting this option
- can improve transmission performance for voice and video data.

Enable Wireless : This option is enabled by default allowing multicast traffic to be forwarded across wireless clients. This
Multicast Forwarding :option can improve the quality of video services such as IPTV. To disable Wireless Multicast Forwarding
+ (WMF), clear the checkbox.

SSID ' (Optional) Enter the WiFi SSID. For security purposes, this identifier should be unique for your system. If
:your gateway is connected to an ACS, it is recommended that SSID names be be 1 - 32 characters long.
: Special characters are accepted.

BSSID : Displays the Basic Service Set Identifier (BSSID), the MAC address assigned to the wireless router.
Country  This option is set by default and cannot be changed. The wireless channel adjusts to the frequency
. provision for the selected country.
CountryRegRev Enter the revision number of the regulations being followed for the selected country. The defaultis0.
‘Max Clients  Enter the maximum number of clients that can access the route wirelessly. Options are 1 through the

‘value set in the Global Max Clients field on the Wireless > Advanced page. The default is 20.

‘ Note: Before you can change this setting, you must change the Global Max Clients setting.

Enabled Click to enable a virtual wireless access point for guest access.
ssb Enter the wireless SSID for guests touse.
Hidden ~Click toprevent the SSID from being broadcast publicty.
Isolate Clients ' Click to prevent client PCs from communicating with one another.

Enable WMF Click to disable Wireless Multicast Forwarding (WMF).
‘Enable HSPOT i Thisoption isdisabled.
‘Max Clients | Enter the maximum number of clients that can connect to this access point.
BSSID | Displays the Basic Service Set Identifieror /A,
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Security

On this page, you can configure network security settings of a wireless LAN interface, either by using the WiFi Protected Setup (WPS)
method or by setting the network authentication mode. For WiFi Protected Setup, the following methods are supported:

« PIN entry: Mandatory method of setup for all WPS-certified devices. Options are:
« Enter STA PIN: You must enter the (input) station PIN from the client.
« Use AP PIN: The access point (AP) generates the device PIN.
« PBC (Push Button Configuration): Uses a simulated push button in the software. (This is an optional method on
wireless clients.)

Note: To use the PIN method, you need a Registrar (access point/wireless gateway) to initiate the registration between a new
device and an active access point/wireless gateway. The PBC method may also need a Registrar when used in a special case where
the PIN is all zeros.

Seven types of network authentication modes are supported: Open, Shared, 802.1X, WPA2, WPA2-PSK, Mixed WPA2/WPA, and Mixed
WPA2/WPA-PSK.
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1. In the left navigation bar, click Wireless > 5 GHz Band or 2.4 GHz Band > Security. The following page appears.
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2. Modify the settings as needed, using the information provided in the field description table below and in the sections
that explain each authentication method.

The fields in the WPS Setup section are described in the following table.

Field Name Description

Enable WPS ' This option is enabled by default. To disable WiFi Protected Setup, select Disabled. When you
:select Enabled, additional fields appear.
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Add Client (Available for WPA-PSK, WPA2-PSK and Open Network Authentication methods) Select the
method for generating the WPS PIN. Options are:
: « Enter STA PIN: Type the input station PIN for the client in the field below the radio
button. Click Add Enrollee. The PIN is verified.
« Use AP PIN: The entry field and the Set Authorized Station MAC field disappear.

Note: If the PIN and Set Authorized Station MAC fields are left blank, the PBC (push-button)
' mode is automatically made active.

Set Authorized : (Available only when Enter STA PIN is selected) Enter the MAC address of the authorized (input)

Station MAC station in format: XX:XX:XX:XX:XX:XX.
Set WPS AP ' Select how security is assigned to clients.
Mode f « Configured: The gateway assigns security settings to clients. This is the default.

« Unconfigured: An external client assigns security settings to the gateway.

Device PIN ' This value is generated by the access point.

3. In the Manual Setup AP section, select the SSID for the device that you want to configure. The default is the 5 GHz
wireless band defined for your gateway.
4, Select the Network Authentication method and then fill in the fields that appear. The default method is Mixed
WPA2 / WPA-PSK. Detailed instructions are provided for each method in the following sections:
« "Open and Shared Authentication”
« "802.1X Authentication”
« "WPA2 and Mixed WPA2/WPA Authentication”
« "WPA2-PSK and Mixed WPA2/WPA-PSK Authentication”
5. Click Apply/Save to commit your changes.

Open and Shared Authentication

The same configuration fields apply for both Shared and Open authentication types except that WEP Encryption is enabled by
default for the Shared method.

The following fields appear when you select Open or Shared in the Network Authentication field and WEP Encryption is enabled.
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Manual Setup AP
You can set the netwaork authentication method, selecting data encryption,
specify whether a network key is reguired to authenticate bo this wireless nebwork and spexify
the encrypbion strength.
Chick ‘applyfSave’ when done,
Select 55I0: [smanag 302556 ~|
Retwork Authentication: _-Clpen |
WEP Encryplson: Erm'hl-ed v-
Enoryption Strength: 12&8-hit ~
Cuargnt Network Key: |1 =
Bl :
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Network Kay 3: FTLTE R
Hetwork Kéy 4: 1TSS TERO LS |
Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit
encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for §4-bit
encryption keys
Appiy e

Modify the fields as needed and then click Apply/Save.

Field Name Description

WEP Encryption ‘Select the Wired Equivalent Privacy (WEP) mode. Options are Enabled and Disabled. The default is
- Disabled for Open authentication and Enabled for Shared authentication.

Encryption Strength :Select the length of the encryption method. Options are 128-bit and 64-bit. 128-bit is the default and is
. the more robust option for security.

................................................................................................................................................

Network Key 1-4 - Enter up to four encryption keys using the on-screen instructions to achieve the desired security
:strength.

802.1X Authentication
The following fields appear when you select 802.1X in the Network Authentication field. WPS is disabled for this method.
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Manual Setup AP

fou can set the network authenbication method, selecting data encrypbion,
speafy whether a network key is required to authenbicate to this wireless
network and specify the encryption strength.

Click “Apply/Save” when done.

Select 55I0: [ smarmo-oefi s .|
MNetwork Authentication: BO2.1X w
RADIUS Server IP Address: [ooos

RADIUS Port: 1841

RADIUS Ky,

WEP Encryption: Erabled - |
Encryphion Strength: |1EEEm |
Current Network Key: 2

Metwork Key 1: TLSATIRONIS
Network Key 2: 123484 TR 1Y
MNetwork Key 3: 123484TH00N 23
Network Key 4: 12BATHRONEY

Enter 13 ASCII characters or 26 hexadeamal digits
for 128-bit encryption keys

Enter 5 ASCII characters or 10 hexadeamal digits
for 64-bit encryption keys

Ay e

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

Field Name Description

RADIUS Server IP - Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server associated with

address - your network. RADIUS server is used to authenticate the hosts on the wireless network.

RADIUS Port - Enter the port number for the RADIUS server. Port 1812 is the default and the current standard for RADIUS
rauthentication per the IETF RFC 2865. Older servers may use port 1645. Options are 1 - 65535.

RADIUS Key - (Optional) Enter the encryption key if needed to authenticate to the specified RADIUS server.

WEP Encryption : This option is set to Enabled and cannot be changed. It enables WEP (Wired Equivalent Privacy) mode.

Encryption Strength : Select the length of the encryption method. Options are 128-bit and 64-bit. 128-bit is the default and is
: the more robust option for security.

Network Key 1-4 Enter up to two encryption keys using the on-screen instructions to achieve the desired security strength.
:Network Keys 1 & 4 are set automatically and cannot be changed.

WPA2 and Mixed WPA2/WPA Authentication
The following fields appear when you select WPA2 or Mixed WPA2/WPA in the Network Authentication field.
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Manual Setup AP

You can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and
specify the encryption strength.

Click "Apply/5ave” when done.

Select 55ID: ' SMarRG-4287-56 |

Metwork Authentication: | WPA2 hul |

Prot —— 1
ec l:_ed Management e
Frames: ST

WPAZ Preauthentication: Dizabled ~

Metwork Re-auth Interval; |35000
WPA Group Rekey Interval: |2
RADIUS Server IP Address; [0.0.0.0

RADIUS Port: 1812

RADIUS Key:

WPA Encryption: AES et

WEP Encryption: Disabled
Apply/ Save

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

Field Name Description

Protected Management  : Select whether management frames are protected. Options are Disabled, Capable, and Required. The
Frames » default is Disabled.

WPA2 Preauthentication  :Select whether clients can pre-authenticate with the gateway while still connected to another AP.
. Options are Enabled and Disabled. The default is Disabled.

Network Re-Auth Interval :Enter the interval at which the client must re-authenticate with the gateway. The default is 36000
:seconds (10 hours).

WPA Group Rekey Interval :Enter the frequency at which the gateway automatically updates the group key and sends it to
- connected LAN client devices. Options are 0 - 65535 seconds. The default is 0.

RADIUS Server IP address : Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server associated with
- your network.

RADIUS Port - Enter the port number for the RADIUS server. Options are 1 - 65535, Port 1812 is the default and is
:the current standard for RADIUS authentication per the IETF RFC 2865. Older servers may use port
11645,

RADIUS Key ------------------ Er-(bb-t-ional ) Enter the encryption key needed to authenticate to the specified RADIUS Server.
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WPA/WAPI Encryption : Select the encryption standard. This field is displays the option most compatible with the selected
network authentication method. Options are:

« AES: Advanced Encryption Standard. This is the default.

o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol) allows access by
either standard.

WEP Encryption : This option is set to Disabled and cannot be changed.

WPA2-PSK and Mixed WPA2/WPA-PSK Authentication
The following fields appear when you select WPA2-PSK or Mixed WPA2/WPA-PSK in the Network Authentication field.

Manual Setup AP
You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and
specify the encryption strength.
Click "Apply/Save" when done.
Select 5SID: | SManRG-4287-56 - |
Network Authentication: | WPAZ -PSK Vi
Protected Management —|
Frames: ﬂsa_l:tled -
WPA passphrase: |savsannnnn Click here to display
WPA Group Rekey Interval: |0
WRA Encryption: |AES
WEF Encryption: Disabled
Appiy Save

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

Field Name Description

Protected Management : Select whether management frames are protected. Options are Disabled, Capable, and Required. The
Frames » default is Disabled.

WPA/WAPI passphrase : Enter the security password to be used by this security configuration. When you click Click here to
- display, the passphrase appears in a separate window.

WPA Group Rekey : Enter the frequency at which the gateway automatically updates the group key and sends it to
Interval :connected LAN client devices. The default is 0.

WPA/WAPI Encryption : Select the encryption standard. This field is displays the option most compatible with the selected
‘network authentication method. Options are:

« AES: Advanced Encryption Standard.
« TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

WEP Encryption - This option is set to Disabled and cannot be changed. It disables WEP (Wired Equivalent Privacy) mode.
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MAC Filter

On this page, you can configure whether wireless clients are allowed to access the wireless network of the wireless gateway.

1. In the left navigation bar, click Wireless > MAC Filter. The following page appears.
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Wireless -- MAC Filter

Select SSID: | SmartRG-3e25-56 ~|

MAC Restrict @ O O Nota: If allow’ is chosen and mac
Mode: Desabled Allow  Deny  filter is empty, WPS will be disabled

MAC Address | Remove

2. In the Select SSID field, select the access point that you want to configure.
3. Select the MAC Restrict Mode. Options are:
« Disabled: Disable wireless MAC address filtering. This is the default.
« Allow: Allow the wireless clients in the MAC Address list to access the wireless network.

Note: For this option to work, you must add at least one MAC address to this page.

« Deny: Reject requests from the wireless clients in the MAC Address list to access the wireless network.
4. Toadd a MAC Address to the filter list:

a. Click Add. The following page appears.
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Wireless -- MAC Filter

Enter the MAC address and dick ‘Apply/Save’ to add the MAC address to the wireléss
MAC address filters,

MAC Address: |

Apply e

b. Enter the MAC address of the wireless client.
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c. Click Apply/Save to save the address to the list. You are returned to the Wireless - MAC Filter landing
page.
5. Toremove a MAC address from the list, click the Remove check box next to it and then click the Remove button. The
list refreshes.

Wireless Bridge
On this page, you can configure the wireless bridge features of the wireless LAN interface.

1. In the left navigation menu, click Wireless > Wireless Bridge. The following page appears.
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Device Info Wireless -- Bridge

ced Setup

This page allows you bo configure wireless brndge features of the wirebess LAN
mterface. Select Disabled in Bridge Restnct which disables wireless bridge
restriction. Any wireless bridge will be granted access. Selecting Enabled or
Enabled(5can) enables wireless bridge restriction. Only those bndges selected in
Remate Bridges will be granted aocess.

Chek "Refresh™ to update the remote bridges. Wait for few seconds to update.
Click “Apply/Save” to configure the wireless bridge options.

Bridge Restrict: [nabled ]|

Remote Bridges MAC Address: | 11 l

Rafrest | | dpptySave
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2. Modify the fields as needed, using the information provided in the table below.

Field Name Description

AP Mode ' Select whether to enable or disable access point (AP) functionality. Options are:
: « Wireless Bridge: Disables AP functionality.

« Access Point: Enables AP functionality. Wireless bridge functionality is still
available and wireless stations can associate to the AP. Thisi s the default.

Bridge Restrict  :Enable or disable the bridge restrict function for MAC addresses in the Remote Bridges MAC
- Address field. Options are:

« Enabled: Allow only those bridges selected in the Remote Bridges MAC Address table to
access the wireless LAN. This is the default.

« Enabled (Scan): Allow only those bridges selected in the Remote Bridges MAC Address
table to access the wireless LAN but the scanning feature is active.

» Disabled: Disable the wireless MAC address filtering function. Any wireless bridge can
access the wireless LAN.

Remote Bridges :Enter up to four MAC addresses for the remote bridges that are allowed to access the wireless
MAC Address ‘LAN.

3. Click Apply/Save to save your settings.

Advanced

On this page, you can configure the advanced features of the wireless LAN interface. You can select a particular channel on which to

operate, force the transmission rate to a desired speed, set the fragmentation threshold, the RTS threshold, the wakeup interval
for clients in power-save mode, and more.

Note: The default settings work for most environments. It is recommended that only experienced users change settings on this
page.
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1. In the left navigation bar, click Wireless > Advanced. The following page appears.
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Wireless -- Advanced

This page allows you to configure advanced features of the wireless LAN
intarface. You can select a particular channel on which to operata, force the
transmisgion rate to a particular speed, set the fragmentation threshold, set the
RTS threshald, set the wakeup interval for dients in power-save mode, set the
beacon interval for the access point, set XPress mode and set whether short or
long preambles are used.

Chick “apply/Save’ to configure the advanced wreless opbions.
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CTIM Interval: 1

Beacon Interval: ol

Global Max Clients: Ll

XPreas Technalogy: Enable |
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2. Madify the fields as needed, using the information in the following table.
3. Click Apply/Save to commit your changes.

Field Name Description

Band : The only option for this field is the band selected in the left menu.
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Channel : Select the Wi-Fi channel you want to use. The current channel number displays to the right of the field.
- For the 5GHz band, options are Auto and 36 through 157. For the 2.4GHz band, options are Auto and 1 -
: 7. The default is Auto.

- All devices in your wireless network must use the same channel in order to work correctly.

Auto Channel Timer (min): Enter the frequency (in minutes) at which the gateway scans channels for interference. If a threshold of
“inference is detected, a new channel will be selected automatically. Options are 0 - 65535 minutes.
: The default is 15 minutes.

MIMO-OFDM This option is set to On and cannot be changed

Bandwidth  Select the operating bandwidth. Options are 20 MHz, 40 MHz, and, for the 5 GHz band, 80 MHz. The
- default is 20MHz. The current bandwidth setting displays to the right of the field.

Control Sideband This option is not available. The value is set by the system and cannot be changed.

802.1InRate Select the desired physical transmission rate. This option is set to Auto (the Auto-Fallback feature is

-enabled) and cannot be changed. This enables the Auto-Fallback feature which allows the gateway to
»automatically use the fastest possible data rate. Auto-Fallback will negotiate the best possible
connect1on speed between the gateway and a wireless client.

802.11n Protection : Select whether to enable 802.11n and legacy clients to both work effectively on the network. Options
Lare:
: « Auto: Provides maximum security but produces a noticeable impact on throughput. With
this option, RTS/CTS behavior permits legacy clients to become aware of 802.11n transmit
times, but decreases overall throughput. This is the default.

« Off: Provides better throughput.

Support MIMO client only : Select whether to restrict MIMO clients from accessing the gateway. Options are On and Off. The
- default is Off,

RIFS Advertisement :RIFS (Reduced InterFrame Speed) is the time in micro seconds by which the multiple transmissions from
- a single station is separated. This option Improves performance by reducing dead time required
. between OFDM transmission. Options are Auto and Off. The default is Auto.

OBSS Co-Existence - Coexistence of Overlapping Basic Service Sets (OBSS) prevents overlapping in the 20 MHz and 40 MHz
. frequencies. Options are:

« Enable: The gateway automatically reverts to 20 MHz channel bandwidth when another
WiFi network within 2 channels of its own channel is detected or when a client device
with its 40 MHz Intolerant bit set is detected.

. Disable: The gateway advertises and operates in 40 MHz mode regardless of how other
nearby networks are configured. This is the default.

RX Chain Power Save - Select whether power-save mode is enabled. Options are Disable and Enable. The default is Enable.

Note: Before setting this parameter, make sure that 802.11n/EWC is set to Auto.

RX Chain Power Save E Enter the number of minutes that will elapse before quiet time begins. The default is 10 minutes.
Quiet Time .

RX Chain Power Save PPS Enter the throughput threshold (in seconds) for when the router engages power save mode after the
- quiet time period has elapsed. The default is 10 seconds.

54g Rate : This option is set to 6 Mbps and cannot be changed.
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Multicast rate : Select the multicast transmission rate for the network according to the speed of your wireless network.
' Select from a range of transmission speeds or select Auto to have the gateway automatically use the
. fastest possible data rate and enable the Auto-Fallback feature. Auto-Fallback will negotiate the best
5 possible connection speed between the gateway and a wireless client.

Options are Auto and 6 - 54 Mbps. The default value is Auto.

Basic Rate :Select the basic transmission rate ability for the AP. Options are Default, All,1 & 2 Mbps, and 1 & 2 &
15.5&6 & 11 & 12 &24 Mbps. The default is Default.

Fragmentation Threshold : Enter the size at which packets will be fragmented into smaller units. The primary consideration for this
' setting is the size/capability of the circuit. Options are 256 - 2346 bytes. The default is 2346 bytes.

' Note: A high packet error rate is an indication that a slightly increased fragmentation threshold is
'needed. When possible, the default value of 2346 bytes should be maintained. Poor throughput is a
‘ likely result of setting this threshold too low.

RTS Threshold : The gateway sends Request to Send (RTS) frames to a particular receiving station and negotiates the
:sending of a data frame. After receiving an RTS, the wireless station responds with a Clear to Send (CTS)
. frame to acknowledge the right to begin transmission.

If a packet is smaller than this setting, the WLAN client hardware does not invoke its RTS/CTS
mechanism. Options are 256 - 2347 bytes.

: The default value of 2347 (disabled) should be left in place unless you encounter inconsistent data
: flow. In that case, make small reductions to this value until the issue is resolved.

DTIM Interval . Enter the Delivery Traffic Indication Message (DTIM or Beacon rate) countdown variable used to indicate
:when the next window is available to client devices for listening to buffered broadcast and multicast
. messages. Options are 1 - 255. The default is 1.

Beacon Interval : Beacon information packets are sent from a connected device to all other devices where it announces
. its availability and readiness. A beacon interval is the period of time (sent with the beacon) that the
» device waits before sending the beacon again.

:Enter the time interval (in milliseconds) between beacon transmissions. Options are 1 - 65535 ms. The
default is 100 ms, which is recommended.

Global Max Clients : Enter the maximum number of clients that can assess this wireless network at one time. The maximum
- for 5 GHz is 80; the maximum for 2.4 GHz is 128. The default is the maximum for each band.

' Note: You must change this field before you can change the Max Clients on the Wireless > Basic. page.

Xpress™ Technology : Select whether to enable Xpress Technology, a special accelerating technology for IEEE802.11g. Options
-are Enable and Disable. The default is Enable.

Transmit Power Level : Select the level of power used for transmittals. Options range from 4 dBm (2mw) to 26 dBm (400 mw),
' The default is 26 dBm (400 mw).

WMM (WiFi Multimedia) : This technology allows multimedia services (audio, video and voice packets) to get higher priority for
' transmission. Options are Auto, Enabled, and Disabled. The default is Enabled.

Warning: If you disable this option, all QoS queues and classifications defined for the wireless network
+are also disabled.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

WMM No : The acknowledge policy used at the MAC level. Enabling this option allows better throughput but, in a
Acknowledgment ' noisy RF environment, higher -963 error rates may result. The default is Disabled, meaning that an
»acknowledgment packet is returned for every packet received. This provides a more reliable
. transmission but increases traffic load, which decreases performance. Disabling the acknowledgment
' can be useful for Voice, for example, where speed of transmission is important and packet loss is
‘tolerable to a certain degree. Options are Enabled and Disabled. The default is Disabled.

WMM APSD  APSD (Automatic Power Save Delivery) is an automatic power saving feature. Enabling ensures very low
: power consumption. WMM Power Save is an improvement to the 802.11e amendment, adding advanced
: power management functionality to WMM. Options are Enabled and Disabled. The default is Enabled.

Beamforming : Select to concentrate the transmission signal at the gateway location. This results in a better signal and
Transmission (BFR) ' potentially better throughput. Options are Disabled, SU BFR, and MU BFR. The default is Disabled.

Beamforming Reception :Select to concentrate the transmission signal at the gateway location. Options are Disabled, SU BFE,
(BFE) ‘and MU BFE. The default is Disabled.

Band Steering - Select whether to detect if the client has the ability to use two bands. When enabled, the less-
» congested 5GHz network is selected (by blocking the client's 2.4GHz network). Options are Disabled and
:Enabled. The default is Disabled.

Enable Traffic Scheduler :Select whether to enable scheduling of traffic to improve efficiency and increase usable bandwidth for
: some types of packets by delaying other types. Options are Disable and Enable. The default is Disable.

Airtime Fairness : Select how the gateway will manage the receiving signal with other devices. Options are Disable and
' Enable, The default is Enable.

Station Info

On this page, you can view the authenticated wireless stations and their status.

In the left navigation menu, click Wireless > Station Info. The following page appears.
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Device Info Wireless -- Authenticated Stations
Advanced Setup
Wireless
5 GHz Band
Basic

This page shows authenticated wireless stations and their status.
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Wireless Bridge
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To update the data, click Refresh.
Wifi Insight

On this page, you can configure the WiFi Insight system.
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1. In the left navigation menu, click Wireless > Wifi Insight. The following page appears. You can also reach this page by
clicking Wireless > Wifi Insight > Configure.
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2. In the Sample Interval section, select the number of seconds for sampling to occur. Options are 5, 10, 15, and 20
seconds. The default is 5 seconds.

3. In the Start/Stop Data Collection section, configure the data sample:
a. Click Start collecting data every.
b. Select the days of the week when the data should be collected.
c. Inthe From and To fields, enter the start and end times for collection.
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4. In the Database Size section, configure the database size limits:

a. Inthe Database Size field, enter the maximum size for the database file where the collected data will

be stored. The default is 2 MB.

b. (Optional) Select whether to stop data collection when the maximum size is reached. Options are
Overwrite Older Data and Stop Datacollection. The default is Overwrite Older Data.

5. (Optional) In the Counters section, clear any counter options that you do not need. The default is to collect all

counters.
Click Submit to save the configuration.

To export a database, in the Export Database section:

1. Click Save Database to File. The open/save dialog box appears.

2. Click OK tosave or click Open and OK to view.

Site Survey

On this page, you can view signal strength and other details for your wireless networks.

1. In the left navigation menu, click Wireless > Wifi Insight > Site Survey. The following page appears.
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In the first field above the chart, select the wireless network that you want to review.

In the Select Bandwidth field, select the bandwidth.

2
3. Inthe Select Channel field, select the channel that you want to review.
4
5. Click Scan. The page refreshes to show the requested information.

Channel Statistics
On this page, you can view signal strength, channel capacity, interference, and other details for specific channels.

In the left navigation menu, click Wireless > Wifi Insight > Channel Statistics. The following page appears.
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Metrics

On this page, you can view glitch counter, chanim, associated stations, and packet queue statistics for your wireless networks.

In the left navigation menu, click Wireless > Wifi Insight > Metrics. The following page appears.
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Voice

In this section, you can view status, enable features, and configure settings for VolP.

VoIP Status

On this page, you can view status data for your SIP accounts.

In the left navigation menu, click Voice. The following page appears.

- MART/ RGF SR616ac

orward thinking

Device Info Voice -- Voice Status

Advanced Setup account denial will display “Disabled”, registered successhully
Wireless will display “Up”, and unregistered will display "Down”.

Vaoice

SIP Account| call time | User Accounts | Registration Status

SIP Extra Setting

In the Registration Status field, Up means registered successfully, Down means unregistered, Disabled means the account is not
enabled.

SIP Basic Setting

On this page, you can configure basic SIP settings including proxies and registrars.
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1. In the left navigation menu, click Voice > SIP Basic Setting. The following page appears.
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Vokoe - SIP Bashc Setting
Bourd Inberface Namse: | A WA |
Country ; [usa - woRTHAMERICA ~]

sip local ponti1-65535); a2

] wse SIP Proxy For Accounkl.

[ usa 5P Qutbound Proxy For Account 1.

[ use SIP Regstrar For Ascount .

O use Badup S8 Praxy For Actount 1.

[ use Badwp S51P Outhound Praxy For Account 1.
[ use Backup SEP Registrar For Acoounkl.

[ use SiP Praxy For AccountZ,

[ use 5t° Outbound Praxy For Ascount2.

L] use SIP Regestrar For Sccount.

[ usa Badup SIP Proxy For AccountZ.

[ use Badap S Cutbound Praxy For Account?.

[m] Use Backup SOP Regestrar For Account2.

2. Modify the fields as needed, using the information in the following table.
3. Click Apply to implement your changes.
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The fields on this page are defined below.

FIELD NAME DESCRIPTION

Bound Interface Name :Select the bound interface name. Options are LAN, Any_WAN, and any other interfaces configured for
- your network. The default is Any_WAN.,

Use SIP Proxy for
Account 1/2

:Enter the local port of the gateway which is the SIP UA (user agent) port. Options are 1 - 65535, The
- default value is 5060.

- Select this option if your DSL gateway uses a SIP proxy. SIP proxy allows other parties to call DSL gateway
: through it. When you select this option, the following fields appear:

« SIP Proxy: Enter the IP address of the proxy.
« SIP Proxy port: Enter the port that this proxy is listening on. The default port value is 5060.

Use SIP Outbound Proxy : Some network service providers require the use of an outbound proxy. This is an additional proxy, through

for Account 1/2

Use SIP Registrar For
Account 1/2

Use Backup SIP Proxy
For Account 1/2

Use Backup SIP
Outbound Proxy For
Account 1/2

Use Backup SIP
Registrar For Account
1/2

Account Enabled

:which all outgoing calls are directed. In some cases, the outbound proxy is placed alongside the firewall
+and it is the only way to let SIP traffic pass from the internal network to the Internet. When you select
5 this option, the following fields appear:

« SIP Outbound Proxy: Enter the IP address of the outbound proxy.

« SIP Outbound Proxy port: Enter the port that the outbound proxy is listening on. By default, the
port value is 5060.

: Select this option to register your user ID on the SIP registrar of the proxy. SIP registrar works with SIP
. proxy, allowing other parties to call DSL gateway through it. When you select this option, the following
. fields appear:

« SIP Registrar: Enter the IP address of the SIP registrar.

« SIP Registrar port: Enter the port that SIP registrar is listening on. By default, the port value is
5060.

- Select this option if your DSL gateway uses a backup SIP proxy. When you select this option, the following
. fields appear:

« SIP Proxy: Enter the IP address of the backup proxy.

« SIP Proxy port: Enter the port that this backup proxy is listening on. The default port value is
5060.

b mmmmececcescesccecceacescesscea-easeeea-eaeeemmeaaeaacmameaeemaceaceaneaeemaeeaemaeeameamemmeeaaeaaeeaemeaan.ann

: Select this option if your DSL gateway uses a backup SIP outbound proxy. When you select this option, the
: following fields appear:

« SIP Outbound Proxy: Enter the IP address of the backup outbound proxy.

« SIP Outbound Proxy port: Enter the port that the backup outbound proxy is listening on. By
default, the port value is 5060.

b mmemccecceecescceccescesces-ce-seeseee-eeacemeemeeeaceaceasemeceaceameaeemeemmmseneamemmcmmeeaaeaaemammaeaannaanan

: Select this option to register your user ID on the backup SIP registrar of the proxy. When you select this
- option, the following fields appear:

« SIP Registrar: Enter the IP address of the backup SIP registrar.

« SIP Registrar port: Enter the port that backup SIP registrar is listening on. By default, the port
value is 5060.

- If this option is not selected, the corresponding account is disabled and you cannot use it to initiate or
raccept calls.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

Polarity Reverse Enable : Enable or disable this function by selecting and clearing the check boxes.

Password - Enter the password.
Cid Name - Enter the user name that should display as the caller ID name.
Cid Number ' Enter the number that should display as the caller ID number.

: Note: In some cases, this number must be the SIP authentication user ID.

........................... L e e eeceeceacescceccecacescessce-seemeeeeceeeaemeemeesacea-easemeceaeeaeeaeeme-meeeeeeameameemeeaacaaeeaemeaaanann

Codec line settings table

ptime [ms] : The 2nd and 6th columns identify the packetization time (ptime) which is the length of the digital voice
' segment that each packet holds. Enter the ptime in milliseconds. The default is 20 millisecond packets.

: Note: Selecting 10 millisecond packets improves voice quality; less information is lost, but there is more
+ load on the network traffic.

Priority : The 3rd and 7th columns identify the priority of each codec. The priority of the codec is defined from up
: to down. Codecs define the method of relaying voice data. Different codecs have different
: characteristics, such as data compression and voice quality. For example, G723 is a codec that uses
. compression, therefore, it is good for use where the bandwidth is limited. However, its voice quality is not
» as good as other codecs, such as the G711. If you do not select a codec (accepting the default value), the
: gateway chooses the codec automatically.

Enable : The 4th and 8th columns contain the Enable check boxes. Click to enable a particular codec.

SIP Advanced Setting

On this page, you can configure the advanced VolP features.

1. In the left navigation menu, click Voice > SIP Advanced Setting. The following page appears. Detailed information
about each VolP line is shown in the top table.
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In the bottom section are settings for Fax, QoS, caller ID, service offer models and so on.
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==Setlings==
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2. Modify the fields as needed, using the information provided in the table below.
3. Click Apply toimplement the settings.

The fields on this page are defined below.

FIELD NAME DESCRIPTION

Line : The VolIP line you want to configure.

................................................................................................................................................

Call waiting :Select to enable call waiting notification. When users hear the call waiting tone during a call, they press
: FLASH to put the first call on hold and to answer the second call. Pressing FLASH again switches back to
+ the previous call.

Note: Call forward feature settings (Busy or All) take priority over the call waiting feature. The Call
waiting feature is ignored on new incoming calls if there is already a call on hold or in conference.
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Unconditionally Call . Enter the number to which you want all incoming calls to be forwarded.
forwarding number

Busy Call forwarding - Enter the number to which you want all incoming calls to be forwarded when the line is busy.
number :
No Answer Call : Enter the number to which you want all incoming calls to be forwarded when the calls are not answered.

forwarding number

Anonymous calling : Select to enable using an anonymous name as a call number when calling out. Users can dial *68 to
enable this feature and dial *82 to disable it.

DND :Select toreject all incoming calls. Users can dial *78 to enable this feature.

Enable Call Return  :Select toenable this function.
Call Transfer Select to enable transferring calls either manually or automatically.
Call conference Select toenable multiple extensions to join asingle call.
WarmLline Select to enable the warm line feature which configures a line to dial a specific number after ashort

:delay (entered in seconds).

Fax Negotiate Mode : Select the negotiation mode. Options are Auto_switch, Negotiate, and V.152. The default is Auto_
' switch,

Bypass Codec ‘Select the bypass codec. Options are G711_A, G711_MU, and T.38. The default is Auto_switch.

Enable T38 redundancy :Select to enable this function.

support :

Enable vbd redundancy : Select to enable this function.
support :

Enable VAD support : This option is enabled by default. To disable VAD support, clear the checkbox. Select the VAD mode in
- signal value. Options are None, Silencsupp, and annexa/annexb/vad. The default is None.

Enable Echo Cancellation: This option is enabled by default. To disable echo cancellation for improved quality of service, clear the
. checkbox..

SIP Timer Setting section
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Registration Expire f Enter the registration expire timeout. The default is 172800 (48 hours).
Timeout
Session Expire Time Enter the time interval for closmg a conversation. The default is 86400 (24 hours).

VolP DialPlan Setting - Enter the VolP dial plan parameters. If a user-dialed number matches it, the number is processed by the
- gateway immediately.

RFC2198 Payload Value : Enter the RFC2198 payload value. Options are 97 - 127,
(range 96-127) .

DTMF Relay Setting :Select the DTMF transmit method. Options are:
. « InBand: DTMF events are mixed with user voice in RTP packet.

« RFC2833: Use RTP packet to encapsulate DTMF events, as specified in RFC 2833.
« SIP Info: Use SIP INFO message to transmit DTMF digits.

Caller ID send Delay time  Enter the number of milliseconds that the system will delay before sending the caller ID. Options are
:500 - 1500 ms. The default is 600 milliseconds.

Caller ID Message Type :Select the message format for the caller ID. Options are FSK-MDMF, FSK-SDMF, and DTMF. The default is
: FSK_MDMF.

FSK modulation Mode - (Appears when an FSK value is selected in the Caller ID Message Type field) Select the modulation
 mode for FSK message types. Options are BellcoreGen, V23Gen, and V23UK.

SIP Transport Protocol :Select the transport protocol to use for SIP signaling. Note that the SIP proxy and registrar need to
' support the protocol you select. Options are UDP and TCP. The default is UDP.

PRACK (100rel) :Select to enable provisional responses. Options are DISABLE, SUPPORTED, and REQUIRED. The default is
: SUPPORTED.
Agent Header Enter the agent name that you want displayed to users in the response header

Complementary business: Opt1ons are Local model, Server model, IMS model, and Undefined. The default is Local model.

models : HIf you select IMS model, the ETSI Malicious call tracing field appears. To enable malicious call tracing

:option, click the checkbox.
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SIP Star Code Setting

On this page, you can set the numbers that are used with the * key to enable and disable various features.

1. In the left navigation menu, click Voice > SIP Star Code Setting. The following page appears.

SMART/RG SRé16ac

orward thinking

2. Enter the numbers that you want assigned to various features. Users press the star (*) key and then enter these
numbers to enable or disable the various calling features.

3. Click Apply toimplement your settings.

SIP Extra Setting

On this page, you can set the ring tones and their durations.
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1. In the left navigation menu, click Voice > SIP Extra Setting. The following page appears.

SMART/RG’ SRé16ac

orward thinking

Device Info

Voice -- SIP Extra Settings

1 | 2
18 lio0-20
|0 50 - 180
|
: [ 30 - 130]
SIP Extra Setting | " m
SIP Debug Setting " -
5P El_ar:i-: Filter Short digit imer n -
Apply

2. Modify the fields as needed, using the information in the table below.

3. Click Apply to implement the settings.

The fields on this page are defined below.

Field Description

Line : The VolIP line that you want to configure.

Dial tone time :Enter the number of seconds that the dial tone will persist. Options are 10 - 20 seconds. The default is 15
' seconds.

Busy tone time  : Enter the number of seconds that the busy tone will persist. Options are 30 - 180 seconds. The default is 40
' seconds.

Inter digit time  : Enter the number of seconds allowed between dialing individual digits. The valid range is 1 - 5 seconds. The
- default is 5 seconds.

Offhook warning ' Enter the number of seconds that the off-the-hook warning tone will persist. Options are 30 - 180 seconds. The
tone time - default is 60 seconds.

Ringback tone :Enter the number of seconds that the ringback tone will persist. Options are 30 - 180 seconds. The default is 80
time ' seconds.

T digit timer - Enter the maximum number of seconds that the system waits to dial after the last digit has been entered. The
- default is 4 seconds.

Short digit timer : Enter the maximum number of seconds allowed between dialed digits. The default is 4 seconds.
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SIP Debug Setting

On this page, you can configure the debugging settings.

1. In the left navigation menu, click Voice > SIP Debug Setting. The following page appears.

SMART/RG’ SRé16ac
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Volce -- SIP Debug Setting

::E:'I:Cunsnle Lag -:Ermr ‘f]

System Log Level; ‘_SET_E_\’Erf[ X *-:]
Frotocol Stack Log

ed Setting iy [ SPv_MAIOR_ERR - |
Code Setting Call Control Log Lavel: | SPY_MAJOR_ERR ~|
Register Log Level: | SPY_MAJOR_ERR ~ |
DSP Log Level: | 5PY_MAJOR_ERR ~
Tele Log Lavel: | SFY_MAJOR_ERR ~
Dualplam Log Level: | SPY_MAJOR_ERR
Restart Log Level: | SPY_MAJOR_ERR.
. ==paster lavel control on modules; when debug the modules log level must
Logout be higher then master level ==
Master Level: '?rrt i
LOGIC: |Emar  ~
PROVISION: | Errar &~
VOICE: | Errar =
AGENT: Errar |

SIP log server [P r
Addrass™: L

SIP log server port™: [0
e | EENENS
ingress sain | FRA O
Egress gain |{i] M?El] v

2. Modify the fields as needed, using the information in the table below.
3. Click Apply to implement the settings.

The fields on this page are defined below.

Field Description

Vodsl Console Log - (Optional) Select the level of detail stored in the VODSL Console log. Options are Error, Notice, and Debug.
Level :
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Field Description

System Log Level : (Optional) Select the level of detail stored in the System log. Options are SPY_GEN_INFO, SPY_FNENTER,
: SPY_EVENT, SPY_MINOR_ERR, SPY_MAJOR_ERR, SPY_FATAL_ERR, and SPY_LEVEL_OFF. The default is

: SPY_EVENT.
Protocol Stack Log : (Optional) Select the level of detail stored in these logs. Options are SPY_GEN_INFO, SPY_FNENTER, SPY_
Level *EVENT, SPY_MINOR_ERR, SPY_MAJOR_ERR, SPY_FATAL_ERR, and SPY_LEVEL_OFF. The default is SPY_

Call Control Log Level : MAJOR_ERR.
Register Log Level

DSP Log Level

Tele Log Level

Dialplan Log Level

Restart Log Level

Master Level - (Optional) Select the lowest level of log entries for VolP. When debugging, this level must be lower than
' the levels selected in the other fields in this section. Options are Emerg, Alert, Crit, Error, Warn, Notice,
:Info, and Debug. The default is Crit.

LOGIC - (Optional) Select the level of logging for these modules. Options are Emerg, Alert, Crit, Error, Warn,
PROVISION . Notice, Info, and Debug. The default is Error.

VOICE ;

AGENT :

SIP log server IP - Enter the IP address of the server where the SIP logs should be stored.

address :

Gain Settings table - (Optional) Select the gain levels for incoming and outgoing transmissions for each line. Options are -14 to 6.
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SIP Black Filter

On this page, you can configure the black filtering settings.

1. In the left navigation menu, click Voice > SIP Black Filter. The following page appears.

» MART/ RGE SR616ac

onward thinking

Device Info
5 Voice -- SIP Black Filter Setting
Advanced Setup

Wireless

ed Setting
Setting
5IP Extra 5etting
SIPD
SIP

Diag

Management

Logout

2. In the black list column, enter the phone number that you want to block.
3. Toactivate the new entry, click the enable checkbox next toit.
4, Click Apply toimplement the settings.
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Diagnostics

Line performance diagnostic tools are supported by your SmartRG gateway. Three legs of the data path are included in the available
tests: LAN connectivity, DSL connectivity, and Internet connectivity tests.

Diagnostics

On this page, you can test the connection to your local network, the connection to your DSL service provider, and the connection to
your Internet service provider.

1. In the left navigation bar, click Diagnostics. The following page appears, showing information about the connection
encountered by the gateway.

SMART/RG SR616ac

orward thinking

Device info ipoe_0_0_350iagnostics

Advanced Setup Your modem is capable of testing your DSL connection. The
Wireloss individual tests are listed below. If a test displays a fail status,
click “Rerun Diagnostic Tests” at the bottom of this page to make
sure the fail status is congistent. If the test continues to fail, cick
Diagnostics "Help” and follow the troubleshooting procedures.

Volce

Wiagnuostics Test the connection to your local network

Test your LAN1 Connection: FAIL

Ethemet DAM

Tast your LAMZ Connection: PASS

Test your LAN3 Connection: FAIL

Test your LAN4 Connection: FAIL

5 GHz:ON
2.4 GHz:ON

EEIEIE[E

Test your Wirelett Connection:

Test the connection to your DSL service provider
Test xD5SL Synchronization: PASS Help

Test ATM OAM F5 segment ping: DISABLED |Halp

Test ATM 0AM F5 end-to-end !'!Iil'll?.: DISABLED |Help

Test the connection to your Internet service provider
Fing default ga : Help

Fing primary Domain Mame Server: Help

Fort Connesction
Tt Tt With QM P4

2. Torun atest (and refresh the data), click the appropriate Test button.

The table is updated with fresh diagnostic information regarding connection integrity.
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3. Totest another connection, click Next Connection. The data refreshes and the Previous Connection button
appears.

4. If atest fails, click the Help link located in the last column to learn more about what is being tested and what actions
you can take.

Ethernet OAM

On this page, you can view diagnostics regarding your VDSL PTM or Ethernet WAN connection. Fault Management is compliant with
IEEE 802.1ag for Connectivity Fault Management.

1. In the left navigation bar, click Diagnostics > Ethernet OAM. The following page appears.

SMART/RG SRé16ac
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Devies Info Ethernet Link OAM (802.3ah)
Advanced Setup [[] Enabled
Wireless
Veice Ethernet Service OAM (802.1ag f Y.1731)
Diagnostics [ Enabled ® g02.1ag O %1731
Diagnostics ApphyiSave
Ethemet OAM

Diagnostics Tools
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2. Toenable Ethernet Link OAM (802.3ah):
a. Click the Enabled checkbox. Additional fields appear.

SMART/RG’ SR616ac
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Devies Info Ethernet Link OAM (802.3ah)

Advanced Setup [ Enabled

babaniss WAN Interface:  |atmd ~

Vioice - : -

[Hagnostics OAM ID: |-1—| (positive integer)
Diagnostics O Autc Event

LA
Ethemet OAM [] Voriable Retrieval

[ Link Events
Logout [] rRemote Loopback

[ active Mode

Ethernet Service OAM (802.1ag / ¥.1731)
[ enabled ® g0z.1ag O ¥.1731
Aty Save

b. Modify the fields as needed, using the information in the Ethernet Link OAM (802.3ah) section of the
table below.

3. Toenable Ethernet Service OAM (802.1ag/Y.1731):

a. Click the Enabled checkbox. Additional fields appear showing values for 802.1ag. To configure Y.1731,
click the Y.1731 radio button. The page refreshes.
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SMART/RG SR616ac
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Ethernet Link OAM [802.3ah)
[ Enablad

Ethernet Service OAM (B0Z.1ag [ ¥.1731)
B Enabled @ g02.1ag O %1731

WAN Interface: | atmo v-_

ME Laval: [0 ~] o7

MD Mame: rummn [#.9- Broadoom]

MA 1D [ |[e.g. BROM]

Local MEP 10: 0 [1-B191]

I]_;;:al MER WLAN [+ | [1-4094] (-1 means no VLAN tag)

[0 cCM Transmission
Remote MEP 1ID: |1 |[1-8191] (-1 means ne Remate MEP)
Loopback and Linkirace Test
Target MAC: | [e.0. 02:10:18:33:bb:cx]

Linktrace TTL: l [1-25%] (-1 means no max hop limit)

‘Saral Lotgrbuncic Sl s

b. Modify the fields, using the information provided in the Ethernet Service OAM (802.1ag/Y.1731)
section of the table below.

4. Click Apply/Save to commit your changes.
Torun a loopback test, enter a MAC address in the Target MAC field and click Send Loopback at the bottom of the
page. The results appear in the Loopback Result row of the table.

6. Torun alinktrace test, enter a MAC address in the Target MAC field and click Send Linktrace at the bottom of the
page. The results appear in the Linktrace Result row of the table.

Field Name Description

Ethernet Link OAM (802.3ah) section

WAN Interface Select the WAN interface that you want to test.

OAMID i Enter the ID of this OAM configuration. Only positive numbers are allowed.
AutoEvent  .Click toenable automatic reporting of events.
Variable Retrieval ! Click to enable on-demand link diagnostics, including bit-error-rate approximation.
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Link Events : Click to enable reporting of critical conditions that may cause link failure.

Remote Loopback ' Click to enable on-demand link diagnostics, including bit-error-rate approximation.
Active Mode Click to enable this feature.
Ethernet Service OAM (802.1ag/Y.1731) section

WAN Interface :Select the WAN interface that you want totest.
MDLevel | (Appears for the 802.1ag option only) Select the domain level for this maintenance domain. Options are 0 -

. 7. The larger the domain, the higher the value you should select.

MDName ' (Appears for the 802.1ag option only) Enter the name of the maintenance domain, e.g., Broadcom.
map | (Appears for the 802.1ag option only) Enter the maintenance association ID, e.g., BRCM.
MEG Level | (Appears for the Y.1731 option only) Enter the level of the maintenance entity group.
MEGID | (Appears for the Y.1731 option only) Enter the ID of the MEG.
local MEPID  Enter the ID of the local maintenance entity group end point.. Options are 1 - 8191. The defaultis 1.
Local MEP VLAN D : Enter the VLAN ID of the local MEP. Options are 1 - 4094, The defaultis -1 (no VLAN tag).
CCM Transmission ' Click to enable continuity check message transmission.
Remote MEPID Enter the ID of the remote MEP. Options are 1- 8191, The default is -1 (noremote MEP).
Loopback and Linktrace Test section
Target MAC | Enter the MAC address for the test, e.g., 02:10:18:aa:bb:cc.
Linktrace TTL I Enter the maximum number of hops allowed. Optinons are 1- 233. The default is -1 (no limit).
Loopback Result | Displays the results of the loopback test.
Linktrace Result  :Displays the results of the linktrace test.

Diagnostic Tools

In this section, you can ping or trace the communication route, and start or stop your DSL connection.
L4
Ping

On this page you can ping a server by host name or IP address.
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1. In the left navigation menu, click Diagnostics Tools > Ping. The following page appears.

- MART/ RG® SR616ac

orward thinking

D ce Info Ping Diagnostic

Please type in a host name or an IP Address, Click Submit to
check the connection automatically.

Host Mame or Ip Address: |

Start/Stop DSL

2. Enter the host name or IP address.
Click Submit. The details of the ping appear on the page.

[PING 182.168.1.40 (192 .14€8.1.40): &4 data bytes

=== 192.268.1.40 ping acatiacica ===
|4 packets transmitted, 0 packects received, 4§ packet loas

Test Result

4. Toreturn tothe Ping Diagnostic page, click Back.
To stop a test, click Stop.
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Traceroute
On this page, you can use the Traceroute utility to trace a connection.

1. In the left navigation menu, click Diagnostics Tools > Traceroute. The following page appears.

SMART/RG’ SR516ac

foreard thinking

Trace Route to Host
Enter the IP address of the device that you wish to trace. The
results will take a few moments (up to 15 seconds) to appear.

Target Host Address: || Trace Rosen v Host

Ethemet OAM

I-‘ing Hast

—
it "

SMART/RG’ S

orward thinking

Device Info Traceroute Diagnostic

Advanced Setup Please type in a host name or an IP Address. Click Submit to
trace the route.

Host Name or Ip Address:]

2. Enter the host name or IP address.
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3. Click Submit. The details of the trace appear on the page.

traceroute te 192.168.1.40 (192.168.1.40), 30 hops max, 38 bByte packesa |
1 192.168.1.1 (192.168.1.1) 3007.139 ms 3006.028 ms 3006.432 ms

Test Result

4. Toreturn to the Traceroute Diagnostic page, click Back.
Tostop a test, click Stop.

Start / Stop DSL

On this page, you can start or stop your DSL connection.

1. In the left navigation menu, click Diagnostics Tools > Start/Stop DSL. The following page appears.

SMART/RG’ SR 16ac

grward thinking

Your DSL connection is down, Verify that your Gateway s correctly connected
to your phone line. If the problem persists, check your documentation.

Start/Stop DSL

Thi% page enables you o start or stop your DSL line.

Your DSL connectlon Is Down, it seems the phone line is not connected.

Logout

ey

2. Toconnect toyour DSL, click Start. A message appears, with instructions for refreshing the page. When the
connection is ready, the "DSL connection is up” message appears.

3. Tostop your connection, click Stop. A message appears, stating that your DSL connection is down.
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Management

In this section, you can configure server and system log settings, control access, and configure clients.

Settings
In this section, you can back up the current settings, restore saved settings, or reset the gateway to default settings.

Backup

On this page, you can back up the current settings for your gateway in a file stored on your computer.

1. In the left navigation bar, click Management > Settings. The following page appears.

SR616ac

Device Info Settings - Backup
Avancod setup Backup Broadband Router configurations. You may save your
Wireless router running settings to a file on your PC.

Voice

Diagnostics

Diagnostics Tools Bachup Runing Settings

Backu

Update Backup Broadband Router configurations. You may save your
Restore Default router default settings to a file on your PC,

System Log

Security Log

SHMP Agent

Management Server

WD © apn-sstian

2. Toback up the current running settings:

a. Click Backup Running Settings. The Opening file dialog box appears.

b. Click OK. The file is saved to your default download location and is named "backupsettings.conf”.
3. Toback up the current default settings:

a. Click Backup Default Settings. The Opening file dialog box appears.

b. Click OK. The file is saved to your default download location and is named
"backupdefaultsettings.conf".
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Update

On this page, you can restore previously backed-up gateway settings.

1. In the left navigation bar, click Management > Settings > Update. The following page appears.

SMART/RG’ .

orward thinking

Device Info Tools -- Update Settings

e Update Broadband Router settings. You may update your

Wireless router settings using your saved files,
Diagnostics Settings File Name: Browse. | o file sslected.
Diagnostics Tools Updite Setting
et
Settings
Backup
Update

Restore Default Update Default Broadband Router Settings. You may update

L your router default settings using your saved files.
og

rity Log Settings File Name: Browse.. | Ho fise ssected.
SHMP Agent

Update Settings

Management Server

YMPP Connection

A fope==_nut TE

2. Toupdate settings from a file that you saved previously:

a. Click the appropriate Browse button to locate either a customized setting file or the default setting
file (.conf file) on your local system and click Open.

b. Click the associated Update Settings button. The gateway reboots when the update has completed.
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Restore Default

On this page, you can restore the gateway to the factory default settings. If you think you might need to reload the current settings,
create a backup (on the Management > Settings > Backup page) before proceeding.

1. In the left navigation menu, click Management > Settings > Restore Default. The following page appears.

SMART/RG’ SR616ac
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Device Info Tools -- Restore Default Settings

SCTERCIE e R Restore Broadband Router settings to the custom defaults,

Wireless
Volce

Diagnostics

Diagnostics Tools

Man ademen

2. Click Restore Default Settings. The system returns to the default settings and reboots.

System Log

The System Log page displays a history of error conditions and other events encountered by your gateway. You can configure the
system log and view the security log.

1. In the left navigation bar, click Management > Settings > System Log. The following page appears.

e IO«1AR-I-/RGG SR616ac

orward thinking

System Log

The System Log Dialog allows you to view the System Log and
configure the System Log options.

Click "View System Log’ to view the System Log.

Diagnostics Tools Click "Configure System Log" to cenfigure the System Log
Management GRtsoTs.
Settings

yitem Log

- Wi Syitem Log Configars Syiters Log
curity Log

SHMP Agent
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2. Toview the system log details:
a. Click View System Log. The log appears in a separate window.

s

{0 19216811 fadmen Sogaew.omd
System Log

kernl: PPP_KERM: numO=0, numl =1, num2=2, index=524200 register device pppd.2

Fob 13 14:57:44|dseman
Feb 13 14:57:47
Feb 13 14:57:47d
Feb 13 14:57:47 ke
Feb 13 14:57:47 lern

leyalog: User name and password authenbeaben faded,

[svsiog: PPP server detected.

: PPP sesmon astablished.

(earmsil: PPP_KERN: ppp_oreabe_inberfate: ure=534290

kermeel; PPP_KERM: numO=0, numl=1, numz=2, mdex=524290 register device pppd.2

14:57 T
Fab 13 14:57:23 dasmoncrit ysiog: PPP LCP LR,
Fab 13 14:5?:24h3mn¢n [Evslog User name and password authentcatesn faled,
Feb 13 14:57:33 daemonerit wysiog: PPP server detected.
Feb 13 14:57:33daemonlorit  |wyslog: PPP sesson established.
Feb 13 14:57:30kern  arr kernel; PPP_KERN: ppp_create_inbenlace: urt=534200
Feb 13 14:5?:33hm BT kermeil; PPP_KERN: numO=0, numl=1, numz=2, mdex=524250 register device pppd.2
Fob 13 14:57:33[daemonfrit  [wyslog: PRP LCP UP,
Feb 13 14:5?:34iﬂ T [Syshogs User name and password authentcateen faled,
Feb 13 14:57:43)d erit wyslog: PPP server detected.
Fab 13 14:57:430d it log: PPP astablished.
Feb 13 14:57:43 kemn BT kermil; PPP_KERN: pop_oreabi_inbenlate; urd=534290
Feb 13 14:5?:4% BT cermel: BEF_KERM: numO=0, numl=1, num2=2, mdex="524280 regqister device pppd.2
Fab 13 l#:ﬁ?lﬂmﬂ : PPR LCP LR
|t
it
lrr
efT
Tt
T

Fob 13 14:57:47 [daemon : PP LCP LR,
Feb 17 14:57:48) |eysiog: User name and password authentication faded.
Fob 13 14:57:57 leysiog: PPP server detected.

W

b. Toupdate the data, click Refresh.
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3. Toconfigure the log settings:
a. Click Configure System Log. The following page appears.

MART/RG

orward thinking

SR616ac

Device Info

Wireless

Voice
Diagnostics
Diagnostics Tools
Management

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the
selacted avents. For the Log Level, all events above or aqual
to the selected level will be logged. For the Display Level, all
logged events above or equal to the selected level will be
displayed. If the selected mode is ‘Remote’ or ‘Both,' events will
be sent to the specified IF address and UDFP port of the remote
syslog server. If the selected mode is 'Local’ or 'Both,” events

will be recorded in the local memory.
Settings

Select the desired values and chck ‘Apply/Save’ to configure the

System Log !
system log options.

Security Log
SHMP Agent Log:
Management Server

) bisable ® Enable

XMPP Connection Log Level; | Debugging -
btarnct Tis Display Level: Errar -
Access Control Mode: [Local |
Update Software Apply Fave

Reboot

Logout

b. Modify the fields as needed, using the information in the table below.
c. Click Apply/Save to save and apply your changes. You are returned to the System Log page.

The fields on this page are defined below.

Action Description

Log Level :Select the type of information that you want logged. Options are Emergency, Alert, Critical, Error, Warning,
- Notice, Informational, and Debugging. The options are listed in order from least detalled to most deta1led The
default is Debugging.

Display Level :Select the level of information that should be displayed. Options are Emergency, Alert, Critical, Error, Warning,
- Notice, Informational, and Debugging. The options are listed in order from least detalled to most deta1led The
default is Error. This level is recommended (least verbose) unless you are actively troubleshooting a situation with
‘a subscriber for which increased detail is required.

Mode : Select where log events will be sent. Options are Local, Remote, and Both. Select Remote or Both to send to the
» specified IP address and UDP port of a remote syslog server. Select Local or Both to record events in the local
‘memory of your gateway. The default is Local.

When you select Remote or Both, additional fields appear. Enter the IP address and port number for the remote
' syslog server.
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Security Log

The security log contains a history of events related to sensitive access to the gateway. Logged events include:
« Password change success / failure
« Authorized login success / failure
« Authorized user logged out
« Security lockout added / removed
« Authorized / unauthorized resource access
« Software update

1. In the left navigation bar, click Management > Security Log. The following page appears.

SMART/RG’

orward thinking

Device Info Security Log
_‘5":1 vanced Setup The Security Log Dialog allows you to view the Security Log
Wiraless and configure the Secunty Log options.

Voice L .

i 4 Click "View' to view the Securty Log.

Diagnostics

Diagnostics Tools Click ‘Reset’ to dear and reset the Security Log.

Management

Settings

Right-click here to save Security Log to a file.

m Log
Security Log

SHNMP Agent

Aan agemen t Server

2. Do any of the following:
« Toview the log, click View. The log appears in a separate window.

(i} 18216811 admin sec: VWL e

Security Log

2017-08-31TO7:41:06+00:00 1D 3: Authorized bogin success::U admin:N HTTP:P 80:1P 192.168.1.2
2017-08-31TO7:48:57+00:00 1D 3: Authonized logn success: ;U admin:N HTTP;P 80: 1P 192.168.1.2
2017-08-31T08: 33:48+00:00 ID 3: Authonzed login success: U admin:N HTTP:P B80:1P 192.168.1.2

Refresh O

« Topurge the log entries and start fresh, click Reset. A confirming message appears. Click Close.

« Toexport the log to a local drive, right-click the here link in the last line of the instructions on the page. The
log appears in the browser window. You can save the page or select all of the log text, paste into a text file
and save the file.
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SNMP Agent

On this page, you can configure the SNMP (Simple Network Management Protocol) settings to retrieve statistics from the SNMP agent
for the gateway. You can enable or disable the SNMP agent and set parameters such as the read community, system name and trap
manager IP.

1. In the left navigation bar, click Management > SNMP Agent. The following page appears.

SMART/RG’ SR616ac

orward thinking

Device Info SHMP - Configuration
Advanced Setup Simple Network Management Protocal (SNMP) allows a
Wireless management application to retrieve statistics and status from
the SNMP agent in this device.

Voice
Liagnostics Salact the desired values and click 'Save/Apply’ to configure the
Diagnostics Tools SMMP opltions.,
Management
b SNMP Agent ® Disable O Enable
Settings
System Log Read Community: | public
Security Log Set Community: private
SHMP Ag-_-'-nr. System Mame: SemartRG
Management Server o e —
YMPE Connection System Contact: ke,
Sk 7 ks Trap Manager IP: 2.0.0.0
Intemet Time
Access Control Sl

Update Software

2. Modify the fields as needed, using the information provided in the table below.
3. Click Save/Apply to commit your changes.

The fields on this page are defined below.

Field Name Description

SNMP Agent : This option is disabled by default. To enable the SNMP agent, click Enable,

Read Community :Select whether access to the network community is restricted. Options are public and private. The default is
. public.

Set Community :Select whether access to the write (set) community is restricted. Options are public and private. The default is
' private.

System Name : Enter the name of the system.

................................................................................................................................................

................................................................................................................................................

Trap Manager IP : (Optional) Enter the IP address where the trap manager is installed.
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Management Server

SmartRG gateways support TR-069 based standards for remote management, including STUN server configuration. In this section, you
can configure the gateway with details about the management ACS (Auto Configuration Server) to which this gateway will be linked.

TR-069

The TR-069 client screen contains default connection parameters and generally only needs to be enabled, pointed to the ACS URL,
and any required ACS Username and ACS Password entered. This manual does not cover the setup of your ACS. If you need to modify
the default settings, consult the materials provided by your ACS vendor to determine the appropriate parameters and server
settings.
SmartRG products can accommodate several ACS products, including:

« Calix Consumer ACS

« Cisco Prime Home

o ClearVision

« Device Manager by SmartRG

1. In the left navigation bar, click Management > Management Server. The following page appears.

SMART/RG’ SR616ac

orward thinking

Device Info TR-069 client - Configuration
- [
Advanced Setup WAN Management Protocol (TR-065) allows a Auto-Configuration Server (ACS) to
Wirsless perorm asto-conhiguration, providson, collection, and diagnostes to this dewvce.
Voice
I::' i Select the desred values and dick Apply/Save’ to configure the TR-06% dient oplions.
g
g TR-069 Client ) Disable ® Enable
Managemment ACS URL from DHCP: Jenabled
Settings oul-Serial ®aac D Serial Number
E Inform ) Disable ® Enable
Inform Interval: [e20
- i
ACS User Name:
ACS Password:

WAN Interface used by TR-069 dient: | Any_WAN ~ |

Display SOAP messages on serial

consale ) iz able O Enable

O connecion Reguest Authenbcabon

Apepdy Sk G RPT M

Logout

2. Complete the necessary fields per the instructions from your ACS platform vendor.

Field Name Description

TR-069 Client ' This option is enabled by default. To disable this feature, click Disable.
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ACS URL from DHCP ' Click to enable the gateway to obtain the ACS URL from the DHCP server.

OUI-Serial ‘Select whether to use the MAC address or the device serial number as the identifier. The
- default is MAC.
Inform ‘Select whether to disable or enable the inform feature. The default is Enable.
Inform Interval ‘Enter the frequency (in seconds) at which the CPE (gateway) checks in with the ACS to sync

and exchange data. A typical production environment has CPEs informing to the ACS once a
- day or every 86,400 seconds. The default is 3600 seconds (1 hour).

.......................... bemocecceccesccecceacecccecce-scescea-ee-cee-easeseeeeeeaeeaseaeeemeemeeaeceaeeaeemaceaeaeaaannan

ACS URL ‘Enter the URL for the CPE to connect to the ACS using the CPE WAN Management Protocol.
éThis parameter MUST be in the form of a valid HTTP or HTTPS URL. An HTTPS URL indicates
‘that the ACS supports SSL. The "host" portion of this URL is used by the CPE for validating the
certificate from the ACS when using certificate-based authentication.

' You can include a port specification suffix if your ACS platform requires it, e.g.,
+http://customer1.acs.smartrg.com:30005 where 30005 is the port number. The default port

+is 30005.
ACS User Name ' Enter the user name by which this gateway logs in to the ACS.
ACS Password ' Enter the password to authenticate the above user name.

TR-069 Client Port ' Enter the port number to be used by the TR-069 client, e.g.,
http://xxx.xxx.xxx.xxx:30005/" where the xxx values are specific WAN IP octet numbers.
: The default port value is 30005.

.......................... bemocecceccesccecceacecccecce-scesceacee-cee-easesseee-eaeeaseaaeemeemeeaeceaneaeemaeeaeeaeaaeaannan

WAN Interface used by : Select any_WAN, LAN, Loopback or any configured connection to identify how this gateway
TR-069 client - will connect to the ACS.

Display SOAP messages : Select whether to disable or enable the display of SOAP messages on the console. The
on serial console - default is Disable.

3. (Optional) To configure the modem client Connection Request mechanism used by your ACS for communication with
subscriber gateways, click Connection Request Authentication. Additional fields appear.
Note: Consult with your ACS vendor for any specific connection request requirement impacted by the following

settings.

Field Name Description

Connection Request ' Enter the user name by which this gateway authenticates the ACS. For example,
Username . many ACS platforms use “admin” or “tr069”.

Connection Request URL ' This URL is set automatically and cannot be changed. It includes the port number,
.e.g., http://10.101.40.115:30005/.
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4. Toforce the gateway to attempt to sync with the ACS, click the GetRPCMethods button. This will assist you in
verifying the TR-069 parameters entered above.

5. Click Apply/Save to commit your changes.

STUN Config

STUN stands for “Simple Traversal of UDP through NATs”. STUN enables a device to find out its public IP address and the type of NAT
service it is sitting behind.

STUN is most commonly used with older modems under ACS management connected via a NAT gateway. NAT accommodates a LAN-
side device that has been allocated a Private IP address such as a CPE device on a private network behind an ONT. In this instance,
the regular CWMP Connection Request mechanism to talk to the modem gateway cannot be used to initiate a session with that ACS.

A STUN server receives STUN requests and sends STUN responses. STUN servers are generally attached to the public Internet.

On this page, when a STUN server is present within the infrastructure of the Service Provider, you can configure this gateway with
the connectivity specifics for that server.

1. In the left navigation bar, click Management > Management Server > STUN Config. The following page appears.

SMART/RG SRé16ac

orward thinking

Dievice Info TR-06% Client -- STUN Configuration

i Select the desired values and dick “Apply™ to configure the TR-069 Client STUN
aphang,

Nagnostics Tools ] sTum Server support
Management

Settings

System Log

Sacurity Log 2 P S
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2. Toview the required STUN settings, click STUN Server Support. Additional fields appear.

SMART/RG’ SRe16ac

fnrwarc thinking

Device Info TR-069 Client -- STUN Configuration

Advanced Setup Select the desired values and dick “Apply” to configure the TR-069 Cherk STUN
Wireless opLioms.

Volce

Diagnostics

Diagnostics Tools B STUN Server support

Management
STUN Server Address:

Settings

Systos Log STUN Server Port; T8
STUN Server User Name:
Security Log STUN Server Password: |
SHMP Agent STUN Server Maamum Keep Alve =
Management Server Periad: ) i ’
il STUN Server Mmimum Keep Alive
TR-069 Client Pariod:
5TUH Config e
b
Internet Time —-—
R — S - .._’wn_-hw

3. Modify the fields using the information provided in the following table.
4, Click Save/Apply to commit your changes.

Field Name Description

STUN Server Address  :Enter the physical STUN server’s assigned network address. An invalid address will produce an immediate
:on-page error message from the gateway. You can enter a maximum of 256 characters

: An ACS server may also have STUN functionality running on the same physical box. Consult your ACS
»vendor for implementation options and also TR-069 protocol documentation, if necessary.

.................................................................................................................................................

STUN Server Port - Enter the port number associated with your STUN server infrastructure. Options are 0 - 64435, The
+default is 3478.

STUN Server User Name : Enter the username by which the gateway accesses the STUN infrastructure. Maximum length is 256
:characters. Special characters are accepted.

STUN Server Password :Enter the password by which the modem authenticates the above username to the STUN infrastructure.
Maximum length is 256 characters. Special characters are accepted. The value will be hidden.

STUN Server Maximum : Enter the maximum time( in seconds) that the keepalive function should be active. Options are O-
Keep Alive Period * :Unlimited. The default is -1 (no maximum limit).

STUN Server Minimum : Enter the minimum time(in seconds) that the keepalive function should be active. Options are 0-
Keep Alive Period * :Unlimited. The default is O seconds.

*This mechanism is used for refreshing NAT bindings with using Restricted Cone NAT or Port Restricted Cone NAT. A device’s
internal address / port mappings (which the STUN protocol can use) can have keep alive values attributed. These minimum and
maximum keep alive times define the minimum time to retain the mapping information that STUN has discovered, and the maximum
time to retain that information, before refreshing it through forced re-discovery.
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With these NAT schemes, the initial network address translation may not be used after a specified elapsed time. Internal mapping is
dropped. The gateway then assigns a different address mapping. This mechanism allows for coordinated refresh on the bindings for
mappings used by the STUN protocol. For further information, review STUN-related RFCs.

Selecting appropriate values for these two fields is influenced by a various environmental factors including device types deployed,
services employed and NAT configuration options enabled within the topology.

XMPP Connection
On this page, you can configure a connection between the gateway and an XMPP server.

1. In the left navigation bar, click Management > XMPP Connection. The following page appears.

SMART/RG’

orward thinking

Device Info XMPP -- Connection Setup

g ¥MMP connection allows CPE to connect with XMPP server to advertise IP addresses of devices on the LAN side, A
Wireless maxmum 32 entnes can be configured.

Voice

Jabber | Use Established Lorvier Carver Last Change

Diagnostics

Domain | Resource Status | Remo

0 TLS | TLS Address Port Date

Diagnostics Tools

Management

Settings Aaa [y

Security Log ool
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2. Toadd aconnection, click Add. The following page appears.

SMART/RG" SRé16ac

areard think ng

Diavice Info XMPP -- Connection Add

h, il o &
Advanced Setup The Connection represents 3 XMPP connedion between the device and a
Wereliss garver. The Lisername, Domain and Resouroe comprise the full identity

i (labberlD) of thes Connecton for this device.

To setup XMPP connection, usemame, and password are reguired, but domain,
resource, and use TLS can be optional, After entering specfic information, dick
“Apply/Save” to add XMPP connection.

¥MPP Connection O use TLs O Enable

Usermnams;
Password:

Domain;

Resouroe;

XMPP Server Address:
XMPP Server Port:

Apgiy e

3. In the XMPP Connection field, select whether to use TLS and then click Enable.
4. Modify the fields as needed, using the information provided in the table below.

Field Description

Username Enter the username for accessing the XMPP server.

password Enter the password for accessing the XMPP server.
Domain ' (Optional) Enter the domain for this connection.
Resource (Optional) Enter a descriptive name for this connection.

XMPP Server Port :Enter the port for the IP address entered above.

5. Click Apply/Save to save and apply the settings.
6. Toremove a connection, click the Remove checkbox to the right of the entry and then click the Remove button.

Internet Time

On this page, you can configure the gateway to synchronize its time with the Internet time servers. This feature is enabled by
default.
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1. In the left navigation bar, click Management > Internet Time. The following page appears.

I h"1A.R.-I./rR'Gc SRé16ac

orward thinking

Time settings
This page allows you to the modem's time configuration.

Bl automatically synchronize with Inbernet time servers

First NTP tima sarver: | time.nist.gov b |
Second NTP time "m:'u_h;n_‘;;_wm -1
SErver: : )
Third NTP time server: | Hone

Fourth NTP time server: Hone b |

Fifth NTP time server: | Hone ~|

Cusrent Router Time:  Thu Jan 1 00:58:34 1970 ) )
Time zone offset; | (GMIT-05:00) Eastern Time (U5 & Canada) el
O enable Daylght Saving Tme

gy e

Click Automatically synchronzie with Internet time servers. Additional fields appear.
Select the desired time servers.

Select the Time zone offset.

(Optional) Click Enable Daylight Savings Time.

Click Apply/Save to save and apply the settings.

N o v ks wbd

To disable this feature, click the Automatically synchronize with Internet time servers check box to clear it and
then click Apply/Save to save your changes.

Access Control

In this section, you can manage user passwords and the services that are available for users.

The following user names are assigned specific rights:
« "admin” has unrestricted access
« "support” has general access rights plus additional rights to perform maintenance tasks and run diagnostics.

« "user”can view settings and statistics and update the firmware.

Passwords

On this page, you can modify the username and password of your users.
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1. In the left navigation bar, click Management > Access Control. The following page appears.

SMART/RG’ SR616ac

orward thinking

Dieviice Infa Access Control -- Passwords

frcess to your broadband router is controlled through three user accounts: admin,
support, and wser,

The wsér name "sdmin’ has unrestnded access to change and wew configuration of
your Broadband Router,

The user name “support’ is used to allow an ISP techmician to access your Broadband
Rowter for maintenance and to run diagnostes,

Tha user nama ‘user can acoass the Broadband Router, view configurabion settings
and statistics, as well as, update the router's software.,

Use the fields below to enter up to 16 characters and dick ‘Apply/Save’ to change or
créate pasawords. Note: Paseward cannat contain a Space.

Usemame:

Od Password:
MNew Password:
Confirm Password:

e————

Enter the user name in the User Name field.

2

3. Enter the current password in the Old Password field.

4, Enter the new password in the New Password and Confirm Password fields. Passwords cannot contain spaces.
5

Click Apply/Save to implement your changes.

Access List

On this page, you can create list of IP addresses that are allowed to access local management services (defined in the Services
Control list). When Access Control mode is disabled, IP addresses for incoming packets are not validated.
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1. In the left navigation bar, click Management > Access Control > Access List. The following page appears.

SMART/RG’ SR616ac

orwarnd thinking

Access Control -- TP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Controd List. If
the Access Control mode is disabled, the system will not validate IP addresses
for incoming packets. The seraces ane the system apphcations hsted in the
Sennce Control List

Aeeess Control Mode: @ Disable ) Enable

P Address | Subnet Mask | Remove

2. Toenable the listed IP addresses to access local management services, in the Access Control Mode field, click
Enable.

3. Toadd an access list:
a. Click Add. The following page appears.

SMART/RG’ SR6 16ac

erward thinking

Add IP Addresses

Entier the [P address of the management station permitted to acoess the local
management sarvices, and chick “Apply/Save”.

1P Address/Mask:

b. Enter the IP address and mask of the station allowed to access local management services.
c. Click Apply/Save. You are returned to the Access List page.

4. Toremove a connection, click the Remove checkbox to the right of the entry and then click the Remove button. If
you remove the only entry, Access Control Mode is set to Disable.

5. Click Apply/Save to save and apply the settings.

Services Control

On this page, you can enable or disable the different types of services that your gateway can access.
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1. In the left navigation bar, click Management > Access Control > Services Control. The following page appears.

SMART/RG’

orward thinking

SR&16ac

Access Control -- Services

Services access control list (SCL) enable or disable the running services.

LAM Port | WAN Port WAHN Interface

e |Eenable| 2 | | Oenable|/® | I--\-LL v
WITPs | Henable| [#1 | | Denable|f | |[an ~|
TELNET | £ enable irii_.: [ enable __“___ !_J_’-_LL__ = V'
S5H Menable| [2 | | Denabie|= | i-."!-l.- v
TFTR &4 enable ,_“_ O enable “‘ __: ;J._l. ”1
ICMP enable| @ Oenabile| ® [~
ShMp £ enabile :—'.*.‘m [ enabla :.‘;'““: E.ALL v
lm.l’ﬂl'—

o5 Control

2. Select or clear the enable checkbox next to each service and interface that you want to change.
(Optional) In the WAN Port Number field, modify the port numbers for the services.
Click Apply/Save to save and apply the settings.

User Profile
On this page, you can enable or disable access to different features for each user profile defined for your gateway.

1. In the left navigation bar, click Management > Access Control > User Profile. The following page appears.
2. Select or clear the enable checkbox next to each feature to configure access for the selected user profile.
3. Click Apply/Save to save and apply the settings.

Logout Timer

On this page, you can define the maximum time that a session can remain open before the gateway logs out.
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1. In the left navigation bar, click Management > Access Control > Logout Timer. The following page appears.

SMART/RG SR616ac

orward thinking

Device info Access Control - Logout Timer

Advanced Setup Here you can configure the automatic GUI logout timer.

Wireles: ’ .

”"r v A value of zero disables the automatic logout feature.

Voo

Logout Timer Period (enter a value between 0 and 60 minutes):

Diagnostics i
= |18

Diagnostics Tools
Management

Apply/Save

em Log

Security Log
SHMP Agent - priegen.

2. In the Logout Timer Period field, type the number of minutes after which a session will be ended. Options are 0 - 60
minutes. The default is 15 minutes. To disable this feature, enter a zero (0) in the field.

Update Software

On this page, you can update the firmware of your gateway. Software updates for SmartRG product are available for download by
direct customers of SmartRG via the SmartRG Customer Portal.

Note: Make sure that you have downloaded the correct software file as instructed by your ISP.

1. In the left navigation bar, click Management > Update Software. The following screen appears.

SMART/RG" SR616ac

arward thinking

Tools -- Update Software
Step 1: Obtaen an updated software wmage file from your 15

Step 2: Enter the path to the image file location in the box below or dick the
‘Choeose Files” button te locabe the image file.

Step 3: Chek the ‘Update Saftware’ butbon once to upload the rew image file.

NOTE: The update process takes about 2 minutes to complate, and your
Eroadband Router will reboot,

Software File Name: | Browse. | Mo fis seeced.

2. Click Browse to locate and select the correct software file.
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3. Click Update Software.

Note: When software update is in progress, do not shut down the gateway. After the software update completes, the
gateway automatically reboots.

Reboot

On this page, you can reboot your gateway without needing physical access to the unit.

1. In the left navigation, click Management > Reboot. The following page appears.

SMART/RG SRé16ac

arward thinking

Device Info
P = Click the butten below to reboot the router.
Advanced Setup

Rptoat

Diagnostics

2. Click Reboot. The gateway reboots and, after a few minutes, the Login dialog box appears.
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Logout

1. Tolog out of your gateway, click Logout in the left navigation menu. The Logout page appears.

[]

SRé616ac

Click the butten below te log out of the GUI.

2. Click the Logout button. A success message appears.
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Appendix: FCC Statements

FCC Interference Statement

This device complies with Part 15 of the Federal Communications Commission (FCC) Rules. Operation is subject to the following two
conditions:

« This device may not cause harmful interference.
« This device must accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will not
occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
« Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
« Consult the dealer or an experienced radio/TV technician for help.
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numrique de la classe B est conforme A la norme NMB-003 du Canada.

FCC Radiation Exposure Statement

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment and it also complies with Part 15 of the FCC RF
Rules.

« This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
« This equipment should be installed an operated with a minimum distance of 20cm between the radiator and your body.
« This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

Caution! Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

FCC - PART 68

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the bottom case of this equipment is a label
that contains, among other information, a product identifier in the format US: VW7DLO1BSR616A.
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This equipment uses the following USOC jacks: RJ-11/RJ45/USB/Power Jacks.

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the applicable FCC Part 68 rules and
requirements adopted by the ACTA. A compliant telephone cord and modular plug is provided with this product. It is designed to be connected to a
compatible modular jack that is also compliant. See installation instructions for details.

Ringer Equivalency Number Statement

REN=0.1

Notice: The Ringer Equivalency Number (REN) assigned to each terminal device provides an indication of the maximum number of terminals allowed
to be connected to a telephone interface. The termination on an interface may consist of any combination of devices subject only to the
requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed 5.

If this equipment causes harm to the telephone network, the telephone company will notify you in advance that temporary discontinuance of service
may be required. But if advance notice isn't practical, the telephone company will notify the customer as soon as possible. Also, you will be advised
of your right to file a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the operation of the equipment. If
this happens the telephone company will provide advance notice in order for you to make necessary modifications to maintain uninterrupted service.

If trouble is experienced with this equipment, for repair or warranty information, please contact SmartRG,Inc. If the equipment is causing harm to
the telephone network, the telephone company may request that you disconnect the equipment until the problem is resolved.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service commission or corporation
commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of this device does not disable your alarm
equipment. If you have questions about what will disable alarm equipment, consult your telephone company or a qualified installer.

IC CS-03 statement

This product meets the applicable Industry Canada technical specifications. / Le présent matériel est conforme aux specifications techniques
applicables d’Industrie Canada

The Ringer Equivalence Number (REN) is an indication of the maximum number of devices allowed to be connected to a telephone interface. The
termination of an interface may consist of any combination of devices subject only to the requirement that the sum of the RENs of all the devices not
exceed five. / L’indice d’équivalence de la sonnerie (IES) sert a indiquer le nombre maximal de terminaux qui peuvent étre raccordés a une
interface téléphonique. La terminaison d’une interface peut consister en une combinaison quelconque de dispositifs, a la seule condition que la
somme d’indices d’équivalence de la sonnerie de tous les dispositifs n’excéde pas cing.

Canada Statement

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the following two conditions: (1) this device may
not cause interference, and (2) this device must accept any interference, including interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux
deux conditions suivantes : (1) l'appareil ne doit pas produire de brouillage, et (2) lutilisateur de l'appareil doit accepter tout brouillage
radioélectrique subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.

The device meets the exemption from the routine evaluation limits in section 2.5 of RSS 102 and compliance with RSS-102 RF exposure, users can
obtain Canadian information on RF exposure and compliance.
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Le dispositif rencontre l'exemption des limites courantes d'évaluation dans la section 2.5 de RSS 102 et la conformité a l'exposition de RSS-102 rf,
utilisateurs peut obtenir l'information canadienne sur l'exposition et la conformité de rf.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter. This equipment should be installed and
operated with a minimum distance of 20 centimeters between the radiator and your body.

Cet émetteur ne doit pas étre Co-placé ou ne fonctionnant en méme temps qu'aucune autre antenne ou émetteur. Cet équipement devrait étre
installé et actionné avec une distance minimum de 20 centimétres entre le radiateur et votre corps.

This radio transmitter (identify the device by certification number, or model number if Category Il) has been approved by Industry Canada to operate
with the antenna types listed below with the maximum permissible gain and required antenna impedance for each antenna type indicated. Antenna
types not included in this list, having a gain greater than the maximum gain indicated for that type, are strictly prohibited for use with this device.

Le présent émetteur radio (identifier le dispositif par son numéro de certification ou son numéro de modeéle s'il fait partie du matériel de catégorie |)
a été approuvé par Industrie Canada pour fonctionner avec les types d'antenne énumérés ci-dessous et ayant un gain admissible maximal et
limpédance requise pour chaque type d'antenne. Les types d'antenne non inclus dans cette liste, ou dont le gain est supérieur au gain maximal
indiqué, sont strictement interdits pour 'exploitation de l'émetteur.

5GHz

5150-5250 MHz band is restricted to indoor operations only.
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Revision History

Revision Date LAN ports
1.1 : Apr 2018  Updated to match release 2.6.1.5.
1.0  Mar 2018  Updated to match release 2.6.1
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