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Introduction

This document explains how to install and renew an SSL certificate provided by a Certificate Authority
(CA) such as VeriSign on the VWLAN Appliance (Hardware) or VWLAN Virtual Appliance (VMware),
hereinafter referred to as VWLAN, running software version 2.2.1 and later.

Requirements

Ensure that you meet these requirements before you attempt this configuration:

e Knowledge of how to add a new host (A) record and an associated pointer (PTR) record to your
organizations DNS server.

e Platform administrative access to the VWLAN.

Components Used
The information in this document is based on these hardware and software versions:
e All supported platforms running software version 2.2.1 and later.

Background Information
By default the VWLAN uses a pre-installed self-signed SSL certificate to encrypt web based login
transactions. The vVWLAN uses this SSL certificate when:

e Clients connect to the secure user login page (Captive Portal) which uses http over SSL (HTTPS).
e Administrators connect to the secure web based administrative console which also uses HTTP
over SSL (HTTPS).

In either case, when using the default Bluesocket self-signed SSL certificate, the user may receive a
certificate error from the browser indicating the certificate was not issued by a trusted CA. This is
because the Bluesocket self-signed certificate is not in the browsers list of trusted root certificate
authorities and Bluesocket is not a CA. Below is an example of what the error will look like when
using Microsoft Internet Explorer 9 (IE9).



There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
& Continue to this website (not recommended).

® More information

There are two ways to stop the generation of this web browser certificate error.

1.

Continue to use the default Bluesocket self-signed certificate on the VWLAN and install the
Bluesocket self-signed certificate on each client in the browser’s list of trusted root certificate
authorities.

Install an SSL certificate provided by a CA such as VeriSign on the vVWLAN that is already in the
client’s list of trusted root certificate authorities. This method does not require installing a
certificate on each client.

Installing an SSL Certificate

This document explains the second method of how to install an SSL certificate provided by a CA on
the VWLAN. When shopping for an SSL certificate it important to look for a CA with 99.9% + browser
recognition if all possible. Some lower cost CA’s provide 99% browser recognition which might result
in compatibility issues with certain browsers. After this document explains how to install an SSL
certificate, it will then explain how to renew an SSL certificate seamlessly before it expires.

These are the steps to follow to install an SSL Certificate:

ok whE

Generate a CSR

Submit the CSR to the CA

Backup your private key

Retrieve the certificate that the CA Produces

Upload the certificate to the vVWLAN

Add a new host (A) record and an associated pointer (PTR) record to your organizations
DNS server

7. Enable redirect to hostname on the vWLAN

o

Run Platform Tasks to apply changes

9. Allow HTTP outgoing to the OCSP and CRL URLs associated with the certificate in the un-

registered role



1. Generating a Certificate Signing Request (CSR) on the vVWLAN.

Go to Configuration>System>Settings>Platform and click the link to edit Certificate Signature
Request (CSR). Click show to display the Certificate Request Form. Fill out the form.

e Country Name: Use the two-letter code without punctuation for country, for example: US or
CA.

e State or Province Name: Spell out the state completely; do not abbreviate the state or
province name, for example: Alabama

e Locality Name: The Locality field is the city or town name, for example: Huntsville

e Organization Name: If your company or department has an &, @, or any other symbol using
the shift key in its name, It is recommended you spell out the symbol or omit it. Example:
ADTRAN, Inc.

e Organizational Unit Name: This field can be used to help identify certificates registered to an
organization. The Organizational Unit (OU) field is the name of the department or organization
unit making the request. For example Technical Support Engineering

e Fully Qualified Domain name: This is equal to the Common Name of the certificate. The
Common Name is the Host + Domain Name. For example if the hostname of the VWLAN is
wireless (Configuration>System>Network Interfaces>click the link to edit Public>Hostname),
and your domain name is adtran.com, you should enter wireless.adtran.com. Alternatively if
you are purchasing a wild card certificate to install on multiple VWLAN, enter an asterisk (*)
instead of the hostname. For example *.adtran.com.

e Email Address: Enter the email address of the administrator. The email address field is not
part of the certificate. The CA may use it to contact you if it finds a problem. Example:
admin@adtran.com

e Optional Company Name: This is an optional attribute.

e Key Bit Length: Select 2048 or 1024. As of the end of 2010, most CA’s now require a
minimum of a 2048 bit CSR.

Status Configuration Administration

Certificate 2 Request

Country Name  [Ug
State or Province Name  [ajabama [a]
Locality Name hH‘unts:MHa
Organization Name (ADTRAN Inc
Organizational Unit Name .

Fully Qualified Domain Nam

Email Address

admin@adtran.com

An Optional Company Name
Key Bit Length (2048 v

Update Platform Setting
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Click Update Platform Setting. A public/private key pair has now been created. The public key, in the
form of a Certificate Signing Request (CSR) will be displayed. This will be used for certificate
enrollment. The private key is stored locally on the VWLAN under Configuration>System>Settings>
Platform> Certificate Private Key.

Status Configuration Administration

> Role Based Name Certificate Signature Request 2 (CSR 2)
Access Control

————— BEGIN CERTIFICATE REQUEST——
MICTDCCAJQCAQAWGaYxCzAJBgNVBAYTAVTMRAWDGY DVQQIDAJBGFIYWThMRMw
EQYDVQQHDApIdVW50c3ZpbGxIMRUWEWYDVQQKDAXBRFRSQU4sIEIuYy4xGJAYBghV
» External BAsMEVRIY 2huaWNhbCBTdXBwb3JOMRww&GgYDVQQDDBN3aX)IbGVzeyshZHRyYWau
Authentication Y 29tMREWHQY JKoZIhve NAQKBFhBhZG1pbkBhZHRyYW4UY 29tMIIBIJANBgkghkiG
9w0BAQEFAAQCAQBAMIBCGKCAQEAweydhUGSUVAD kqtiM9Qed48YMBaVVCV2mSES
5 iUPVPBH2GSgCEjKys//ACIpfG yxd AL H24AzpB95qBpE/ IMUSICAbXTRY x Tkd
> Wireless SEUHilpCwmByunfrikKeRogLDyT 1rxhbYF 1Xo6w3dsGAuVmjtL+aAu1BRRhplvdFK
» Unified Access sz9+wmawtszxcBy 1+hHSuedfa4 EA4uNkpisDRIPTPHACWL +s5icKt pMXHxiuZKe
GdJooTESumCnmfityzylbKkzM2|Pgti92gAGE2 skKmG/abWT aykeWW 119 aviliwin
/S HXMETUQxvBRDdIox6mI15V5XUEBdZY 73Sy 0bkmK/0uCAkInSTQIDAQABGAAWDQY.
Network KoZlhve NAQEFBQADggEBAEMGIwZBymeT/CoINZEWKH|joBhPsILMtXt pEQpHuJfr
Interfaces TJdrC20QYTTLCIWmtFtD3tXsnTqGeldzxmmG+J0arDBRZezCwh7X659axP8n03LC
Domains oWWWDAPepEDORDNyqlQit lvoUAgu9CQ0+bBkg/KzL Wq2RUBbweTgo7skWe31jtPG
Lx/OFAAAYYyQREHINEq7ulKnASw17R4i9Y [ZDdVFYBJNWIN3ybLB/z0aRkZdH5Ap+
AmoSUB17g/1ceY giEDKIZAMW12mBvBIdJIQ2LGIXHEXx\Ws3FORZGKLgyiQwrFig
gkDGE3tHI/09F g8WnB4CFm4/uGqOhiPaRPhIRQKa1Mg=
Storage Setiings |—_——— END CERTIFICATE REQUEST—
Email

High Awvailability
» Notifications

» Internal
Authentication

» Captive Portal

Settings
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2. Submit the CSR to the CA

Highlight the entire text of the CSR and copy and paste it into the appropriate space on your CA’s
enrollment form. Select Apache+mod_ssl/OpenSSL or Apache as the server platform on your CA’s
enroliment form. Complete any remaining steps required by the CA.

Status Configuration Administration

» Role Based Name Certificate Signature Request 2 {CSR 2)
Access Control

BEGIN CERTIFICATE REQUEST—
MICYDCCAJQCAQAWgaYxCzAJBgNVBAYTANVTMRAWDgYDVQQIDAIBbGFYW 1hMRMw
[EQYDVQQHDAPpldW50c3ZpbGxIMRUWEWYDVQQKDAXBRFRSQUAsIEIuYyAxGJAYBgNV
» External BASMEVRIY 2huaWNhbCBTdXBwh3JOMRwwGgYDVQQDDBN3aX)IbGVzey5hZHRy Y Wdu
Authentication 29tMR8wHQY JKoZIhve NAQKBFhBhZG1pbkBhZHRy YW4u Y 29tMIIBI/ANBgkghkiG
9w0BAQEFAAOCAQEAMIIBCGKCAQE Awey4hUGSUVAD 1kqtiM9Qed8YMEaVVCV2mSES
5 [UPVPBH2GSqCEjKys//5CIpfGHyx4IALLH24Azp895q8pENMUSdcADXTR Y x 1kd
> Wireless 5EUHilpCwmByunfvkKeRoxjLDyT1nchbYF1Xobw3dsGSuVmitl +aAu18RRhplvdFK
» Unified Access sz9+wmawtszxcBy1+hHSue 954 EA4uNkpisDRIPTPHACWL +s5icXt pMXHxiuZKe
v GdJ507ESumCnmiltyzylbKkzMN2jPgtid92qgAGE2skKmG/abW7ayk8W119Y aviwn

i HXMETUQxv6RDdlox6ml15V5XuESdZY 73Sy 0bkmK/0uC4kinSTQIDAQABOAAWDQY.

Network KoZIhve NAQEFBQADggEBAEMGHIwWZBvmeT/C5INZEwKHjoBhPsILMtXtp6QpHufr

Interfaces [7JdrC20QYTTLCIWmtFtD3tXsnTqGcldzxmmG+J0arD8RZezCwh7X659axP8n03LC

TS oAVWDAPepEDORDnyqJQit ivollAguiCQ0+b8ke/KzL Wq2RUBbweTgo7skWcI1jtPG

L3/ OF AAAYYQREHINE qTulKnASw17R4i9YZDdVFYBJNWN3vjbL B/z0aRkZdH5Ap+
Settings AmoSUB17q/ 1ceY qIEDk3ZAW12mBvBIdJIQ2L GIXHE)XWs3FORZGKLqyiQwrFiqg
5 gkOG53tHJ/09F q8WnB4CFmd/uGqOhlPaRPhIRQKa1Ng=

T END CERTIFICATE REQUEST-
Email

High Availability
» Notifications

» Internal
Authentication

» Captive Portal
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3. Backup your private key

If the private key is lost or corrupted for any reason, the certificate will no longer work. For that
reason, it is good practice to download the private key to a safe and secure place. Go to
Configuration>System>Settings>Platform and click the link to edit Certificate Private Key. Copy and
paste the text of the private key into a text editor such as Notepad and save with a .key extension.
For example privatekey.key.

4. Retrieve the certificate that the CA Produces

The CA will send you the certificate or instructions on how to obtain the certificate when
authentication and processing is complete. Some certificate authorities may send the certificate in
text format. Others may send a certificate file with an extension such as .cer, .crt, or .pem.

5. Upload the certificate to the vVWLAN

Upon receipt of the certificate go to Configuration>System>Settings>Platform>click the link to edit
Certificate File. Copy and paste the text of the certificate into the Certificate File box. If you received a
certificate file with an extension such as .cer, .crt, or .pem, you can open the file with a text editor
such as Notepad. After copying and pasting the text of the certificate, click Update Platform Setting.

Status Configuration Administration

» Role Based
Access Control

Edit Platform Setting

» Internal

A e Certificate 2

----- BEGIM CERTIFICATE——
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MIDKzCCApSaAWIBAGITALAADCLI+L TIACAUBIUZS Qe AADANBgkghkiGIWIBAQQFE
ADCEVDELMAKGATUEBRMCYVMxFIAUBNVBAGTDUhe 3NRY 2h1c2VOdHVXE ZARBgNY
A ighVBAT] AsIEluYy4xFiAUBgNY
BAsTDUNvENRyb2xs7X1gQ0Ex)zAIBgNYBAMTHKsdWVzbNrZXQsIElL Y y4gQ29u
dHvbGxIciBDATEKMCIGCSgGSIb3DAEIARY Ve VILWNhQG)sdVWYzb2NiZXQu Y 291
MB4XDTEOMDYyMzE5NDkwh 10XDTE MDY yMzE SNDkwh 1owZzELMAKGATUEBRMCYVMY
FiauB 2V 0dHMx [Ely
YydxDAMBgNVBAsTBAZXTEFOMRUWE WY DYQQDEwwxMCAXMCAxMCAyNThwgZ8wDQ Y.
KozlhveNAGQEBBQADGY 0AMIGJA0GBANCIhHIES O 5tquDXY oh+0QUKbZQreeniFhbZ

\GiizBIMDWGCWEGSAGG+EIBDQQVEIICEHYIc29132V0IGNIcnRe
\VOxBTiAxMCAXMCAMCAYNTIWE QY. IZIAY bd QgEBBAQDAGZA
N

M JEBWMED DBagl -WDEY.L
KoZleNAQEEBQADG Y EAKSyulCcBHXEHGAY 4oL Aol 9k//JBEBK 1y Fw Y TMYPELWL
AwD/AkeDL)GISsxKE raE 0hVJEFT 8igXaT4 1V dKV 59snBMEShaVWBSIVhOnEkVKE

47 INbZXsorKwRe STORJCHMZY R gH+pY TBC21WTRVCBO3HIY AduclFABQsTsDoc=

----- END CERTIFICATE—

The vWLAN requires a certificate for Apache+maod_ss{/OpenSSI.

Update Platform Setting
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If you also have an optional intermediate certificate go to
Configuration>System>Settings>Platform>click the link to edit Certificate Chain. Copy and paste the
text of the intermediate certificate into the Certificate Chain box. Again if you received an intermediate
certificate file with an extension such as .cer, .crt, or .pem, you can open the file with a text editor
such as Notepad. After copying and pasting the text of the intermediate certificate, click Update

Platform Setting.

Status
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» Internal
Authentication
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Authentication
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Certificate Chain 2

Administration

Edit Platform Setting

----- BEGIN CERTIFICATE-——
MIDKzCCApSgAWIBAGITALAADCK)+L TIACAUBILZSQcAADANBgkohkiGIWOBAQQFE

A chain of one or more cer

Update Platform Setting

If your CA requires more than one intermediate certificate, you will need to obtain an intermediate
certificate bundle for Apache from the CA or create one with the contents of the multiple intermediate
certificates and a text editor. Using a text editor such as Notepad, copy and paste the contents of the
primary intermediate certificate. Then copy and paste the contents of the secondary intermediate
certificate and so on. In both cases you should include the BEGIN and END tags. Now paste into the
Certificate Chain box as outlined above. Below is an example of two intermediate certificates

“chained up” in Notepad.

| Untitled - Notepad

File Edit Format View Help

fffff BEGIN CERTIFICATE-----

+HDEwr1WGu1N(wdrxcx+AuP7qZBNQWJCJjPOg
+auud2mijm5zaf BGNVHSMEGDAWGBTSXLDSK
BCCWITA]E

MIIE3jCCABagAWIBAGICAWEWDQYIKOZ ThveNAQEFBQAWYZELMAKGATUEBhMCOVWMXI TATBGNVBAOTGFROZSBHDYBE YWRkeSBHCMI1 cCwgSWS jL JEXMCBGATUECXMOR28g
RGFkZHkgQ2xhc3MgMTBDZXI0awZpY2F0awIuIeFldGhvem]0eTAeFWOWN]EXMTYW TUOMZdaFw0yNJEXMTYWMTUOMZdaMTHKMQSWCQY DVQQGEWI VUZEQMAL GATUECBMH
QXJpEm9LIYTETMBEGAlUEBKMKUZNVdHRZZGFSZTEaMBEGAlUECHMRRZQEYWRkESSj b205IETuYy4XMZAXBEGNVBASTKMNOAHAGLY9]ZX 1 0awWzZ pY2F 0ZXMuZ 29K YwRKes5 §
b20vcmvwb3NpdGayeTEWMCA GALUEAXMNR2 BgRGFKZ HI

AQEBBQADQQEPADCCAQOCQEBAMQTIRWMNCZM7 DI161+4wQF apmGBWTTwY6v ] 3D3HKr JIMINS5Dr tPDAThI6ZMBS250f DPZVUBD 7fmd0LJR4h3mupfgwquTr‘ QvCyodQmVZWT7 /v
+WIbXNvQA]YwoDLLCEMENPWT27 0Dyquasow] m%#arng\_G?gGmu? SRpRSgAVSMeYddi SKcj u+Gztcpﬁ28/x4fKL4o/|ﬂw/U SepHBp+Y1Lpy0o7RI1

81h8B16qgT9zZ i

RMEXGZYESQQ'F?qur‘U4ZASE§gNVHRMBAfEECDAGAQH/AgEAMDMG((SGAqUFBwEES
ggr’BgEFBquAYYXaHRUCDOVLZQ]' c3auz29kYwrkes5jb20wrgYDVROTEDSWPTA7 oDmgN4 Y1aHROCDOVL2NTcnRpZm1 a

€270b335L2dkem9vdC5 j cnmwswyYDVROGBEQW] j BABGRVHSAAMDGWNGYIKwYBBQUHAGEWKmMhOdHABLY9jZX10awZpY2F0ZXMuz 29k vwrkes5jb20vemvwbINpdGayeTAao
BgNVHQBBAT BEBAMCAQYWDQY IKOZ ThVCNAQEFBQADGQEBANKGWOY3+aG2Z+5mC 6 1GOGRQ] hvir EpO1VPLNBTESe8HKG5Z2ZbwlFal EZAFPIUYIXvIxXwoIKSQ3kbTIsMu
A2fCENZvDL17esyfxvggwcselaha8oykRvoe5GPLLSCkKSkB2XISKA83AS5e8T+500yGPWLP]

RE4+uxXR21aITv5zGh601mawchId/dQbsvxRMDsXuxN89t X Ix90xUUATKENgHUUHGDTMBGLAE TrRhjZkAzvvb3due,/KFU]

MITEADCCAUTgAWTBAGTBADANBgkghk i GOWOBAQUF ADB JMQswCQYDVQQGEWIVUZE MBBGATUEChMYVGhT TEdVIERNZ GRSTEdyb3 v CBIbmMUMTEWLWYDVQQL EyhHbyBE
YWRkeSBDbGFZCyAyIENTcnRpzm] jYXRpb24 gQxv0aGoyaxXR5MBAXDTAOMD

gu2vjdx3ITIENTcnRpZm1 JYXRpb24gQXv0aG9yaXR SMREWDWYDVQQFEWgwNzk 20 TTANZCCASIWDQYIKOZIhveN

mr 2EKRTCDCVWSWIWC S ICHRKEN SRSL

FjpfMFDNiNow1fho3 /Rb2cRGadDAW/hOUoZ+EDUBCAWE AAAOCATIWGgEUMBOGAL UdDGQWBBTAr GEyk2xFluLuhv

YXR1Cy3Nb2RhZGR5LMNVDSSyZXBY

90Nt OhCqU7 S+8MXZCIY7 1 hgwEm‘zuzQpOw‘ RFEU00jZv2kwzRaIBydTX
equNTrZE jYX8WNM255gVjOuHOaBSXBTWVU+4=

TE 3MDYYMF OXDTMOMDYYOTE 3MDYYMF OWYZELMAKGALUEBhMCVWMX ITATBGNVBAOTGFRO

ZSBHbYBEYWRKkeSBHCMILcCwgsw5 L JEXMCBGALUECXMOR 2 8gRGFKkZHKkgQ2xhe3mMgMi BDZX)0awz py2FawSuIEFldchvem] 0eTCCASAWDQY JKOZ ThvCNAQEBEQADQYENADCCAQQCJQEBANGAL+pXGEmhW
+VXX01GEr 7d/+TvZxZ0ZWi zV3GgXne7 7Z L J6XCAPVYYYwhv2vLMOD9 /AT1Qi VBDYSOHUWHUIS 3 /HdBM+eKs aAT Ugay9gK7 HF 1H7 Euxew
wdhF12+qN1j3hybx2C32qre3H3I2TgyXP2Wyktsgb121/0jgC95/5v0v4eviOtX1EQITLA10r L8SPAATBQT 2XKVIOARFMRE] YGBOXUGT cmIbysufbl8aqricuwwor iMyavx4A6TNT4DD

+0Ta/KFAPMOZFVE 9ecw3ud? 2a9nmYVLEHZ 6IVDA2 QWMZE ewo+Y 1 hfukEHUl]'PEX44dMX4/7VEkI+EquXGGBCAQOjgcAwgbOwHQYDVRUUBBYEFNLE
SNKRIEwRCbNhyz2h/t20atTjMIGNBGNVHSMEgYUWGYKAFNLESNKRLEWRCbNhyZz2h/T20atT]jowWekZ TBjMQswCQYDVQQGEWIVUZENMBBGALUEChMYVGhT IEdVIERhZ GRS

IEdyb3vwLCB] IIMuMTEwLwVDquLEﬁthyBEWRkESBDbGFZEyAyIEN'\CanZm1jYXpr24 Qxv0aGlyaxr5ggEAMAWGAL UdEWQFMAMBAT BwWDQY IK0Z ThvCNAQEFBQAD

ggEBADJLB?LKPEHaEsathtyOdGAzB RCKB4YOwi MPQOZ+YeAEWSP 51 YXMPBOKWNYPO7MHAG] HZQopDH2esRUL /b TMVgDOSZOYTUURXOL1VOXIILXVgKT 12 1pjbi2Tc7PTMOZI+gcikqdiOFuFskg5ymezTvackd
+m5YgFFQlg25z| EabIZDKbIIOngCDPuQHm}MMCNxAthESugyu\HIﬁShHISEqug+ZDdeucLer‘iaZCyka/ZM/WZx«imER

dEr /¥xqHD3VIL59RaRegahIhl

————— END CERTIFICATE---—-

XRQLIQTO7ErBEDPOWeCTtWvYpoNz4iCxTIMSCUfrReYNNyi csbkawl eTNwHvHX/bvZ 8=
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6. Add a new host (A) record and an associated pointer (PTR) record to your organizations
DNS server

You must add a new host (A) record and an associated pointer (PTR) record using the IP address of
the public network interface of the vVWLAN to your organizations DNS server to match the Common
Name (FQDN) you used when generating the CSR. If these do not match the user may receive a
certificate error from the browser indicating the name on the security certificate is invalid or does not
match the name of the site. Below is an example of adding an A record and associated PTR record in
Microsoft Windows Server 2008 R2’s DNS server.

Newost 2|

Mame {uses parent domain name if blank):

I wireless

Fully qualified domain name (FODM):

I wireless, bluesocket.com

IP address:

I192 B8 130 1

[ Create associated pointer (PTR) record

[~ allow any authenticated user to update DS records with the
S8ME OWNEr NameE

Add Host I Cancel |

Test the forward and reverse DNS entry by using nslookup from the command prompt of a client
assuming the client is using the same DNS server as configured on the public network interface of the
VWLAN.

Example:
C:\>nslookup wireless.bluesocket.com (should return IP of public network interface of vVWLAN)
C:\>nslookup 192.168.130.1 (should return FQDN of vVWLAN)

7. Enable Redirect to hostname in the vWLAN

Go to Configuration>System>Settings>Platform. Scroll down the list and click to edit “Redirect to
hostname.” Select “Enabled” in the drop-down menu and click Update Platform Setting to save. This
will redirect users to the hostname rather than the public network interface IP address. You must Run
Platform Tasks to apply changes (Restart admin and user web servers) as indicated below for this to
take effect as the vVWLAN queries the PTR record during the web server restart process.
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8. Run Platform Tasks to apply changes.

Click Platform Tasks in the top menu. This will bring you to Administration>Admin Tasks>Platform
where you will see a pending task to restart the user web server. Click the play button next to Must
restart User Web server to restart the user web server. Clients will not be able to access the secure
user login page (Captive Portal) momentarily but clients who are already connected will not be
disconnected. Alternatively you can go to Administration>restart and restart the web server from
there.

Status Configuration Administration

_ Domain Platform
» Admin

Authentication Selectall Deselectall Delete Show [ hide columns

Admin Tasks

Search:
Jobs

Traffic Capture
AP Traffic Capture © Must restart User Web Server true 2014-06-26 19:44:11
Diagnostics

Broadcast < Created Time

<

- Message

Restart Showing 1 to 1 of 1 entries
Platform Upgrade

Patch

Backup/Restore
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9. Allow HTTP outgoing to the OCSP and CRL URLs associated with the certificate in the
un-registered role.

These URLs are used to check the validity of the certificate. Some browsers will not redirect to the
login page if they cannot validate the certificate. To find the URLs associated with your certificate, in
IE9 for example, click the lock to the right of the address bar and select View Certificates while on the
sign in page of the VWLAN secure web based administrative console.

= ]
e' '| % https://10.10.10.253:3000/ad ministrators/sign_in fel -(ﬂ)j x H % VWLAN | ADTRAN Bluesock.. | . J. ; a . a o) le:U\ q.:? i.é
AbRAN o~
5 —,
bluesocket o

You need to sign in before continuing.
Sign in
Username

Password

Forgot your password?

© 2014 ADTRAN, Inc.



Now click the Details tab. Scroll down to the CRL Distribution Points field. There you will find the CRL
URLs. For example crl.thawte.com.

i ™
Certificate . u
e -_

i, —
II | General | Details |Cerﬁﬁmﬁon Path II
Show: [«:AJI:» v]
Field Value i
D'u'alid fram Tuesday, October 25, 2011 3:...
D'u'alid to Monday, September 30, 2013 ...
DSubject www.google,com, Google Inc,...
[-=|Public key RSA (1024 Bits) 3
3| CRL Distribution Points [1]CRL Distribution Point: Distr...
Enhanced Key Usage Server Authentication (1.3.6....
.ﬁ.uihority Information Access  [1]Authority Info Access: Acc... i
Razic Cnnetraints Siihirrt Tune =Fnd Fntity Pat i
[1]CRL Distribution Paint
Distribution Point MName:
Full Mame: il
URL=http: ffecrl. thawte.com/ThawteSGCCA. orl
i N
Edit Properties. .. Copy to File...
Learn more about certificate details |




Now scroll down to the Authority Information Access field. There you will find the OCSP URL. For
example ocsp.thawte.com. Depending on the certificate you may have one, both, or neither of these
fields, but if you do have them, you should allow http outgoing to them in the un-registered role.

- e N
Certificate u
. o A — .
I | General | Details |Cerﬁﬁmﬁun Paﬁ'1| II
Show: ’q.ﬁ.]l:» v]
Field Value -
D'u'alid fram Tuesday, October 25, 2011 8:...
B'u'alid to Monday, September 30, 2013 ... bl
DSubject www.google,com, Google Inc,...
=] Public key RSA (1024 Bits) 3
i3] CRL Distribution Points [1]CRL Distribution Paint: Distr...
@Eﬂhanc&d Key Usage Server Authentication {1.3.6....
173_1 Autharity Information Access  [1]Authority Info Access: Acc... i
[M—']Fl:mir Crnetraints Siihiert Tune =Fnd Fntity  Pat >
[1]Authority Info Access -
Access Method=0n-ine Certificate Status Protocol B
(1.3.5.1.5.5.7.45.1) i

Alternative Mame:
URL =http:/focsp. thawte. com
[F]authority Info Access
Access Method =Certification Authority Issuer (1.3.6.1.5.5.7.48.2)
Alternative Mame:
URL =http:/fwww, thawte,com/repository/Thawte SGC_CA.cat 7

Edit Properties... Copy ta File... Il

Learn more about certificate details

m

|
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Make sure you repeat this process for all the certificates in the chain. Click the Certification Path tab
and click the next certificate up in the chain. For example Thawte SGC CA. Now click view
certificates.

-
Certificate g

- -

I m Certification Path Il

Certification path
Ijl VeriSign Class 3 Public Primary Certification Authority (PCA3 G1SH

BB Thawte SGC CA

..... @ www.google.com

4 ] | 3

View Certificate ]

Certificate status:
is certificate is QK.

Learn maore about certification paths
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Now click the Details tab. Scroll down to the CRL Distribution Points field. There you will find the CRL
URLs. For example crl.verisign.com.

Certificate u
| General | Details |Cerﬁﬁmﬁon Path Il
Show: [«:AJI:» vl

Field Value i
[=]subject Thawte SGC CA, Thawte Cons. ..
=] Public key RSA (1024 Bits)
@K&y sage Certificate Signing, Offdine CR... [ |
(3| Netscape Cert Type S5L CA, SMIME CA (08) =
@Subject Alternative Name Directory Address:CM=Private...

53| CRL Distribution Points [1]CRL Distribution Point: Distr...
@.ﬁ.u1:i’1u:uri’q,-I Information Access  [1]Authority Info Access: Acc...

.IT\—']Fnh:unrnrl Kew | leans Server Anthenticatinn 1 3 A

[1]CRL Distribution Paint
Distribution Point Mame:
Full Mame: |
URL =http: ffcrl. verisign.comfpca3. orl

Edit Properties... Copy to File...

Learn more about certificate details
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Now scroll down to the Authority Information Access field. There you will find the OCSP URL. For
example ocsp.thawte.com. Again depending on the certificate you may have one, both, or neither of
these fields. Continue gathering the URLSs for all the certificates in the chain.

r ]
Certificate ﬁ

| General | Details |Cerﬁﬁ:3tinr1 Path

Show: [q.ﬁ.]l; v]

Field Value o
=] subject Thawte SGC CA, Thawte Cons...
[=|Public key RSA (1024 Bits) "
Key Usage Certificate Signing, Offdine CR... [
31| Netscape Cert Type 55L CA, SMIME CA (08) ‘E
@Subject Alternative Name Directory Address:CN=Private. ..
{55] CRL Distribution Points [1]CRL Distribution Paint: Distr...

N i i i [1]Authority Info Access: Acc...
anhnnrpH Kew | lzans Server Aunthentiration 1 3 A S
[1]Authority Info Access

Access Method=0n-ine Certificate Status Protocol
(1.3.6.1.5.5.7.43.1)
Alternative Mame:
URL =http: ffocsp. thawte.com

Edit Properties... Copy to File...

Learn more about certificate details
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Once you have gathered the URLSs for all of the certificates in the chain, go to Configuration>Role
Based Access Control>Destinations and click Create Destination Hostname.

Status Configuration Administration

¥ Role Based Selectall Deselectall Delete
Access Control
Locations

Location Groups - Name = Type

Show / hide columns

Search:

Netmask Inverted *

Roles
3 An Network
Services =

Service Groups

Showing 1 to 1 of 1 entries
Destinations

Destination

Groups
» Internal
Authentication
> External
Authentication
» Captive Portal
> Wireless

Create Destination Host | Create Destination Hostname | Create Destination Network

» Unified Access
» System
» Notifications

@ 2014 ADTRAN, Inc.

In the Name field, enter a friendly name for the destination hostname. In the Address field, enter the
hostname in the URL. For example we entered crl.thawte.com in both fields here.

Status Configuration Administration

¥ Role Based

Access Control
Locations

3 Name . .

rsite B crl.thawte.com

Roles Address |crl.thawte.com
Services Create Destination
Service Groups
Destinations
Destination
Groups

» Internal

Authentication

» External
Authentication

» Captive Portal

» Wireless

» Unified Access
» System

» Notifications

© 2014 ADTRAN, Inc.

Repeat until all hostnames are added.
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Status Configuration Administration

¥ Role Based Destination was successfully created.
Access Control

» Name crl.thawte.com

Locations

[LLELLL RGN Type Hostname

Roles

Address crl.thawte.com

Services

Service Groups Edit | Delete | Create Destination Host | Create Destination Hostname | Create Destination Network | Back

Destinations
Destination
Groups

» Internal
Authentication

» Extemal
Authentication

» Captive Portal
> Wireless

» Unified Access
» System

» Notifications

© 2014 ADTRAN, Inc.

Now go to Configuration>Role Based Access Control>Roles>and click the link to edit the Un-
registered role. Click append firewall rules and select Allow, HTTP, Outgoing, and select one of the
destination hostnames added in the previous step. Repeat until there is a firewall rule allowing HTTP,
Outgoing for all of the destination hostnames.

Status Configuration Administration

¥ Role Based Edit Role
Access Control

Locations

o N. 5
et Fre ame |Un-registered

Firewall Rules

Services Netwaork traffic is checked against the following policies.

Service Groups If the service, direction, and destination match, the action is taken and checking ends.

Destinations There are several implicit policies that apply to this role (after the configured rules):

Destination DHCP is allowed to the AP

o DNS is allowed to the DNS servers that the client is given

» Internal Unless previously allowed by a configured rule, HTTP traffic is redirected to the vWLAN. HTTPS traffic will be redirected if
Authentication enabled under Domain Settings
» External HTTP, HTTPS and ICMP are allowed only to the vWLAN
Authentication If no rule matches, the traffic is denied.
P Captive Portal In most cases, you should not have to configure any firewall rules for the Un-registered role
> Uil Policy Service Direction Destination
» Unified Access . @
» System < Allow ¥ ||HTTP v || Cutgoing v ||crl.thawte.com v

= Append Firewall Rule
(= e Append Firewall Rule

Update Role

Show | Delete | Create | Back

© 2014 ADTRAN, Inc.

After updating the Un-registered role, click Domain Tasks in the top menu. This will bring you to
Administration>Admin Tasks>Domain where you will see a pending task to apply the configuration to
the APs. Click the play button next to Must apply configuration to APs. The APs will update the new
firewall rules for Un-registered clients. All clients on modified APs will briefly lose connectivity while
the change is applied and APs are in the “Updating” status.Therefore, you may wish to run this task
during a maintenance window.
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High Availability

If you are running High Availability you must install an SSL certificate on each VWLAN. You can
repeat the process above and generate a CSR on the secondary VWLAN using the unique FQDN of
the secondary VWLAN, for example wireless2.adtran.com. This would require submitting two
separate CSRs and purchasing two separate SSL certificates. Alternatively you can purchase one
wild card SSL certificate that can be installed on both VWLANS. If you are purchasing a wild card SSL
certificate, when generating the CSR on the primary, in the FQDN field, enter an asterisk (*) instead
of the hostname, for example *.adtran.com. You can then copy the private key from the primary
VWLAN using the process outlined in step 3 above, then paste it into the secondary VWLAN under
Configuration>System>Settings>Platform>click the link to edit Certificate Private Key. You can then
skip to step 5 above to complete the process of installing the wild card SSL certificate on the
secondary VWLAN.

Renewing an SSL Certificate

An SSL Certificate provided by a CA is only valid for a finite period of time. The vVWLAN allows you to
maintain 2 SSL certificates and select one for use. By having the ability to switch between certificates
it is easy to renew an expiring certificate without impacting the production network.

To renew an SSL certificate, simply follow steps 1-5 of “Installing an SSL Certificate” above. The
difference is that you will perform the steps entering values in the alternate certificate. For example, if
you used Certificate Signature Request 1 (CSR), Certificate Private Key 1, Certificate 1, to enter the
values for the current certificate, you would use Certificate Signature Request 2 (CSR), Certificate
Private Key 2, Certificate 2, for your renewal.

Status Configuration Administration

» Role Based
Access Control Show / hide columns
» Internal

Authentication

» External -
Authentication

Search:

value * < Hint

Name

Click the edit or show action to see

» Captive Portal Certificate 1 the vale The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
» Wireless . -
| Certificate 2 ‘ The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.
> Unified Access
¥ System Certificate Chain 1 e iz el ar e s i ezs A chain of one or more certificates.
Certificate Chain the value
Network
[ certificate Chain 2 A chain of one or more certificates.
oooooo Certificate Private Key 1 Click the edit action to see the value  The private key for the cert (closely guard this file).
| certificate private key 2 The private key for the cert (closely guard this file).
Sl Covificate Selected (C':':':;:‘;Ed‘t I ST ST B 0 Certificate for current use

Email
The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the
Show action to use a form to create the CSR manually.

Click the edit or show action to see

Bl cortificate Signature Request 1 (SR

» Notifications

the value

‘ Certificate Signature Request 2 (CSR ‘ The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the

channels?

Minimum RSSI Signal to Count BSAP
Showing 1 to 31 of 31 entries
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e

2) Show action to use a form to create the CSR manually.
Default URL the user will be directed to if they attempt to manually

Default URL http://www.adtran.com bromee 10 the URL of the vaLAN.

Enable SNMP? Enabled

Frequency of NTP updates Hourly The time will be updated at this frequency

Give weight to existing BSAP — Whether to use the stored channel as a cached value when running the

algorithm.

Use this to de-prioritize the signal of 3rd party APs when calculating
channels. Enter a number from 0 to 60.

Use this to filter out low signal adjacencies. Enter a number from 0 to



When you are ready to activate the new certificate, go to
Configuration>System>Settings>Platform>click the link to edit Certificate Selected and choose the
certificate you added.

Status Configuration Administration

> R Bz Edit Platform Setting
Access Control

» Internal
Authentication

» External
Authentication
» Captive Portal

SSL Selection Certificate 1
® Certificate 2
Update Platform Setting

. [l RNl L b kil
> wireless

» Unified Access

¥ System
Network
Interfaces
Domains

Storage Settings

Email

High Availability
» Notifications.

© 2014 ADTRAN, Inc.

You can skip step 6 (DNS Entries) if the hostname on the certificate has not changed. You can also
skip step 7 as redirect to hostname should be already enabled. Further, you may skip step 9 if the
CRL distribution points have not changed.

To implement the change to the new certificate, go to Platform Tasks in the top menu. This will bring
you to Administration>Admin Tasks>Platform where you will see a pending task to restart the user
web server. Click the play button next to Must restart User Web server to restart the user web server.
Clients will not be able to access the secure user login page (Captive Portal) momentarily but clients
who are already connected will not be disconnected. Alternatively you can go to
Administration>restart and restart the web server from there.

If you have already renewed a certificate once, and both Certificate 1 and Certificate 2 values are
populated, edit and delete the Certificate Signature Request (CSR), Certificate Private Key,
Certificate, and Certificate Chain that are presently unused to make space for the next renewal.

Verify

The next time that a client connects to the secure user login page (Captive Portal) or an administrator
connects to the secure web based administrative console, the client/admin is not prompted to accept

a web security alert, provided that the third-party certificate that is installed on the VWLAN is in the list
of trusted CAs that the client’s browser supports.

Troubleshooting
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| installed a cert provided by a trusted CA on the vVWLAN but | am still receiving a certificate
error:

| have verified the certificate is valid. | have verified that redirect to hostname is functioning and that
the name in the URL bar of the browser matches the common name of the certificate (FQDN). Why
am | still receiving a certificate error from the browser indicating the certificate was not issued by a
trusted certificate authority? Occasionally some browsers will give the error when others do not.

Examples of the browser error include:

IE: "The security certificate presented by this website was not issued by a trusted certificate
authority".

Firefox: "The certificate is not trusted because the issuer certificate is unknown. (Error code:
sec_error_unknown_issuer)".

Safari: "Authentication failed because the server certificate is not trusted.”

You may not have installed a required chain/intermediate certificate. Check with your certificate
authority if a chain/intermediate certificate is required. Go to
Configuration>System>Settings>Platform>click the link to edit Certificate Chain and copy and paste
the intermediate certificate chain text obtained from the certificate authority.

Your CA might not provide support for the particular browser version you are using. Check with your
CA to make sure they have support for the specific browser version you are using. Some CAs provide
99.9% + browser recognition while some other lower cost CA’s provide 99% browser recognition and
therefore might not have support for some browsers.

| have enabled redirect to hostname under Configuration>System>Settings>Platform of the
VWLAN but clients are still being redirected to an IP address. | am receiving a certificate name
mismatch error in the browser:

Examples of the browser error:

Internet Explorer: "The security certificate presented by this website was issued for a different
website's address".

Firefox: "192.168.130.1 uses an invalid security certificate. The certificate is only valid for:
VWLAN.bluesocket.com".

Safari: "This certificate is not valid (host name mismatch)"

Why is redirect to hostname not functioning and why am | receiving a certificate name mismatch error
in the browser?

Redirect to hostname requires both an A record (forward) and PTR record (reverse) in your
organizations DNS server for the vVWLANSs Fully Qualified Domain Name (FQDN) and the IP address
of the public network interface. The FQDN entered in your DNS server must match the common
name (FQDN) you used when generating the CSR. Check to make sure you have BOTH these
records in your organizations DNS server. If redirect to hostname is enabled and not functioning it is
likely you are missing the PTR.
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To test the PTR, perform an nslookup from the command prompt of a client for the public network
interface IP address. You should be returned the FQDN. Assuming the client is using the same DNS
server configured on the public network interface of the VWLAN. For example C:\>nslookup
192.168.130.1 assuming 192.168.130.1 is the public network interface IP address. If not, add the
PTR, test with nslookup to confirm, and then restart the web servers (Administration>Restart>restart
admin and user web servers). The VWLAN queries the PTR during the web server restart and
redirects users to what is returned going forward. The name in the URL bar of the browser must
match the common name (FQDN) you used when generating the CSR or you will receive a certificate
name mismatch error in the browser.

Check to make sure you only have one PTR record (reverse) in your organizations DNS server for
the VWLAN public network interface IP address. This entry should correspond to the Fully Qualified
Domain Name (FQDN) of the VWLAN to match the CN of the certificate. For example when setting up
AP discovery using DNS you might have added another corresponding PTR record however a PTR
record is not required for AP Discovery.

| I have an existing wild card SSL certificate for the Microsoft IIS server platform that | would
like to use on the vWLAN. Can this be done?

Yes, you must first export your IS certificate into a PFX file. Use an application such as openssl to
extract the private key and certificate. Next, go to
Configuration>System>Settings>Platform>Certificate Private Key and paste the text of the private
key. After you have pasted the text of the private key, go to
Configuration>System>Settings>Platform>Certificate File and paste in the text of the certificate. This
requires platform administrative access.
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