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1.1

1.2

Overview

This configuration guide describes the use of web-based authentication (Captive
Portal) in ADTRAN'’s Bluesocket virtual wireless local area network (VWLAN) and
Bluesocket Access Points (APs). Topics include an overview of Captive Portal, config-
uration considerations and procedures, additional options, and troubleshooting infor-
mation.

Intended Audience

The intended audience for this information is the network administrator using the
ADTRAN vWLAN products. The instructions assume familiarity with the intended use
of the equipment, basic required installation and configuration skills, and knowledge of
local and accepted networking practices.

Document Structure

Table 1 lists the topics contained in this document

Table 1. Topic List

Section Topic See Page...
1 Overview 9
2 Overview of Captive Portal 12
3 Hardware and Software Requirements and Limitations 14
4 Configuring an SSID for Use with Captive Portal 15
5 Configuring Captive Portal 19
6 Additional Options 40
7 Troubleshooting 49
8 Warranty and Contact Information 52
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Hazard and Conventional Symbols

The following Hazard symbols are used throughout this guide:

WARNING!
Warning: Service affecting. Possible risk of system failure.

CAUTION!

Caution: Indicates that a failure to take or avoid a specific action could result in a loss
of data.

NOTICE!
Notice: Provides information that is essential to the completion of a task.

NOTE
Note: Information that emphasizes or supplements important points of the main text.
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1.4 Related Online Documents and Resources

Refer to Table 2 for additional information for this product.

Documentation for ADTRAN vWLAN products is available for viewing and download
directly from the ADTRAN Support Community website.

Go to: https://supportforums.adtran.com

Table 2. Related Online Documents and Resources

Title

Part Number

ADTRAN Bluesocket VWLAN Documentation

Description

VWLAN Quick Deployment
and Configuration Guide

This guide discusses how to set
up basic WiFi Network access
using password-authenticated
SSIDs (WPA2-Personal) as well
as firmware and SSID manage-
ment in VWLAN.

Bluesocket vVWLAN Adminis-
trator’'s Guide

6ABSAG0001-31

This comprehensive guide con-
tains information on all of the con-
figuration settings available in the
ADTRAN vWLAN software.

Installing and Renewing an
SSL Certificate in VWLAN

This document explains how to
install and renew a SSL certificate
provided by a Certificate Authority,
such as VeriSign, in VWLAN for
software versions 2.2.1 and later.

Fully Customized Login Page
Configuration Differences in

VWLAN 2.5.0 and 2.5.1

6ABSCG0005-29

This configuration guide describes
the differences in the HTML used
for custom login pages between
VWLAN release 2.5.0 and vVWLAN
release 2.5.1.

VWLAN Single Click Custom-
ized Login Page

This guide provides the basic
steps for customizing (or creating)
a login screen instead of using the
default login screen.

VWLAN and BSAP Traffic Cap-

ture Guide

This guide provides the basic pro-
cedure for capturing traffic using
VWLAN.

VWLAN External RADIUS
802.1x Authentication

6ABSCG0002-29

This configuration guide provides
and in-depth look at external
RADIUS 802.1x authentication
and its configuration and use with
ADTRAN Bluesocket vVWLAN
products.

6ABSCG0010-29A
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https://supportforums.adtran.com/docs/DOC-7435
https://supportforums.adtran.com/docs/DOC-5271
https://supportforums.adtran.com/docs/DOC-5832
https://supportforums.adtran.com
https://supportforums.adtran.com/docs/DOC-7630
https://supportforums.adtran.com/docs/DOC-6246
https://supportforums.adtran.com/docs/DOC-6237
https://supportforums.adtran.com/docs/DOC-5695

Overview of Captive Portal

Web-based authentication (Captive Portal) is an authentication process in which
clients typically connect to an open system service set identifier (SSID) and are then
redirected to a login page, as shown in Figure 1, or Captive Portal (after opening a

browser).

Figure 1. Captive Portal Login Page

This client authentication process requires no client-side configuration, although it can
also be used with WPAPSK/WPA2PSK SSIDs, which requires the client to configure
the preshared key. Figure 2 illustrates this process.

v

& W

Supplicant (Client)  Authenticator (AP)

) 1
- Wireless Association -

_ €
Client receives -

: Un-registered F?ple Assignment

VWLAN

NAC address |

I www.adtran.com

Client receives | Web Direct to'Authenticate

Login screen !

Crede'ntials

1
Client receives | Traffic Flow

Auth, Role Assignment‘

new IP €

jWireless Disassociation'

Logout/Timeout

| Logout/Un-registered Role Assignment
4 T

°

Authentication

1
<

Authentication Server

A2

Y

¥ R

Local user
RADIUS
LDAP

P |

Figure 2. Client Authentication Process

During the authentication process, clients in the Un-registered role are redirected to
the secure VWLAN login page (Captive Portal). The client initially receives an authen-

12
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tication (NAC) IP address (10.252.X.X or whatever the administrator has assigned by
default) with a short lease time from the AP, and then the HTTP request is redirected
to https://VWLAN-ip/login.pl. The credentials entered by the client are sent to vVWLAN
and authenticated against a local user database, external Lightweight Directory
Access Protocol (LDAP) or Active Directory (AD) server, external RADIUS server, or
SIP2 library server. The local database is checked first, then the authentication
servers are checked in the order specified by the administrator. The client is then
placed into the proper authenticated role and will receive an IP address on their target
location/network and begin to pass traffic.

NOTE

Introduced in vVWLAN 3.1 release, the Un-Registered role type is the only role that will
allow web redirection.

Web-authenticated traffic is secured using HTTPS, however, subsequent over-the-air
traffic is secured based on the SSID configuration. Please note you cannot achieve
802.11n data rates while using TKIP, but will be limited to legacy data rates only up to
54 Mbps. Authentication configuration includes configuring the following types of
authentication: server authentication, local user authentication, SSID authentication,
and MAC device authentication. In addition, you can configure login forms and images
for specific domains, based on the SSID and the AP template (in that order).

Walled Garden

Walled Garden is a feature that allows a client connecting to the network to maintain
the same IP address throughout the authentication process. The client is assigned an
IP address from the target location, but will not be able to access the network until
authentication is complete.

13



Hardware and Software Requirements and
Limitations

This document describes Captive Portal configuration for vWLAN and APs running
software versions 2.4 or later. Captive Portal is supported on all BSAPs.

The content of this guide assumes that you have licensed APs that are online,
locations are active, and Roles are configured accordingly. Refer to the vVWLAN Quick
Deployment and Configuration guide for help getting started with vVWLAN.

Also assumed is a familiarity with vVWLAN and its configuration, as described in the
vWLAN Administrator’s Guide, available online at https://supportforums.adtran.com.

14
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4 Configuring an SSID for Use with Captive Portal

To allow wireless clients to connect to the vVWLAN network, each AP domain must
have at least one SSID. To configure an SSID, connect to the GUI and follow these
steps:

1. Navigate to the Configuration tab, and select Wireless > SSIDs. Here any pre-
viously configured SSIDs are listed, and the name, role, broadcast, authentica-
tion method, accounting server, and cipher type for each SSID is displayed. You
can edit an already configured SSID by selecting the SSID from the list. To cre-
ate a new SSID, select Create SSID from the bottom of the menu or select
Domain SSID from the Create drop-down menu (at the top of the menu) as
shown in Figure 3.

Configuration

Selectall Deselectall | Delete

- Name ¢ Role Broadcast * Authentication *

24007BETA bbbbTest2 Yes WHA-PSK+HWPAZ-PSK
apti AndersIPTest Un-registersd ves Open System
¥ wireless .
Anup's SSID2 Un-registersd Yes Open System
anup's test ssidl Un-registersd Yes Open System
DNA hotspot Un-registersd Yes Open System
DA hotspot testing Un-registersd Yes open System
french restest Un-registersd ¥es Open System
french test Gusest Yes WPA-PSK+WPA2-PSK

Showing 1 to 8 of & entries

Create SSID

Figure 3. Create or Edit an Existing SSID

2. Enter a name for the SSID. SSID names can be up to 31 characters in length.

3. Next, enable SSID broadcasting by selecting the Broadcast SSID check box as
shown in Figure 4.

Create SSID

Name/ESSID |Architecture

Broadcast S5ID ¥

Figure 4. Enable SSID Broadcasting

4. Specify whether the SSID will convert multicast or broadcast network traffic to
unicast traffic by selecting the appropriate option from the Convert drop-down
menu as shown in Figure 5. By default, Convert broadcast and multicast to
unicast is enabled. Other options are Disable, Convert broadcast to unicast,
and Convert multicast to unicast.

6ABSCG0010-29A
Revision A
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Convert Multicast/Broadcast Network Traffic To Unicast |Corwert multicast to unicast v |
Disable
Convert broadcast to unicast

LG EL LD I Convert multicast to unicast
Convert broadcast and multicast to unicast k

Cipher [Dwapea v i

Enable Captive Portal Authentication

Figure 5. Specify the type of traffic this SSID will convert to Unicast

NOTE

If you do not choose to convert multicast network traffic to unicast traffic, you must
allow multicast traffic in the default role of the SSID (Refer to the document Using
Multicast Conversion in vIWLAN available online at supportforums.adtran.com for

additional information).

5. Captive Portal Authentication requires the check box next to Enable Captive
Portal Authentication to be selected (see Figure 6). You can only specify an
Un-registered Role when using Captive Portal. You can use the default Un-
registered role or a previously configured Un-registered role (See Configuring
Captive Portal on page 19 for information on configuring Walled Garden, Un-
registered roles, Captive Portal, and the Walled Garden feature).

Enable Captive Portal Authentication ¥

Authentication |Open System
Open System
Shared Key
Un-registered Role | WPAZ-PSK

| WPA-PSK+WPA2-PSK |
L

Cipher

Dynamic Multicast Optimization

pa e T i S T e
Dyn les multicast to unicast conversio !

amically enables or disab

Figure 6. Authentication Options Available when Captive Portal is Enabled

NOTE

You must enable Captive Portal and choose an Un-registered role to allow clients to
authenticate with web-based authentication. As of VWLAN release 3.1, the registered
roles are hidden when Enable Captive Portal Authentication is selected.

NOTE

As of VWLAN release 3.1 wired equivalent privacy (WEP) was removed as an authen-
tication method due to security vulnerabilities. Authentication choices include: WPA2-
PSK and WPA-PSK+WPA2-PSK.

Descriptions of each authentication type are provided as follows:

WPA2-PSK: WPA2 with PSK is a personal authentication method that allows you
to specify a pass phrase used to connect to this SSID. This method only supports
AES-CCM encryption. To select WPA2-PSK as the authentication method for this
SSID, select WPA2-PSK from the Authentication menu as shown in Figure 7.
AES-CCM will automatically be selected from the Cipher drop-down menu. You
will also be prompted to specify a preshared key for this authentication type.
Preshared keys must be eight digits or greater.

6ABSCG0010-29A
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WPA-PSK+WPA2-PSK: WPA-PSK with WPA2-PSK is a personal authentication
method that combines the features of WPA-PSK and WPA2-PSK. This method
supports TKIP and AES-CCM encryption methods. To select WPA-PSK+WPA2-
PSK as the authentication method for this SSID, select WPA2-PSK+WPA2-PSK
from the Authentication menu, and specify whether the SSID will use AES-
CCM only or TKIP or AES-CCM from the Cipher drop-down menu (see Figure
8). You will also be prompted to specify a preshared key for this authentication
type. Preshared keys must be eight digits or greater.

Upon providing the correct preshared key, users are placed into the specified
registered role. With an Un-registered role, users are first authenticated by
providing the preshared key and then they are redirected to the login page for
Captive Portal authentication.

Create SSID

MName/ESSID  |Architecture
Broadcast SSID @

C rt Multicast/Broad t Network Traffi . T
e 73 " [Convert broadcast and multicast to unicast ¥
To Unicast

Enable Captive Portal Authentication
Authentication | WPA2-PSK v

Cipher |AES-CCM ¥

Preshared Key |ssssssss
Preshared Key Confirmation |ssesssss

Un-registered Role |Un-registered ¥

Dynamic Multicast Optimization #

Channel Utilization Threshold

version is

Q Moo

Multicast Rate Optimization

LY

Figure 7. SSID with WPA2-PSK Authentication

Create SSID

Mame/ESSID |Architecture
Broadcast SSID ¥

Convert Multicast/Broadcast Network Traffic

t Convert broadcast and multicast to unicast ¥
To Unicast > =

Enable Captive Portal Authentication

Authentication | WPA-PSK+WPAZ-PSK ¥

Cipher | AES-CCM
| AES-CCM

| TKIP or AES-CCM |
Preshared Key Confirmation cevseres i

Preshared Key

-registered Role | Un-registered v

Dynamic Multicast Optimization

Channel Utilization Thresheld

Multicast Rate Optimization

Figure 8. SSID with WPA-PSK + WPA2-PSK Authentication
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NOTE

TKIP use should be limited because it is not as secure as AES-CCM and it does not
allow clients to use 802.11n data rates. You should only enable TKIP if you have
legacy (pre-2005) clients in your network that cannot be upgraded.

6. Once you have selected the authentication, cipher, and preshared key (if
necessary) information for the SSID, specify the login form to be associated with
the SSID by selecting the appropriate form from the Login Form drop-down
menu. By default, each SSID will use the default login form. If you have not
created another login form, this will be the only option (refer to Customizing
vWLAN Login Forms and Images in the Bluesocket vWLAN Administrator’s
Guide available online atsupportforums.adtran.com for additional information).
You can select another login form if one has been created.

7. As of VWLAN release 3.2.0, a feature was added that supports Remote Site
Survivability for PSK and open SSIDs. If the connection between the AP and
both the primary and secondary vVWLAN is severed, new pre-shared key and
open SSID clients will be able to connect. Select Allow new clients to use the
network when the vWLAN is down and specify the Role to be assigned when
VWLAN is down (see Figure 9).

Allow new clients to use the network when vWLAN is

Multicast Rate Optimization ¥

IS

hest common b

down

Role to be assigned when vWLAN is down

Login Form | Default Login Form hd

DynamicSteering

E=]
w
(=1
o

Ea
O
i

Figure 9. Enabling Remote Site Survivability

NOTE
Captive Portal must be enabled to use this feature.

8. The SSID has now been configured with all settings applicable to Captive Portal.
Select Create SSID. A confirmation will be displayed indicating the SSID was
successfully created.

18
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5.1

Configuring Captive Portal

There are four parts to this section, Walled Garden, configuring external server
authentication, configuring internal server authentication, and device authentication.

Walled Garden

As of VWLAN release 3.1.0, an option was added to Captive Portal that allows the
client to keep the same IP address when transitioning out of an Un-registered role
type to a registered role (Walled Garden).

The following steps are used to configure the Walled Garden feature:
1. Configure the location of the network that will serve the IP addresses.

NOTE
The location of the network must be different than that of the VWLAN, AP, DNS server,
external servers, etc.

Navigate to the Configuration tab, and select Role Based Access Control >
Locations as shown in Figure 10. Any previously configured locations will be
listed in the menu. If you want to edit a previously created location, select the
location name from the list. To create a new location, either select Create
Location at the bottom of this menu, or select Domain Location from the
Create drop-down menu (at the top of the menu).

M Configuration

Selectall  Deselectall

Name s VLAN

NAC 1
wLoc-0-1092.168,100.0/22 o

Shawing 1 to 2 of 2 entries

Figure 10. Navigate to the Location Configuration Menu

Enter the name of the location and its associated VLAN in the appropriate fields.
Then enter the classless interdomain route (CIDR) for the location, which is the
location’s subnet and network mask (see Figure 11).

NOTE
Do not specify the native VLAN here since an Un-registered role cannot be created
with the native VLAN.

Select Create Location. A confirmation is displayed indicating that the location
has been created. The location will now appear in the locations list
(Configuration tab, Role Based Access Control > Locations), where you can
display, edit, or delete the location.

6ABSCG0010-29A
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Create Location

Mame  Architecture Building

VLAN IO 2

CIDR 192.168.183.0/24
CIDR is the subnet/netrask(bits ) of the location like 192 165.100.0/24.

Create Location

Back

Figure 11. Create a Network Location to Serve IP Addresses for Walled Garden

2. Create a Role that will allow the client to obtain an IP address from the specified
network location.

[i] w~ote

Even though the client will be allowed to obtain an IP address from the network
location, they will not be able to utilize the network until they authenticate via Captive

Portal.

Navigate to the Configuration tab, and select Role Based Access Control >
Roles as shown in Figure 12. Select Create Role at the bottom of this menu.

Configuration Administration

Show / hide columns|

¥ Role Based Selectall | Deselectall Delete

Access Control
s Search:
Lacations

Lacation Groups s Name < Location Name Type *
AllowAll Mative AP VLAN Registered Role

Schedules Guest Mative AP VLAN Registered Role

Services HSV Secure vloc-0-10.1.20.0/24 Registered Role

SEnAcaICEDI P HSV WiFi Role vLoc-0-10.17.159.0/24 Registered Role
Destinations

Un-registered NAC Un-registered Role
Destination

‘Groups
. )
» Internal Showing 1 to 5 of 5 entries

Authentication
» Extemnal
Authentication

» Captive Portal
¥ Wireless

Figure 12. Create a Role

Enter a Name and specify Un-registered Role for the Type as shown in Figure
13. Select the name of the location that you created in Step 1 on page 19 for the
Location.

Name |Architecture Faculty

Type |Un-registered Role ¥
Use Un-registered role for captive portal authentication and Walled garden.

Use Registered role upon user getting authenticated.

Location | Architecture Building T

Locations lative AP Vian location for Un-registered roles.
NAC
Secure Wireless Connections

Architecture Building
LocationGroups

he following policies.

Figure 13. Specify the Role Name, Type, and Location
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[i]

IMPORTANT: Add a firewall rule that allows DNS traffic outbound as shown in
Figure 14. Select Create Role.

Firewall Rules

Network traffic is checked against the following policies.

If the service, direction, and destination match, the action is taken and checking ends.

If no rule matches, then the traffic is denied.

If there are no policies configured, then all traffic is denied.

By default, there is an implicit deny any at the end of the policies. Any traffic that is not explicitly
allowed by the admin will be blocked.

For a client to get an IP address - DHCP (or all traffic) must be allowed outgoing, and DHCP server (or
all traffic) must be allowed incoming.

Policy Service Direction Destination
3 allow v |[DNS ¥ || Outgoing ¥ || Any v | W
I Allow ¥ oy v | W
3+ [Allow v v || Qutgoing v | W
3 [Allow v v || Outgoing v |
3 [Allow ~ ¥ || Qutgoing ¥ | W

Append Firewsll Rule

Device Reassignment Rules

The client's source role is determined based on the intial authentication.

Once the client has authenticated,the client may be placed into a new destination role based on the device type
and ownership configured in the rules below.For example,if "Device Type" is iPhone and "Ownership" is Corporate
then the client will be placed into role named as the "Destination Role".

The destination role will be determined based on the following rules.

If no rule matches,then the client's role will not changed.

Append Device Reassignment Rules

Create Role

Figure 14. Allow DNS Traffic Outbound for Walled Garden

3. Create another role and specify Registered Role for the Type and select the
name of the location that you created in Step 1 on page 19 above for the
Location (See Figure 15). This is the role in which the user should be placed after
authenticating via Captive Portal.

NOTE

Be sure to place users into this role (via the attributes or default role selection when
creating an external server) so that they do not transition IP addresses after authenti-
cation. See Step 7 on on page 26 for discussion on selecting attributes and roles when
configuring a RADIUS external server. Depending on the type of external server you
are using, you can also refer to configuring an LDAP server on page 28 and config-
uring a SIP2 server on page 33.

Create Role

Mame |Architecture Faculty

Type |Registered Role v

Use Un

Use

Schedule | v

Location | Architecture Building M

Figure 15. Create a Registered Role for Walled Garden

NOTE

It is important that the Location of the registered role to be the same Location as the
Un-registered role type for the Walled Garden feature to work properly.
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4. Create an SSID, enable Captive Portal, and select the name of the Un-registered
Role created in Step 2 on page 20 (See Figure 16). See Configuring an SSID for
Use with Captive Portal on page 15 for additional SSID options.

Create SSID

Name/ESSID |Architecture
Broadcast SSID ¥

Enable Captive Portal Authentication ¥

Un-registered Role | Architecture Faculty v

Figure 16. Create an SSID and Enable Captive Portal for Walled Garden

5.2 Configuring External Server Authentication

You can configure an external RADIUS web-based authentication, LDAP or AD, or
Session Initiation Protocol 2 (SIP2) web-based library authentication server for
VWLAN internal authentication. The credentials entered by the client are sent to the
VWLAN and authenticated against a local user database, external Lightweight
Directory Access Protocol (LDAP) or Active Directory (AD) server, external web-based
RADIUS server, or SIP2 library server. The local database is checked first, then the
authentication servers are checked in the order specified by the administrator (set
when creating or editing the external server). To configure an authentication server for
the specified domain, follow the steps for each server type as outlined in the following
sections:

5.21 Configuring Domain Accounting (Optional)

[i] nwote

If you plan to use domain accounting, you must create the accounting server first so
that it is available to associate with any external servers you create in the next steps.

RADIUS accounting can be used to notify external systems about a user’s usage of
the VWLAN system. When a client is authenticated, and joins the VWLAN system, a
start request is sent to the accounting server. After a timeout period, when the client
leaves the VWLAN system, a stop request is sent to the accounting server. Interim
records can also be sent in periodic intervals, so that the external system can track
VWLAN users at intervals. This can be helpful in tracking users that stay logged into
the system for extended periods of time. To use accounting servers with vVWLAN, you
must configure the accounting server and then associate the server with one of the
methods of authentication; RADIUS 802.1X, RADIUS web, LDAP, or SIP2 authenti-
cation servers, or local or MAC authentication. Accounting can also be used for a
client that is assigned a default role using an SSID or unified access group by
selecting the server in the SSID or unified access group configuration.

When configuring a RADIUS accounting server to use with VWLAN, note that the
standard RADIUS accounting attributes apply, as well a vendor-specific attribute
under the vendor code (9967).

To configure a Domain accounting server in VWLAN, follow these steps:

1. Navigate to the Configuration tab, and select External Authentication >
Accounting as shown in Figure 17. Any previously configured accounting serv-
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ers will be listed in the menu. If you want to edit a previously created accounting
server, select the server name from the list. To create a new accounting server,
either select Create Accounting Server at the bottom of this menu, or select
Domain Accounting Server from the Create drop-down menu (at the top of the
menu).

W Configuration

Selectall = Deselectall  Delete

ion -~ Name % Enabled 4 1P Address ¢ Port ¢ Timeout % Retries

¥ External
No Data aAvailable in Table

Accounting Showing 0 to 0 of 0 entries

Figure 17. Create a Domain Accounting Server

2. Enter the name of the server, the server’s IP address, and the port used by the
server (1813 by default) in the appropriate fields (See Figure 18). Enable the
server by selecting the Enabled check box.

Create Accounting Server

Mame  accountingserver]

Enahled

IP Address  172.16.3.242

Figure 18. Accounting Server Name, Port Number, and Enable Option

3. Enter the shared secret for the accounting server, and the shared secret
confirmation, in the corresponding fields (See Figure 19).

Shared Secret  eseessse

Shared Secret Confirmation  esesessse

Figure 19. Shared Secret for Domain Accounting Server

4. Specify the server timeout value (in seconds), and the number of times VWLAN
will attempt to reconnect to the server in the corresponding fields as shown in
Figure 20. By default, the timeout value is set to 5 seconds, and the number of
retries is set to 5.

Timeout §

Retries 5

Figure 20. Domain Server Timeout Value and Retries
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5. Enable interim reporting updates by selecting the Interim updates enabled
check box as shown in Figure 21. Additionally, specify the interim update interval
(in seconds) by entering a value in the appropriate field. By default, the interim
update interval is set to 300 seconds.

Interim Updates Enabled [

Interim Update Interval In Seconds 300

[@reate Accounting@

Figure 21. Domain Server Interim Updates and Interim Update Interval

6. Select Create Accounting Server to create the server. A confirmation is
displayed indicating that the server has been created. The server will now
appear in the accounting server list (Configuration tab, External
Authentication > Accounting), where you can display, edit, or delete the
server.

7. Once the accounting server has been created, you can associate the server with
an authentication method, SSID, or AP.

5.2.2 External RADIUS Web-based Authentication Server

To configure a RADIUS web-based authentication server for use with vWLAN, follow
these steps:

1. Navigate to the Configuration tab, and select External Authentication > Serv-
ers as shown in Figure 22. Any previously configured web-based authentication
servers will be listed in the menu. If you want to edit a previously created web-
based authentication server, select the server name from the list. To create a
new authentication server, either select Create Authentication Server at the
bottom of this menu, or select Domain Authentication Server from the Create
drop-down menu (at the top of the menu).

Select either option to create
a new authentication server.

08-31-2016 9:47:41 AM adtran.admin@adtran.com Sign Out
Version 2.9.M
Build 258731
Domain Tasks 1 Platform Tasks 1

default v | APs 1 Clients 0

Accounting Server
Selectall Deselectall Del Test C i abieh Show / hide columns
(et e elect al eselect al elete  Test Connection Cmplate
Access Control
& i) Authentication Server Seaich:
Authentication =S Name <+ Type < Address < Port < e N rver ¥ Precedence *
roup T ——
o EETl Corporate Radius Authen i thServer 198.0.2.10 1812 Unf  Destination Host i1
et = Destination Hostname
Highland Staff LdapAuthServer 192.51.100.5 389 Gue: Destination Network 2
Device
e showing 1 to 2 of 2 entries DynamicRF Profile
- e Email Canfiguration
5 External Firmware Server
»
Lt Hotspot Account
» Wireless Hotspot Plan
» Unified Access Internal User
» System Guest Receipt -

» Notifications

Create Authentication Server

© 2016 ADTRAN, Inc.

Figure 22. Navigate to the Create Authentication Server Menu
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2. Select RadiusWebAuthServer from the Type drop-down menu as shown in
Figure 23

Type RadiusWebiuthServer! »

Figure 23. Create a RADIUS Server

3. Enter the name of the server and its IP address in the appropriate fields as show
in Figure 24. Optionally, specify if this authentication server will be associated
with an accounting server by selecting the accounting server from the
Accounting Server drop-down menu.

NOTE
You must create an accounting server first before it can be selected.

Mame  RADIUS WEB ALUTH SERVER
Accounting Server hd

IP address  172.16.1.240

Figure 24. Name, IP Address, and Optional Accounting Server

4. Specify the port to be used by the server as show in Figure 25. If you are using a
RADIUS server, the port is generally either 1645 or 1812.

Port 1812

Typically, the port shouwld be 1812 or 1645,

Figure 25. Specify the Port to be Used by the RADIUS Server

5. Enter the shared secret or password for the authentication server as show in
Figure 26.

Shared Secret/Password eessssss

Shared Secret/Password Confirmation  essssses

Figure 26. Shared Secret/Password for the RADIUS Server

6. Specify the timeout weight, maximum number of simultaneous user
authentications, and the precedence of the server as shown in Figure 27. The
timeout weight value is relative to the timeout weight of other authentication
servers. The total time allocated to authenticate is defined for the entire VWLAN
system. Each server’s timeout is computed as a percentage of the total weight of
all authentication servers on this domain. If you leave the maximum number of
simultaneous authentications field blank, or enter a 0, that indicates there is no
limit. You can specify the precedence level of the server as Highest, Lowest, or
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Fixed. If you select Fixed, you can manually order the authentication servers in
order of precedence.

Timeout Weight |1

Maximum Number of Simultaneous Users |0
Allowed to Authenticate at Once Blank or 0 = no limit.

Precedence |Highest ¥

Figure 27. Timeout Weight, Simultaneous Connections, and Server Precedence

7. Specify the authentication rules for the server and the role given to a user who
does not match the specified attributes (See Figure 28). First, select the role that
is given to all clients that are successfully authenticated, but do not match any of
the below configured attributes. For example, if you choose Un-registered from
the drop-down menu, clients will never transition out of the Un-registered role
unless they successfully authenticate and match one of the configured attributes.
Select the role from the Role drop-down menu located in the center at the top of
the Authentication Rules section.

Authentication Rules

Attribute Logic Yalue Raole
"I" ARAP-Challenge-Response * equal to - Guest - ]-.-'-
"I" ARAP-Challenge-Response ¥ equal to - Guest = ]
"I" ARAP-Challenge-Response ¥ equal to - Guest » !-'.
"I" ARAP-Challenge-Response ¥ equal to - Guest ¥ }--'.
"I" 4RAP-Challenge-Response v equal to v Guest w I
Append Auth Rule

Figure 28. Select the Role for Users who do not Match any Configured Attributes

Next, select an attribute from the Attribute drop-down menu and choose the
Logic used for authentication mapping. Logic types include equal to, not equal
to, starts with, ends with, and contains. Then, specify a corresponding Value
and select the Role in which this client will be placed. In Figure 29, a RADIUS
server is configured to use a User Name attribute that is equal to the value ann
jenkins, which assigns the client the role of Guest.
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Authentication Rules

Role  Un-registerad ~

Attribute logic value Raole
@ ¥ equal to * ann jenkins D
‘{" ARAP-Challenge-Response * equal to - Guest = m
‘{" ARAP-Challenge-Response * equal to - Guest » m
‘{" ARAP-Challenge-Response ¥ equal to - Guest ¥ m
‘{" ARAP-Challenge-Response ¥ equal to - Guest » m

Append Auth Rule

Figure 29. Configure the Match Attributes and Assigned Roles for the RADIUS Server

Attributes are searched in order. You can move these attributes in any order you
want or add additional rules by selecting Append Auth Rules. You can also
remove an attribute by using the trash can icon.

8. Select Create Auth Server. A confirmation is displayed indicating that the server
has been created. The server will now appear in the server list (Configuration
tab, External Authentication > Servers), where you can display, edit, or delete
the server.

[i] nwote

External RADIUS web-based authentication uses PAP and requires a RADIUS client
to be configured in the RADIUS server for the vWLAN instance.

9. Optional. Once the external server is created, you can verify it for a successful
connection. Return to the External Authentication > Servers menu as shown in
Figure 30. Select the authentication server you just created from the list, and
select the Test Connection button from the top of the menu.

Select the
authentication server

Select the Test Connection
button to be redirected to the
Diagnostics menu.

\

you want to verify.

08-31-2016 9:47:41 AM adtran.admi an.com Sign Qut
Version 2.9.M
Build 258731

Domain Tasks 1 Platform Tasks 1

Domain |default ¥ | APs 1 Clients 0

‘Accounting Server

= AP Job
» Role Based Nepilpmilosnioakall D*"“ AP Template
Access Control
(% ] < Authentication Server St
B < Address ¢ Port < rver * Precedence *

Authentication Name ~ Type ki
D Group

b4 Exter!ml_ RadiusWebAuthServer 198.0.2.10 1812 Un-r| Destination Host 3
Attbestication Destination Hostname

Show / hide columns

Corporate Radius Authen

Highland Staff 2

Ldapauthserver 192.51.100.5 389 Gues

Destination Network
Device

DynamicRF Profile
Email Configuration
Extemnal Firmware Server

Accounting
» Certificates

Showing 1 to 2 of 2 entries

s i,
Captive Portal Hotspot Account

Hotspot Plan
Internal User
Guest Receipt ~

> Wireless
» Unified Access

» System

> Notifications.

Create Authentication Server

L 2016 ADTRAN, Inc.

Figure 30. Verify a Successful RADIUS Server Connection
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You will be redirected to the Diagnostics menu (see Figure 31) which allows you
to enter a username and password to test the authentication method.This menu
can also be used to help verify what attributes the radius server returns so they
can be used to match a user to a role.

Status Configuration Administration

» Admin

Authentication Ping

Admin Tasks Address

» Jobs Enter the IP address or fully St.
Traffic Capture ttérface’ [Any v

AP Traffic Capture Interface is the source ethernet interface on the vWLAN

Dlagntstics Traceroute

Restart Address

Platform Upgrade

Patch
Interface
Backup/Restore

External Authentication Test @
Authentication Server |Highland Staff ¥

Username  smith

password [+

Figure 31. Diagnostics Menu

5.2.3 External LDAP Web-based Authentication Server

To configure an LDAP authentication server for use with vVWLAN, follow these steps:

1. Navigate to the Configuration tab, and select External Authentication > Serv-
ers as show in Figure 32. Any previously configured LDAP authentication serv-
ers will be listed in the menu. If you want to edit a previously created LDAP
authentication server, select the server name from the list. To create a new
authentication server, either select Create Authentication Server at the bottom
of this menu, or select Domain Authentication Server from the Create drop-
down menu (at the top of the menu).

Select either option to create a
new authentication server.

08-31-2016 9:47:41 AM adtran.admin@adtran.com Sign Out
Version 2.9.M
Build 258731
Domain Tasks 1 Platform Tasks 1

Create.. -

Bqmain |default ¥ | APs 1 Clients 0

Status Configuration Administration

Accounting Server
AP Job
AP Template

Selectall Deselectall Delete Test Connection Show / hide columns

» Role Based
Access Control
gl ( Authentication Server Search:

A e . Name ¢ Type ¢ Address ¢ port ¢ rver * Precedence *

Destination Group
v Exterflal X i RadiusWebAuthServer 198.0.2.10 1812 Un-r Destination Host 1
Authentication . Destination Hostname

LdapAuthServer 192.51.100.5 389 Guesg Destination Network 2
- Device
Accounting Shdwing 1 to 2 of 2 entrles DynamicRF Profile
S ey Email Configuration
External Firmware Server

i 5

Ca.ptlve Portal Hotspot Account
» Wireless Hotspot Plan
» Unified Access Intemal User

Guest Receipt

» System
> Notifications

© 2016 ADTRAN, Inc.

Figure 32. Navigating to the Authentication Server Menu
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2.

In the New Authentication Server menu, select LdapAuthServer from the
Type drop-down menu as shown in Figure 33.

Tywpe

LdapauthServer -

Figure 33. Create an LDAP Server

3.

Enter the name of the server and its IP address in the appropriate fields as
shown in Figure 34. Optionally, specify if this authentication server will be
associated with an accounting server by selecting the account server from the
Accounting Server drop-down menu.

Accounting Server hd

Mame  LDAP Auth Server 1

IP address  172.16.2.240

Figure 34. Name, IP Address, and Optional Accounting Server

4.

Specify the port to be used by the server as shown in Figure 35. If you are using
an LDAP server, the port is generally 389, unless Secure Socket Layer (SSL) is
used, in which case the port is generally 636.

Part

380
Tynically, the port showld he 389 for LDAR and 636 if require S51 Js checked,

Figure 35. Specify the Port to be Used by the LDAP Server

5.

Specify the name of the administrator user to which to bind the LDAP server ash
shown in Figure 36. Enter the administrator's FQDN in the LDAP Bind User
field.

LDAP Bind User  cn=LDAP AuthUser, chn=Users, dc=

The name of an admin user to bind to the LDAP server with,

Figure 36. LDAP Bind User

[i] nwote

It is not recommended to use an administrative account. Using a standard account is
sufficient. The entered account must match the user account configured in LDAP or

AD.

6ABSCG0010-29A
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The LDAP user field should be populated with the full name of the user, not the
login name in AD. For example, use Bob Smith, not BSmith. All the name parts
are used and added to each other to compose the full name. The resulting user
name when using Bob and Smith as the first and last names respectively in AD is
Bob Smith. Unless the LDAP user is in the root of AD, and the base entry
specifies the root, you must specify where it is. This is referred to as the
distinguished name. For example, if Bob Smith is in the users container, you
would enter CN=Bob Smith,CN=Users,DC=Bluesocket,DC=com in the LDAP
user field, where the first CN refers to common name, and the second CN refers
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to container. If Bob Smith was in the root of AD, and the base entry specified the
root, you could simply enter Bob Smith.

NOTE

Be sure not to confuse CNs (containers) with OUs (organizational units). OUs have an
icon in AD that could be described as a folder in a folder, while CNs have an icon in
AD that could be described as a folder. Built-in folders in AD are typically CNs, while
folders you add are typically OUs. Right-click the folder in AD, select properties,
select the object tab, and refer to the object class to be certain you are using CN or
Oou.

6. Enter the shared secret or password for the previously created bind user as
shown in Figure 37.

Shared Secret/Password esssssss

Shared Secret/Password Confirmation  esssssss

Figure 37. Shared Secret/Password for the Bind User

7. Configure the LDAP base entry, unique ID attribute, and any LDAP filters as
shown in Figure 38. The LDAP Base Entry field specifies the starting point for
LDAP database queries, and the LDAP Unique ID attribute field specifies the
unique identifier used to distinguish each user record within the database. LDAP
Filters are used when looking up LDAP unique ID attributes.

LDAP Base Entry
An example base antry Is cn=Users de=company, de=conn.

LDAP Unigue 1D Attribute
LID far openidap, sAMAccountName for AD.
LDAP Filters
Additional LDAE fiiters used when looking up Unique ID atiributes,
{An exarnple 1s objsctClass=Parson)
Bind all Queries As LDAP Bind User |

Check ¥ Bind ail Querfes as the LDAC Bind User using NamesPassword Authentication. If this apton is not selected, then
Anonymous Authentication will be used and the extarnal LDAEMAD server must be configured to aliow for anonymous binding.

Figure 38. LDAP Base Entry, Unique ID Attribute, and Bind All Queries Options

You can configure the system to bind all queries with the LDAP Bind User’s
credentials by checking the box next to Bind all Queries as LDAP Bind User. If
this option is not selected, then Anonymous Authentication will be used and the
external LDAP/AD server must be configured to allow anonymous binding.

The LDAP Base Entry should be populated with the location with which vVWLAN
should start to search for users in the LDAP or AD tree. For example, if all the
users are in the Users container, then the base entry should be populated with
CN=Users,DC=Bluesocket,DC=com. If the users are scattered about AD in
different containers or organizational units, you can simply specify the root by
entering DC=Bluesocket,DC=com.

The LDAP Unique ID attribute field specifies the unique ID attribute that
identifies and distinguishes each user record in LDAP or AD. The unique ID
attribute for AD is sAMAccountName.

8. Configure the timeout weight, maximum number of simultaneous user
authentications, server precedence, and whether SSL is used as shown in
Figure 39. The timeout weight is the value relative to the timeout weight of other
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authentication servers. The total time allocated to authenticate is defined for the
entire VWLAN system. Each server’s timeout is computed as a percentage of the
total weight of all authentication servers on this domain. Leaving the maximum
number of simultaneous authentications field blank, or entering a 0, indicates
there is no limit. You can specify the precedence level of the server as Highest,
Lowest, or Fixed. If you select Fixed, you can manually order the authentication
servers in order of precedence. Enable SSL by selecting the Require SSL check
box.

Maximum Mumber of Simultaneous Users |0

Timeout Weight |1

Allowed to Authenticate at Once Blank or 0 = no limit.
Precedence |Highest ¥

Require SSL

Figure 39. Timeout Weight, Simultaneous Users, Precedence, Require SSL Options

9. Specify the authentication rules for the server and the role given to a user who

does not match the specified attributes (see Figure 40). First, select the role that
is given to all clients that are successfully authenticated, but do not match any of
the configured attributes. For example, if you choose Un-registered from the
drop-down menu, clients will never transition out of the Un-registered role unless
they successfully authenticate and match one of the configured attributes. Select
the role from the Role drop-down menu located in the center at the top of the
Authentication Rules section.

Authentication Rules

attribute
*%' ARAP-Challenge-Response
*%’ ARAP-Challenge-Response
*%’ ARAP-Challenge-Response
*%’ ARA&P-Challenge-Response
*%’ ARAP-Challenge-Response

Append Auth Rule

Role  Un-registered

Laogic

-

-

-

-

-

equal to
equal to
equal to
equal to

egqual to

-

-

-

-

-

Role

Guest

Guest

Guest

Guest

Guest

Figure 40. Select the Role for Users who do not Match any Configured Attribute

Next, manually specify the attribute type to use in the authentication rules (for
example, distinguishedname) and choose the Logic used for authentication
mapping (see Figure 41). Logic types include equal to, not equal to, starts
with, ends with, and contains. Then, specify a corresponding Value and select
the Role in which this client will be placed. In Figure 41, an LDAP server is
configured to use a distinguishedname attribute, that contains the value
Faculty, which assigns the user the role of Architecture Faculty.
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Authentication Rules

Role  Un-registerad ~

Attribute Logic Yalue Raole
@me contains ¥ ou=Faculty
‘{" BTt M Un-registered - m
‘{" equal to - Un-registered - m
‘{" equal to il Un-registered ¥ m
‘{" equal to - Un-registered - fiiy

Append Mew Auth Rule

[Create Authentication Server]

Figure 41. Configure Match Attributes and Assigned Roles for the LDAP Server

Attributes are searched in order. You can move these attributes in any order you
want or add additional rules by selecting Append Auth Rules. You can also
remove an attribute by using the trash can icon.

10. Select Create Authentication Server. A confirmation is displayed indicating that
the server has been created. The server will now appear in the server list
(Configuration tab, External Authentication > Servers), where you can
display, edit, or delete the server.

11. Optional. Once the external server is created, you can verify it for a successful
connection. Return to the External Authentication > Servers menu as shown in
Figure 42. Select the authentication server you just created from the list, and
select the Test Connection button from the top of the menu.

Select the Select the Test Connection
authentication server button to be redirected to the
you want to verify. Diagnostics menu.

Y

08-31-2016 9:47:41 AM adtran.admin@adtran.com Sign Out
Version 2.9.M
Build 258731

Domain |default v | APs 1 Clients 0 Domain Tasks 1 Platform Tasks 1

Administration

‘Accouniing Server

AP Job .
» Rola Basad Selctall Deselectall Delet€_ Test Connection P T:mpme Show / hide columns

Access Control
» Internal & Authentication Server
Authentication _Name o Type * Address < Port < rver * Precedence *

Destination Group
¥ External RadiusWebAuthServer 198.0.2.10 1812 Unr Destination Host 1
Authentication

Destination Hostname

Search:

Corporate Radius Authen

Highland Staff LdapAuthServer 192.51.100.5 389 Gue 2

Destination Netwaork

i Device
e Showing 1 to 2 of 2 entries DynamicRF Profile
» Certificates Email Configuration

Extemal Firmware Server

s -
Captive Portal Hotspot Account

> Wireless

Hotspot Plan
» Unified Access Internal User
» System Guest Receipt -

» Notifications

Create Authentication Server

L© 2016 ADTRAN, Inc.

Figure 42. Verify a Successful LDAP Server Connection
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You will be redirected to the Diagnostics menu which allows you to enter a
username and password to test the authentication method (see Figure 43). This
menu can also be used to help verify what attributes the LDAP server returns so
they can be used to match a user to a role.

Status Configuration Administration

» Admin K
Authentication Pitig
Admin Tasks Address |

» Jobs
Traffic Capture Interface |
AP Traffic Capture

Diagnostics

Traceroute
e als Address |
Platform Upgrade Enter the IP address or fully qualified domain name for the target host.
Patch
Interface |Any v
Backup/Restore In

e source ethernet port on the vWLAN. Results may take some time to appear, especially if the device cannof be reached

or ICMP

External Authentication Test ®
Authentication Server |Highland Staff v |

Username jsmith

Ei
Password L

word for authentication test.

\jlun Diignss!icri

Figure 43. Diagnostics Menu

5.2.4 External SIP2 Web-based Library Authentication Server

To configure a SIP2 authentication server (typically used in libraries) for user authenti-
cation, follow these steps:

1. Navigate to the Configuration tab, and select External Authentication >
Serversas shown in Figure 44 . Any previously configured SIP2 authentication
servers will be listed in the menu. If you want to edit a previously created SIP2
authentication server, select the server name from the list. To create a new
authentication server, either select Create Authentication Server at the bottom
of this menu, or select Domain Authentication Server from the Create drop-
down menu (at the top of the menu).

Select either option to
create a new

08-31-2016 9:47:41 AM adtran.adming@adtran.com Sign Out
Version 2.9.M
Build 258731
Domain Tasks 1 Platform Tasks 1

Bqmain |default ¥ | APs 1 Clients 0

Create... -

Administration
Accounting Server
AP Job

AP Template Show / hide columns

» Role Based Selectall Deselectall Delete Test Connection

Access Control
W intarnal @ Authentication Server Search:

AN T eI - Name ¢ Type ¢ Address ¢ Port B rver ¥ Precedence *

Destination Group
iCxiamaty i RadiuswebAuthServer | 198.0.2.10 1812 GRE  Destination Host a
Authentication ‘ Destination Hostname

LdapAuthServer 192.51.100.5 389 Gue: 2

Destination Network

Device

e shdwing 1 to 2 of 2 entries DynamicRF Profile

» Certificates Email Configuration

External Firmware Server
Hotspot Account

L Hotspot Plan

» Unified Access Intemal User

Guest Receipt -

» Captive Portal

» System

> Notifications
—

| Create Authentication Server _)
=
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Figure 44. Navigating to the Authentication Server Menu
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2. Select SIP2AuthServer from the Type drop-down menu as shown in Figure 45.

Type  Sip2authServer -

Figure 45. Create a SIP2 Server

3. Enter the name of the server and its IP address in the appropriate fields.
Optionally, specify if this authentication server will be associated with an
accounting server by selecting the account server from the Accounting Server
drop-down menu as show in Figure 46..

Mame SIPZ2 Auth Server 1

Accounting Server hd

IP Address  172,16.2.240

Figure 46. Name, IP Address, and Optional Accounting Server

4. Specify the port to be used by the server. If you are using a SIP2 server, the port
is generally 6001 as shown in Figure 47.

Port 6001
Typically, the port should be 6001,

Figure 47. Specify the Port Number for the SIP2 Server

5. Optionally, specify the name of the administrator user to which to bind the SIP2
server. Enter the administrator's FQDN in the SIP2 Admin Name field as shown
in Figure 48.

SIPZ2 Admin Mame  joesmith@adtran.com
The name of an adrmin user to authenticate to the SIPZ server with,

Figure 48. SIP2 Administrator Option

NOTE

The administrator and password for the SIP2 server are optional. If no administrator or
password is set, then the SIP2 authentication occurs without them. However, if an
administrator is specified, a password must also be specified for authentication to
occur.

6. Optionally, enter the shared secret or password for the authentication server as
shown in Figure 49.

Shared Secret/Password eessssss

Shared Secret/Password Confirmation  esssssss

Figure 49. Optional Shared Secret/Password for SIP2 Server

7. Specify the timeout weight for the server as shown in Figure 50. This value is
relative to the timeout weight of other authentication servers. The total time
allocated to authenticate is defined for the entire VWLAN system. Each server’s

34
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timeout is computed as a percentage of the total weight of all authentication
servers in this domain (the platform setting of Timeout Value for Web Server
determines the total timeout that is divided based on weight).

Tirmeout Weight 1
Currant total weight Is 0, and current total timeout iz 10.)
Set the weight of the timeout for this server refative to the other auth servers, The total time alfocated to authenticate is defined for
the entire systerm,
Each server's timeout will be computed as its perceniage of the total weight of all auth servers In this domain,

Figure 50. SIP2 Server Timeout Weight

8. Specify whether the user’s PIN or password will be validated by selecting the
SIP2 Validate PIN/Password check box as shown in Figure 51.

SIP2 validate PIN/Password [V
SIP2 Specify An Empty AD Institution ID O

SIP2 CP Location Code
Leave blankfsempty to not send CP location code in the login message (23).

Figure 51. SIP2 Validate PIN/Password

9. Specify whether an empty AO institution ID is specified when communicating
with the server by selecting the SIP2 Specify an empty AO Institution ID check
box.as shown in Figure 52

SIP2 validate PIN/Password [V
SIP2 Specify An Empty AD Institution ID ]

SIP2 CP Location Code
Leave blankfsempty to not send CP location code in the login message (23).

Figure 52. SIP2 Empty AO Institution ID

10. Specify whether a CP location code is sent to the server, and what CP location
code is sent, by entering the code in the SIP2 CP Location Code field as shown
in Figure 53. Leave this field blank if you do not want a CP location code in the
login message.

SIP2 validate PIN/Password [V
SIP2 Specify An Empty AD Institution ID O

SIP2 CP Location Code
Leave blankfsempty to not send CP location code in the login message (23).

Figure 53. SIP2 CP Location Code

11. Configure the maximum number of simultaneous users allowed to authenticate
and the server precedence as shown in Figure 54. Leaving the maximum
number of simultaneous authentications field blank, or entering a 0, indicates
there is no limit. You can specify the precedence level of the server as Highest,
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Lowest, or Fixed. If you select Fixed, you can manually order the authentication

servers in order of precedence.

Maximum Number of Simultaneous Users |0

Allowed to Authenticate at Once

Precedence

Highest v

i = na limi

Figure 54. Simultaneous Users and Server Precedence

12. Specify the authentication rules for the server and the role given to a user who

does not match the specified attributes (See Figure 55). First, select the role that
is given to all clients that are successfully authenticated, but do not match any of
the configured attributes. For example, if you choose Un-registered from the
drop-down menu, clients will never transition out of the Un-registered role unless
they successfully authenticate and match one of the configured attributes. Select
the role from the Role drop-down menu located in the center at the top of the
Authentication Rules section.

Authentication Rules

Role  Un-registered ~

Attribute
'{" ARAP-Challenge-Response
"P ARAP-Challenge-Response
’{" aR&P-Challenge-Response
"E’ ARAP-Challenge-Response

'{" aR&P-Challenge-Response

Append auth Rule

Logic
w equal to
w equal to
w equal to
¥ equal to

w equal to

Value

Role

Guest

Guest

Guest

Guest

Guest

-

-

-

-

Figure 55. Select the Role for Users who do not Match any Configured Attribute

Next, manually specify the attribute type to use in the authentication rules (for
example, PC: profile) and choose the Logic used for authentication mapping as
shown in Figure 56. Logic types include equal to, not equal to, starts with,
ends with, and contains. Then, specify a corresponding Value and select the
Role in which this client will be placed. In Figure 56, a SIP2 server is configured
to use a PC:profile attribute, that contains the value Adult, which assigns the
user the role of Guest.

Authentication Rules
Role  Un-registered v
Attribute Logic Value Role
P profile contains * Adult (D'
‘{" equal fo - Un-registered « T_'
"I" equal to - Un-registered - fii
"E’ equal to = Un-registered m
"P’ equal to bl Un-registered i
Append New Auth Rule
[Create Authentication Server‘

Figure 56. Configure Match Attributes and Assigned Roles for the SIP2 Server
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13.

14.

Select the
authentication server
you want to verify.

Attributes are searched in order. You can move these attributes in any order you
want or add additional rules by selecting Append New Auth Rule. You can also
remove an attribute by using the trash can icon.

Select Create Auth Server. A confirmation is displayed indicating that the server
has been created. The server will now appear in the server list (Configuration
tab, External Authentication > Servers), where you can display, edit, delete, or
test the connection to the server.

Optional. Once the external server is created, you can verify it for a successful
connection. Return to the External Authentication > Servers menu as shown in
Figure 57. Select the authentication server you just created from the list, and
select the Test Connection button from the top of the menu.

Select the Test Connection
button to be redirected to the
Diagnostics menu.

\

» Certificates
» Captive Portal

» Unified Access

_© 2016 ADTRAN, Inc.

08-31-2016 9:47:41 AM adtran.admin@adtran.com Sign Out
Version 2.9.M
Build 258731
Domain Tasks 1 Platform Tasks 1

Domain |default ¥ | APs 1 Clients 0

Administration

Accounting Server

Create Authentication Server

Selectall Deselectall Delel QE #Z:w‘a‘e Show / hide columns
¢ Authentication Server Search:

= _Name < Type % Address < Port < rver ¥ Precedence *
Destination Group —————————————

Corporate Radius Authen RadiusWebAuthServer 198.0.2.10 1812 Un-r| Destination Host 1

- Destination Hostname

Highland Staff LdapAuthServer 192.51.100.5 389 Guesg Destination Network 2

Device
showing 1 to 2 of 2 entries DynamicRF Profile

Email Configuration
External Firmware Server
Hotspot Account
Haotspot Plan
Internal User
Guest Receipt -

Figure 57. Verify a Successful SIP2 Server Connection

15. You will be redirected to the Diagnostics menu which allows you to enter a

username and password to test the authentication method (see Figure 58). This
menu can also be used to help verify what attributes the SIP2 server returns so
they can be used to match a user to a role.
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Status Configuration Administration

» Admin i
Authentication Ping
Admin Tasks Address
» Jobs Enter the IP addre: e target hos
Traffic Capture Interface |Any b
AP Traffic Capture Interface is the source ethernet interface on the vIWLAN.
Diagnostics Traceroute
ettt Address
Platform Upgrade Enter the IP address or fully qualified domain name for the target host.
Patch
Interface

Backup/Restore

ource ethernet port on the vIWLAN. Res

take some time to appear, especially If the device cannot be reached

External Authentication Test ®
Authentication Server Hié‘f’\\and Staff v

Username jsmith

Password |-

Figure 58. Diagnostics Menu

5.3 Configuring Local Server Authentication

Local user authentication in vVWLAN takes precedence over external server authenti-
cation and can be used for web-based authentication. Each local user authentication
database record consists of the following:

m User status (disabled, enabled)
m User name
m Role
m Number of active sessions
m User password
m Whether and how the user expires
By default, no local users exist in the vVWLAN system.
To configure local user authentication for the specified domain, follow these steps:

1. Navigate to the Configuration tab, and select Internal Authentication > Users
as shown in Figure 59. Any previously configured internal users will be listed in
the menu. If you want to edit a previously created internal user, select the user
name from the list. To create a new internal user, either select Create Internal
User at the bottom of this menu, or select Domain Internal User from the Cre-
ate drop-down menu (at the top of the menu).
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Configuration

Select all
C

¥ Internal
Authentication

4« Name Enabled * < Role Printable Password * < Guest Receipt
calyun Yes Guest MNa

Showing 1 to 1 of 1 entries

F_Create Internal User Create Guest Users

Figure 59. Navigating to the Internal User Authentication Menu

2. Specify the user's name and password in the corresponding fields, and enable
the user by checking the Enabled box (See Figure 60). Select the user’s role
from the Role drop-down menu. Optionally, select an accounting server to
associate with this user from the Accounting Server drop-down menu.
Simultaneous User Authentication allows you to specify the number of users
with the same name that can be logged in at the same time. If you specify 0,
there is no limit to how many users with the same name can be logged in
simultaneously. Select the check box next to Never expire to specify that the
user account does not expire.

Create Internal User

Mame  john doe
Password esssssss
Password Confirmation esssessse
Enabled
Role  Guest -
Accounting Server -

Simultaneous User Authentication 0
O Jz unlisited,

Expire User Mewer expire

reate Internal Us

Figure 60. Create Internal User

3. Select Create Internal User. A confirmation is displayed indicating that the user
has been created. The user will now appear in the internal user list
(Configuration tab, Internal Authentication > Users), where you can display,
edit, or delete the user.

4. Once users have been created, the local user database will be used as the
primary web-based authentication method for connecting to vVWLAN.
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6.1

6.1.1

Additional Options

Captive Network Assistant (CNA) Support

As part of the AP template (Configuration tab, Wireless > AP Templates), the
administrator can choose to enable or disable Captive Network Assistant (CNA). By
default, CNA is enabled on the AP template. When CNA is enabled, vVWLAN responds
to the device’s CNA request with a redirection to the vVWLAN Captive Portal. The CNA
device receives the redirection and detects that there is a Captive Portal in place. It
then presents the CNA sign-in window automatically and prompts the user to enter
their credentials in the vVWLAN login page. For Microsoft NCSI, an information popup
appears at the bottom right corner of the computer suggesting the user open a web
browser to authenticate.If CNA is disabled, the device will connect using a web

request via web browser which redirects to VWLAN Captive Portal.

When enabled, there are two supplementary configuration requirements that are
necessary for CNA to function properly. A trusted SSL certificate must be loaded in
vWLAN and vVWLAN must be configured to redirect to a hostname (a DNS server and

hostname may need to be configured).

Loading an SSL Certificate

1. Before you begin, be sure to have all of the certificate details. Navigate to the
Configuration tab, select System > Settings, and then select the Platform tab
as shown in Figure 61. For a certificate upload, select Certificate 1 or Certifi-
cate 2 (depending if you are uploading to the first or second certificate)

NOTE

For detailed information, including how to generate a CSR and submit to a third party,
see Installing and Renewing an SSL Certificate in vWLAN available online at support-

forums.adtran.com .

[ status Ml Configuration

- Name Value *

Click the edit or show action to see

Certificate 1
the value

Certificate 2

>
»
»
v

System
Cortiicats Chain. & Click the edit or show action to see
C————— the value

Certificate Chain 2
Certificate Private Key 1 Click the edit action to see the value

Certificate Private Key 2

Click the edit or show action to see

Certificate Selected
the value

Certificate Signature Request 1 (CSR

bowing 4 to 21 gf 3d eoirie

The vl
The vl
A chain

4 chain
The priv
The priv

Certifica

The vl
use a fol

Figure 61. Navigating to the Custom Certificate Menu
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2. Copy and paste the text of the certificate into the Certificate 1 or Certificate 2
field (See Figure 62). Select Update Platform Settings to add the certificate.

Edit Platform Setting

Certificate 1 BEGIM CERTIFICATE-——
WMIFQDCCECigAWBAQIGAOhZKg8MATGC SqGSIbaDAEBEAUAMIHKMQswC QYDVAQG
EwndVIUZEQWMALGA TUECBMHOX Jpem Iy TETMBEGA TUEBMMKIUZNvdHRZZGF sZTEaMBY G
ATUEChWMRRZIEYWRke S5jb 20sIEIydiizAxBgNVBASTKmhOdHABLYS ZX J0awvWip
Y2F0ZAMUZ 23R ke S5 20ve mywb3MNpdGOye TEWMTAG A TUE AxdvinR28aRGFkZHkg
U2V dXJIEMcnRpZmiy X Rph 24 gy 0aG9ya REMREwWDwWYDY QQF EwgwiNzk 20T
MNzAFWMZA TMT UM ADNT daFwOud TA TMTLNDCwDF aMDsd TAFBgNYBASTGERY
PWFpbiBDb250cm9siFZhbGIKY XRIZDEWMB QG A TUE AvwhKIS 2d 2xhbnFhLmivb TCC
ASWD QY KoZlhveNAQEBBOADggEPADCCAQOCggEBAMPES34ByOc SFHow ke QTS
CUS98909EINPdp3+EsF akEkawtim TwiNF g TukthcBuHFnBY Qb qs X CYINMgSEYm
JaWs 1K 2yChal2cZpovghS AzIKELarne6 A GFhFnPHRbhP GyEfO0YLSMIKSLID
A0tcl3nJwa08bJ3AL AkngTtodvApOxmC Telnr2FnklOrBRELLMnae3\Whbibjtsh
RTlcadPPhix D3y QivORM 1 TwY AV ZTUTLINEWAW Y WEKWZEwnETIBsOWACAHD DdaJN
ARCJGSnhUKHILZWY LY 4oE T tyabOupkKRpoksSY 9V nC+K2qCJ05cvePEWDUMC
AWEAAAOCADWgIGOMABGA TUIEWEBMWAFMAMBAQAWHIYDVROBEYWFAYIKwYEBQIUH
AWEGCCsGAQUFBWMCMAAGATIdDWEBAMQE AniFoDAZBgNYHRBELD AgMCigdgAkhilo
dHRwWOIEWY 3JsLmdvZGFKIHkuY 29t 2dkczEtOTEUY 3JsWMFMGA TUAIARMMEowS AYL
YA ATESbQEHFwWEwWOTAIEQorEgEFBQCCARYraHROcDovl 2MlcnRpZmify < Rlcysn
bZRhZGRELMMNybSSYZX By 210k 3J5LzCBaAYIKwYBEBQUHAQEEdDEyMIZQGC CsGAQURF
BzABhhhodHRwOI8vb2MNzeConh2RhZGRELMMyb S BwS gY kY BEQUHMAKGPmMhOdHAS
Ly J0awvZpy 2F 02MUE 2 9k R ke S5ih 20vemywb ANp dGaye S8nZF apbnRlcm 1]

The vIVLAN regud 2 certificate for Apache+rmod_ssifOpensSse,
GEdale Flatform Setting )

Figure 62. Copy/Paste Custom Certificate Details

3. To add certificate chains using this method, select Certificate Chain 1 or
Certificate Chain 2 in the System > Settings menu as shown in Figure 63. If
you did not generate the CSR request from the vVWLAN, you will need to add the
Certificate Private Key.

NOTE
Make sure that the number you use for Certificate Private Key and Certificate Chain (1
or 2) corresponds to the certificate number that you uploaded in Step 1 on page 40..

[.status M Configuration Ad ion

- Name Value * v

Click the edit or show action to see

Certificate 1 The v
y the valus
Unifi Certificate 2 The WL
System
: Cortificate Chain 1 Click the edit or show action to see & chain d
T 1 = the value
Certificate Chain 2 A chain
Settings Certificate Private Key 1 Click the edit action to ses the value  The privy
Certificate Private Key 2 The privy

Email
Certihcate Solietad Click the edit or show action to see Certifical
SR e T the value

The |

Certificate Signature R t1 (CoR
Certificate Signature Request 1 (CSR) use a fo

Tl e

bowing 10 21 of 31 enfoe:

Figure 63. Adding Certificate Chains

4. Copy and paste the contents of the certificates received from the CA that will be
chained into the Certificate Chain 1 or Certificate Chain 2 field. Make sure to
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include the BEGIN and END tags. Select Update Platform Setting to add the
certificate chain. Repeat this process for a second certificate chain if necessary.
Be sure to save your settings. You will receive a Platform Task Must restart User
Web Server and Admin Web Server. Wait until you are finished configuring
Redirect to a Hostname and Final Steps before executing queued Platform and
Domain tasks.

6.1.2 Redirect to a Hostname

The redirect to hostname option requires both a forward (A record) and a reverse
pointer (PTR record) in your organization’s DNS server for the public network
interface and the fully qualified domain name (FQDN) of the vWLAN. The vVWLAN and
APs query the PTR record and redirect traffic based on the response. If there is no
PTR record, clients are redirected to an IP address (rather than a hostname). This
action can result in the receipt of a web browser security warning indicating a domain
name mismatch. Clients use the A record to resolve the host name of VWLAN to an IP
address.

1. Enable vVWLAN to redirect to a host name by navigating to the Configuration
tab, select System > Settings, and then select the Platform tab as shown in
Figure 64. Select the Redirect to hostname setting from the list.

Name value * < Hint
FE= L0y ENUET 4 MUMOeT 170 L i0 195,

Public 1P address for vWWLAN high availability

e Only use this if the vWLAN high availabilty nods is sittin

Public 1P address for v\YL AN standalone or high
availability master

Only use this if the vWLAN contraller is sitting behind 2

Read-Only Community String public Read-only community string (6-20 characters)
Read-Write Community String, public Read-write community string (6-20 characters)

If the 1P of this vWLAN resolves to a hostname (wia a PT|

Bedirect to hostname Enabled redirect users to the hostname

https: //secure.bluesocket.com/root-  ¥ou must allow HTTP and/or HTTPS to this URL as a Des
Root CA URL

ca.crt Un-registered role in order for clients to be able to acced
Signal Inertia 15 dBm weight given to existing AP channel, to avaid flappi
SNMP Contact contact Contact for SNMP (0-255 characters)

Showing 1 to 31 of 31 entries

Figure 64. Navigating to the Redirect to Hostname Option

2. Change the Redirect to Hosthame to Enabled using the drop-down menu, and
select Update Platform Setting as shown in Figure 65. You will receive
confirmation that the setting has been changed and you will receive a Platform
Task titled Must restart User Web Server. Wait until you are finished configuring
Redirect to a Hostname and Final Steps before executing queued Platform and
Domain tasks.

Edit Platform Setting

Redirect To Hostname  Enabled

If the 1P of this vIWLAN resalves to & hostname (Wa a PTR record on the DNS server), redirect users to the hostname.

Update Platform Setting

Figure 65. Enable Redirect to Hostname
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rStatus T Configuration ‘r Administration

» Role Based
Access Control
» Intemnal
Authentication
¥ External
Authentication
Servers

Accounting

» Certificates
Captive Portal
Wireless

Unified Access

Interfaces

Domains

Branding
Storage Settings
High Availability
Mosaic Mission
Control

» Logs and Alerts

6.1.3

3.

An AP looks up the vWLAN name using a DNS pointer record (PTR) when
redirecting clients to a host name for authentication. This setting must be
enabled when Redirect to Hosthame is enabled. Navigate to the Configuration
tab, select System > Settings, and then select the Domain tab as shown in
Figure 66. Ensure that the option Allow the AP to look up the vVWLAN name
using a DNS PTR record is enabled. You will receive a Domain Task titled Must
apply configuration to APs. Wait until you are finished configuring Final Steps
before executing queued Platform and Domain tasks.

Name Malue * < Hint

DNS PTR record?

AP Control Channel Timeout 86400

Allow the AP to look up the vWLAN name using a

This must ba enabled if redirect to hestname is enabled.

=

rsHRrOTEAPS feboot if control channel is confirmed to be lost te the vWij
confirming that the control channel has been lost).

DHCP Lease Time for Un-registered Clients 10 An aggressive lease time brings clients on faster after authentication, but may not be |
Display Setup Wizard Disabled Enables setup wizard.

Post Login Redirect Enabled If enabled, users will be redirected to the Post Login Radirect URL after web based aut
Post Login Redirect URL http://www.fiyhuntsville.com/wifi/ ~ The Post Login Redirect URL is the URL that the user will be radirected to after web ba|
Redirect HTTPS traffic for Unregi d clients Disabled Redirects HTTPS to the captive portal.

Tm’.me. in minutes between updating_ internal status % Updates cliant stats,

(minimum 5)

AL R I R 600 Inactive connections will be dropped once this time out has been reached.

dropped

Time Interval for removing, Stale Adjacencies 24 The time, in hours, that stale AP adjacencies are maintained in the system. After this {

Showing 1 to 10 of 10 entries

from 1 - 24, or 0 to disable the automatic purging.

Figure 66. Enable Allow the AP to Look Up the vVWLAN Name Using a DNS PTR Re-

cord

1.

Option

Final Steps

Navigate to the AP template (Configuration tab, Wireless > AP Templates)
and ensure that CNA support is enabled as shown in Figure 67. If applicable,
specify the DNS server to be used by clients in the Un-Registered role to resolve
the host name (the AP will use its DNS server to resolve the name). Once the
changes have been made to the template, select Create AP Template or
Update AP Template. You will receive a Domain Task titled Must apply configu-
ration to APs. Wait until Step 4 on page 45 to execute queued Platform and
Domain tasks.
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Create AP Template

NEIGEE root@adtran.com
S5H Password  [ITTTT TR
S5H Password Confirmation  |TTTTTT

Login Form  Default Login Farm w

Server(s) For MAC Users  0.0.0.0
< Set to 0.0.0.0 to use the DNS server from the AF's Native VLAN.
A maximamn of two DNG servers can be added separated Fa.

Release Server
1800v1 Firmware - WWWLAN hd
12800w2/1840 Firmware - wiLAN -
192071925 Firmware - wiWLAN it
1930/1935/1940 Firmware hd WWLAN hd

Enable Captive Metwork E}
Assistant  Check to enable Aople CNA or -

*Requires Trusted Certificate on vWLANM,
*Requires redirect to hostname to be enabled in platform settings.

Figure 67. Check the DNS Server Used to Resolve Hostname and that CNA is Enabled

The configuration for CNA support on vVWLAN is complete. When enabled, CNA
will display a popup window whenever a mobile client connects to the SSID
associated with the AP template. The popup window redirects the user to the
VWLAN login form. When disabled, CNA does not create a popup window, and
the connected client is redirected to the vVWLAN login form when a web browser
is opened.

NOTE

By default, VWLAN uses a preinstalled self-signed SSL certificate to encrypt web-
based login transactions. The VWLAN uses the SSL certificate when clients connect
to the Captive Portal (which uses HTTPS), or when administrators connect to the
VWLAN GUI (which also uses HTTPS). In both cases, when using the default
Bluesocket self-signed SSL certificate, users can receive a certificate error from the
web browser indicating the certificate was not issued by a trusted CA. This happens
because the Bluesocket self-signed certificate is not in the browser’s list of trusted
root certificate authorities and Bluesocket is not a CA. These errors can be avoided by
either installing the self-signed certificate on each client in the browser’s list of trusted
root CAs, or by installing an SSL certificate (provided by a CA, such as VeriSign that
matches the FQDN created on your organization's DNS server) on vVWLAN that is
already in the client’s list of trusted root CAs. To install SSL certificates on vVWLAN,
refer to Installing and Renewing an SSL Certificate in vWLAN available online at
supportforums.adtran.com.
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2. Change the network interface hostname setting. Navigate to the Configuration
tab, and select System > Network Interfaces as shown in Figure 68. Select the
public interface from the list.

Configuration

- Name DHCP *

Address * Netmask *

private Disabled 10.251.252.1 255.265.255.0
public Disabled 192,168.103.3 255.265.252.0

Showing 1 to 2 of 2 entries

Network Interfaces

Domains

Figure 68. Navigate to the Network Interface Hostname Settings

3. Enter the hostname in the Hostname field and select Update Network Interface
as shown in Figure 69.

Edit Network Interface

Hame public
Current Address  192.168,103.3
Current Metmask 255.255.252.0

Current Gateway 192,168.100.1
For a DHCEP enabled network, the current ad
setings when there Is ho DHCE server.

DHCP
Address 1921631033
Wetmask 258 265 26210
Gateway  192.163.100.1
DMNS 1 192 168 1001

DHS 2 4222

Hostrarne ¢ wan-tx-126a.schoolname. edu

Update Metwork Interface

Show | Back

Figure 69. Set the Hostname for the Network Interface

4. Execute queued Platform and Domain tasks. Several of the changes you made
in the previous sections, Loading an SSL Certificate, Redirect to a Hostname,
and Final Steps, generated Platform and Domain tasks that now need to be
executed.Navigate to the Administration tab and select Admin Tasks (See
Figure 70). Select the Domain or Platform tab (there will likely be tasks to
execute within both tabs at this point). Alternatively, you can select the Domain
Tasks or Platform Tasks links in the upper right-hand corner of any page to go
directly to the tasks queue. Figure 70 shows the queued tasks under the Domain
tab.
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Domain | default v | APs 4 Clients 0 | Create. v¢ Domain Tasks 1 Platform Tasks 2|

Status Configuration Administration

» Admin

Authentication Selectall Deselectall Delete Show / hide columns

Admin Tasks

Search:
> Jobs - Message < Job Type = Next Scheduled Execution < Broadcast Updated Time *
Traffic Capture
© Must apply_configuration to APs on Demand true 2018-08-21 13:49:05

AP Traffic Capture
Diagnostics
Restart Showing 1 to 1 of 1 entries

Platform Upgrade
Patch
Backup/Restore

Powered by ADTRAN Bluesocket © 2018 ADTRAN, Inc.

Figure 70. Navigating to the Domain Tasks under the Admin Tasks Menu

As soon as you select the name of a Message, the selected task will execute.
Figure 71 shows the queued tasks under the Platform tab.

Status Configuration

» Admin

Authentication Selectall [ Show  hide columns

Admin Tasks

Search: |
* Jobs - Message £ Job Type % Next Scheduled Execution % Broadcast ¢ updated Time
Traffic Capture
© Must restart User Web Server On Demand true 2018-08-21 13:48:06
AP Traffic Capture
Blagroetic: © Must restart User Web Server and Admin Web Server on Demand true 2018-08-21 13:46:48

Restart

Platform Upgrade Showing 1 to 2 of 2 entries
Patch

Backup/Restore

Powered by ADTRAN Bluesocket © 2018 ADTRAN, Inc.

Figure 71. Queued Platform Tasks

6.2 HTTPS Redirection

VWLAN supports redirection of HTTP and HTTPS traffic for webpage authentication.
HTTPS redirection is optional and must be enabled on the vVWLAN, but should only be
enabled when needed due to resource consumption.

1. Navigate to the Configuration tab, and select System > Settings and then
select the Domain tab as shown in Navigating to the HTTPS Redirection Option.
Select the Redirect HTTPS traffic for Unregistered clients setting from the list.
Enable the setting and select Update Domain Setting. You will receive a
Domain Task titled Must apply configuration to APs. Be sure to execute this task
(See Step 4 on page 45 for information on how to execute Platform and Domain
tasks.
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[ Status ' Configuration '

¥ Role Based
Access Control
Locations

Location Groups

Roles - Name Value * ¢ Hint

Services Agaressive DHCP | ease Time for Disabled An aggressive lease time brings clients on faster after authentication, but may not be

Service Groups Un-registered Clients compatible with all handheld devices.

Destinations Allow the AP to look up the VWLAN s :

Destination fainelLsing 3 DNS PIR fecord? Enabled This must be enabled if redirect to hostname is enabled.

GIOtHs Time in seconds before APs reboot if control channel is confirmed to be lost to the vWLAN
¥ Internal AP Control Channel Timeout 900 (defaults to 1 hour - meaning, APs would reboot an hour after confirming that the control
Authentication channel has been lost)

Users : odi . .

Cust Usrs Dot Lodin Redifact Disabled If enabled, users will be redirected to the Post Login Redirect URL after web based

MAC Devices
Plans

Guest Receipts

Hotspots T Disabled Redirects HTTPS to the captive portal
¥ External ime in minutes between updating
Authentication iHtemal Statis nin s 15 Updates the bandwidth reading
Servers s o i
Accounting P LR BRI S 600 Inactive connections will be dropped once this time out has been reached.

» Certificates

¥ Captive Portal
Forms

Platform

Show / hide columns

Search:

Post Login Redirect URL

http://www.adtran.com

authentication instead of their original destination.

The Post Login Redirect URL is the URL that the user will be redirected to after web based
authentication instead of their original destination.

Redirect HTTPS traffic for

connections are dropped

Showing 1 to 8 of 8 entries

6.3

Figure 72. Navigating to the HTTPS Redirection Option

DisableTLS 1.0

Transport Layer Security (TLS) 1.0 is an older security protocol used between a client
and server. This protocol has several known vulnerabilities. Therefore, to comply with
modern security standards, there is an option to disable TLS 1.0.

To disable TLS 1.0, follow these steps:

1. Navigate to the Configuration tab and select System > Settings. Select the Plat-
form tab and choose Enable TLS 1.0 as shown in Figure 73.

r Status T Configuration Yndminishah'on

» Role Based

Access Control Show / hide columns

» Internal

Authentication

» External -

Authentication

¥ Captive Portal
Forms

Search:

Name Value * s Hint

Sets the idle timeout for administrative console sessions in minutes. Valid entries are 15 to

Administrator Session Idle Timeout 30 S0 i G an Gaeh

Certificate 1 The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL.

Ttems
Languages Certificate 2 The VWLAN requires a certificate for Apache+mod_ssl/OpenssL.
Wireless Certificate Chain 1 A chain of one or more certificatss.

Unified Access Certificate Chain 2

¥ system
Network
Interfaces

A chain of one or more certificates.
Certificate Private Key 1

Certificate Private Key 2
Certificate Selected

The private key for the cert (closely guard this file).
The private key for the cert (closely guard this file).
Certificate for current use.

Domains Click the name link to see the value

The VWLAN requires 3 certificate for Apache+mod_ssl/OpanSSL. Usa the Show action to use
a form to create the CSR manually.

Certificate Request 1 (CSR}

Branding
Storage Settings
High Availability
Logs and Alerts

The VWLAN requires a certificate for Apache+mod_ssl/OpenSSL. Use the Show action to use
a form to create the CSR manually.

Certificate Signature Reguest 2 (CSR 2

Enabled

Figure 73. Navigate to the TLS 1.0 Setting

Enable Transport Layer Security protacol version 1.0 for HTTP access.

security protocol with known security vulneral

2. Select Disable from the drop-down menu. Next, select Update Platform Setting
as shown in Figure 74.You will receive a Platform Task titled Must reboot the
system to activate TLS settings. Be sure to execute this task (See Step 4 on
page 45 for information on how to execute Platform and Domain tasks.
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¥ Role Based
Access Control
Locations

Location Groups

Roles
Schedules

Services
Service Groups

Configuration Administration

Edit Platform Setting

Enable TLS 1.0 | Disabled v |

scurity protocol version 1.0 for HTTP access. This is an older security protocol with known security vulnerabilities.

Show | Back

Figure 74. Disable TLS 1.0 and Update the Platform Setting
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7 Troubleshooting

7.1 Testing

1. You should now be able to associate a client to your previously created SSID
(See Figure 75). The client should receive an authentication (NAC) IP address
or, if you created your own Un-Registered role type, an IP address from that
location.

Open SSID

< )

Figure 75. Test to Verify that a Client can Associate with the SSID

2. Open a web browser on the client and try to browse to an HTTP site (not in
cache). The client should query DNS, and then make an HTTP Get. The AP will
be monitoring for HTTP traffic and will intercept the client's HTTP Get and will
redirect the client to the vVWLAN. The client should then be presented with the
web page to log into the network as shown in Figure 76 (You may be presented
with an SSL certificate warning before being presented with the web page
depending on how you configured vVWLAN in the steps above.)

Figure 76. Captive Portal Landing Page

3. The client should now be able to login with a username and password, which is
authenticated against a local user database, external Lightweight Directory
Access Protocol (LDAP) or Active Directory (AD) server, external web-based
RADIUS server, or SIP2 library server. The local database is checked first, then

6ABSCG0010-29A
Revision A

49



the authentication servers are checked in the order specified by the
administrator. (The Guests box in blue in the figure above only requires an email
address for log in. This box can be removed from the Captive Portal Form by
unchecking Allow Guest Logins). Refer to the document Fully Customized
Login Page Configuration Differences in vWLAN 2.5.0 and 2.5.1 available online
at supportforums.adtran.com for detailed information on customization of
Captive Portal login menus.

7.2 Common Problems

7.21 Logs

The vVWLAN log includes the Service it is associated with, the Function monitored by
the log, the type of log message (Operation), the Message itself, the Level
associated with the log, and the time the log was created. To view logs, navigate to the
Status tab, and select Logs. Figure 77 shows information messages as well as error
messages contained in the log.

Purge All Logs & Alarms Show / hide columns

Last 30 Days = Search:

Created Time ®  service Operation ¢ Message s Level

ccccc 2018-08-21 14:30:57 web authentication +ee:16:001/10.253.68.2 3s role AllowAll INFORMATION

2018-08-21 14:30:55 user login failed Login user test at [e8:50:8b:ee:16:00]/10.253.68.2 has failed. ERRORS
6:001/10.253.68.2 has failed. ERRORS

2018-08-21 14:30:35 config change successful Purged Log X t 172.30.11.196 INFORMATION

2018-08-21 14:30:53 user login failed Login u

2018-08-21 14:30:35 log tuncate  success! ful INFORMATION

Showing 1 to 5 of 5 entries

Powered by ADTRAN Bluesocket © 2018 ADTRAN, Inc.

Figure 77. Log Messages

7.2.2 Client is not Redirected

1. The client must be able to resolve DNS to be redirected to the login page. From a
CMD prompt of a client try pinging or performing an nslookup for
www.adtran.com to see if the fully qualified domain name resolves to an IP
address. If redirecting to hostname, make sure the client is able to resolve DNS
both the forward (A record) and a reverse pointer (PTR record). By default the
VWLAN allows DNS in the Un-registered role to the DNS servers that the client is
given. Also by default, (while in the Un-registered role), clients are given the DNS
servers that are assigned to the AP. Check to make sure DNS servers are
assigned to the AP. Alternatively, you can configure DNS servers under Configu-
ration > Wireless > AP Templates, which will take precedence for the client,
meaning the client will obtain the DNS server in the AP template and not the
DNS server the AP has itself. You should also be able to see this in an AP Traffic
Capture taken from the NAC interface (the interface responsible for Un-regis-
tered users). If you are using the apdiscovery hostname for AP discovery, only
an Arecord is required (delete the PTR record).

2. Check to see if client is trying to go to an HTTP web page rather than HTTPS
page. By default the AP only monitors HTTP requests from clients in the Un-
registered role. If the client's home page is set to an HTTPS page, it will not be
redirect by default. Have the client browse to an HTTP page or alternatively,
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7.2.3

7.24
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enable Redirect HTTPS traffic for Unregistered clients under Configuration
> System > Settings > Domain.

NOTE
This option should only be enabled when needed due to extra resource consumption.

3. Ensure the Domain Setting Allow the AP to look up the vVWLAN name using a
DNS PTR record and the Platform Setting Redirect to hostname options are
either both enabled (for redirect to hostname), or both disabled (redirect to IP).

Client receives an SSL warning

Allow HTTP access to the OCSP and CRL URLs of your SSL certificate in the Un-
registered role as demonstrated in the document Installing and Renewing an SSL
Certificate in vWLAN available online at supportforums.adtran.com.

Cannot Login to the Splash Page

1. All web authentication requests are sent directly from the vVWLAN (public inter-
face) to the authentication server. Conducting a VWLAN Traffic Capture (on the
Public interface) filtered on the port used for authentication will show the authen-
tication processes. For example, if using LDAP, you should see the bind user
establish a connection with the server, complete the lookup for the user, and, if
found, grant them access. You should be able to see that in the vVWLAN traffic
capture (if not using SSL-LDAP). Refer to the vWLAN and BSAP Traffic Capture
Guide available online at supportforums.adtran.com for more information.

2. If using LDAP or AD, ensure the LDAP Bind user is checked in the external
server.
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8 Warranty and Contact Information

8.1 Warranty
Warranty information can be found at:

www.adtran.com/warranty.

8.2 Contact Information

For all customer support inquiries, please contact ADTRAN Customer Care:

Contact Support

Customer Care From within the U.S.
From outside the U.S.
Technical Support:

Contact Information

1.888.4ADTRAN (1.888.423.8726)

+1.256.963.8716

m Web: www.adtran.com/support
Training:
m Email: training@adtran.com
m Web: www.adtran.com/training
www.adtranuniversity.com
Sales Pricing and Availability 1.800.827.0807
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