Creating MAC Access Control Lists
Using the Web-Based GUIl and AOS CLI m

Quick Configuration Guide 61700412E1-42.1B July 2009

Media access control (MAC) access control lists (ACLs) allow tighter security in wireless
networks by blocking unwanted computer or device connections. The MAC ACL is a common
filtering option, based on source MAC addresses, that only allows specified devices to access
the network. MAC ACLs are applicable to ADTRAN Operating System (AOS) products that
support wireless traffic. A MAC ACL can be created by entering the MAC address for each
computer or device that you want to allow access through either the command line interface
(CLI) or Web-based graphical user interface (GUI). The CLI provides direct interaction with your
unit through a text-based user interface, and the GUI provides direct interaction with your unit
through a Web-based user interface.

MAC ACLs are used as packet selectors by the wireless features. By themselves, the MAC
% ACLs do nothing. AOS provides only standard MAC ACLs that match based on the source of
the packet.

Creating a MAC ACL Using the GUI

The GUI is an online configuration tool that allows you to easily configure and view system
settings, as well as the status of your AOS product.

If restrictions in your network prevent you from accessing the GUI, proceed to Creating a
MAC ACL Using the CLI on page 7.

To create a MAC ACL using the GUI, follow these steps:
1. Open a new page in your Web browser.
2. Type your unit’'s IP address in the browser’s address field in the following form:

http://<ip address>

%\ The IP address may also be entered in https:// if your unit has ip http secure-server
enabled.
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3. At the prompt, enter your user name and password and select OK.

v
Connect to 10.23. 197. 240

Methanta 1335

User narne: ﬁ adrmin w

Password: |

Dﬂemember iy password

[ Ok ][ Cancel ]

4. Navigate to Data > Wireless > MAC Access List on the left of the GUI menu as seen below:

B pata

Ports
Paort Authentication
Port Security

Link Aggregation
VMLAM:

Add

Switch MAL Access Control Lists

Use the 'Add' button to create a MAC ACL, Existing ACL(s) can be deleted using the 'Delete MAC ACL'
buttan, To add more MAC addresses to a particular ACL, click the appropriate link below,

Storm Control WARNING: Deleting or modifying an existing MAC ACL(=) could affect network traffic,

Spanning Tree
MAC Forwarding There are no MAC access lists configured.

Class Of Service

Stacking
Router / Bridge

Default Gateway

Routing

Route table

IP Interfaces

Loopback Interfaces

GRE Tunnels

oS Wizard

QoS Maps

Bridging

UDP Relay

Demand Routing

VYRRP
Firevsall

Firewall Wizard

Firewall f & CLz

Security Zones

Wireless
AC [ AP
Radios / WAP=
Clients
MAC Access List

AP Firmware

5. Select Add to add a MAC ACL.
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6. Enter the MAC ACL Name and the source MAC Address in the appropriate fields.

Add MAC Access Control Lists

Pleaze enter information requested to create a new MAC ACL, Each ACL entries can be deleted using the
'Delete ACL Entry' button, To add more MAC addresses to a particular ACL, click the appropriate link

balow. MAC
WARNING: Deleting or modifying an existing ACL{s) could affect network traffic, ACL
The rame o uniquely identify Name

Sat the rource Mediz Access
MAC Address: I:l f I:l’ I:l f I:l’ I:l ! I:I Cortrol address fo perralt.
L. MAC

| | MAC ACL Mame ACL Type MAC Address
There are no MAGC access list confiqured. AddreSS

[ Delete ACLEntry |

All MAC ACLs are case sensitive. MAC addresses should be expressed in the
% following format: xx:xx:xx:xx:xx:xx (for example, 00:A0:C8:00:00:01).

7. Select Apply to create the MAC ACL.

I Add MAC Access Control Lists

Pleaze enter information requested to create a new MAC ACL, Each ACL entries can be deleted using the
'Delete ACL Entry' button, To add mare MAC addresses to a particular ACL, click the appropriate link

below.

WARNING: Deleting ar modifeing an existing ACL(z) could affect network traffic,

| The pame to uniquely idantify

MAC ACL Mame: |a||c\l.-.ladtrn shiz ACE

Set the source Mediz Access

MAC Address: (00 | |a0 ;8 ;00 |; oo |;|01 | ot i oot

il MAC ACL Mame ACL Tupe MAC Address

There are no MAC access list configured,

| Delste ACLEntry |
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8. The new MAC ACL will appear on the bottom portion of the menu.

=
Add MAC Access Control Lists

Please enter information requested to create a new MAC ACL, Each ACL entries can be deleted using the
'Delete ACL Entry' button, To add more MAC addresses to a particular &CL, click the appropriate link
below,

WARNING: Deleting or modifying an existing ACL(s) could affect network traffic,

| The name to uniguely identify

MAC ACL Name: | this ACL.

wacaddress: | [ [i[ [ L[ |:[ ] e

" MAC ACL Mame ACL Type MAC Address
New :
MAC | T _allowadtrn Permit 00 ADNCE:00:00:01
ACL [ Delete ACLERtry |

9. To add additional source MAC addresses to the MAC ACL, select the MAC ACL name from
the bottom of the menu (allowadtrn). The MAC ACL name appears in the MAC ACL Name
field (allowadtrn) and you enter the additional MAC address you want to give access to your
network in the MAC Address field and select Apply. You can add as many new addresses
to the MAC ACL as you need by repeating these steps.

i Add MAL Access Control Lists

Fleaze enter information requested to create a new MAC ACL. Each ACL entrias can be deleted using the
'Delete ACL Entry' buttan, To add more MAC addresses to a particular ACL, click the appropriate link
below,

WARNING: Deleting or modifying an existing ACL(z) could affect network traffic.

wac agarsss (o0 J1[x0 Js[co Jsfoo oo Joa] gt sous e s

Second

| ] MA&AC ACL Mame MAC Address MAC

D allowadtrn Permit oo:AaQCs: 000001 addreSS for
[ Delete ACLEntry | allowadtrn

MAC ACL.

10. Configuration of the MAC ACL is complete. You can make additional changes to each MAC
ACL by selecting its hyperlink.
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11. To delete an address from a MAC ACL (in this case, the MAC ACL allowadtrn), check the
box next to the MAC address you want to delete and select the Delete ACL Entry button on
the bottom of the menu. This step only deletes an address from the MAC ACL, not the entire

ACL.

| Add MAC Access Control Lists

Pleaze enter information requested to create a new MAC ACL, Each ACL entries can be deleted using the
'Delete ACL Entry' button, To add mare MAC addresses to a particular ACL, click the appropriate link
belaw,

WARNING: Deleting ar modifeing an existing ACL(z) could affect network traffic,

| The pame to uniquely idantify

MAC ACL Mame: | this ACL.

| Set the source Mediz Access
Cortrol addvess to permit.

mac address: | o o o] o] |

Apply
M&C ACL Mame ACL Tupe Mac Address
D allawadtrn Permit o0 AD:CS:00:00:01
allawadtrn Permit O0:AQ:CE:00:00:02

| Delste ACLEntry |

Deleting MAC ACL entries will only delete the selected MAC address entries in the
%‘\ ACL, not the MAC ACL itself.

12. To delete an entire MAC ACL, return to the main MAC ACL menu by selecting MAC Access
List from the menu on the left.

Wireless
A f AP

Radios f Y &Ps
Clients
M&AC Access List

&P Firmware
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13. Check the box next to the MAC ACL you want to delete (allowadtrn), and select Delete MAC
ACL.

" MAC Access Control Lists

Use the 'Add’ button to create a MAC ACL, Existing ACL(z)] can be deleted uzing the 'Delete MAC ACL'
button, To add maore MAC addresses to a particular ACL, click the apprapriate link belaw,

WARNING: Deleting ar modifeing an existing MAC ACL(s) could affect network traffic,

Add

MaAC ACL Mame

allawadtrn

| Delete Mac acL |

14. Once the MAC ACL is configured, it must be applied to the radio. To apply the ACL to the

radio, navigate to Wireless > APs/Radios/VAPs and select the access point (AP) ID from
the list.

i Wireless Settings

] fcocess Points || Radios || Virtual Access Paoints |

Add an Access Point

Use the button below to add a new Access Paint,

Add Hew AP

Modify/Delete Access Points

Selact a link balow to view or modify an AP or selact a box to remove an AP,

B Acce:zz BointID MAC Address Location Cantral Status

F| dotllap 2 00 A0 C2 000000 Mi&
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15. After selecting the appropriate AP ID, select the MAC ACL you want to apply to the radio from
the drop-down menu.

r
Access Point Configuration

Access Paint Accass Foint number pange iz 1-24

Interface:
Alohanurneric string to be used 25 2
Mame: |AP2 unique name for the Access Foint.
Location: Alohanurneric string for the location

of thiz Access Point. (optional)

MAC Address: |00 ; |20, |cz2|: ool ool oo JiRTB Eroleliosss B0 RIasas el
etharnet interfzoe.

Specifias the speed and duplex of

Speed/Duples: | AUTO w the Accass Foint's ethernet

Intertaca,

. . Specifias the country in which the
H w . ;
Country/Region United States e KT £ Bt (Eetefing)
Associzte thiz AP to & specific MAC
Access izt To create MAC Access
Lists go o the 'MAC ACL' page.

M&Z Access List

allowadtran

16. After selecting the MAC ACL, apply it to the radio using the Apply button at the bottom of the
menu. The ACL is now applied to the radio.

17. You can save your configuration (recommended) and exit the GUI using the Save and
Logout links (at the upper right of your current menu).

Creating a MAC ACL Using the CLI

As a text-based user interface, the AOS CLI prompts you to input commands line by line when
you interface with your AOS product. To create a MAC ACL through the CLI, follow these steps:

1. Boot up the unit.
2. Telnet to the unit:
telnet <ip address>
For example, telnet 208.61.209.1

3. Enter your user name and password at the prompt.

The AOS default user name is admin and the default password is password. If your
% product no longer has the default user name and password, contact your system
administrator for the appropriate user name and password.
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Enable your unit by entering enable at the > prompt as follows:

>enable

Enter your Enable mode password at the prompt.

Enter the Global Configuration mode by entering the following command at the # prompt:
#configure terminal

. From the Global Configuration mode prompt, enter the mac access-list standard command
followed by the MAC ACL name. In the following example, a MAC ACL name Allowadtrn
will be created.

(config)#mac access-list standard Allowadtrn
(config-std-mac-acl)#

You have now entered the Standard MAC Access List Configuration mode. Here you can
enter the MAC addresses to be included in the MAC ACL that will allow other devices to
connect to your network. To give access to a specific MAC address, enter the permit
command followed by the MAC address. Enter addresses in the following format:
XX:XX:XX:XX:XX:XX. For example:

(config-std-mac-acl)# permit 00:A0:C8:00:00:01
(config-std-mac-acl)#

Enter each address to add to the specified MAC ACL. Address entries can be removed from

the list by using the no parameter in the following manner:
(config-std-mac-acl)#no permit 00:A0:C8:00:00:01

To exit the Standard MAC Access List Configuration mode, enter the exit keyword at the
prompt. For example:

(config-std-mac-acl)#exit
(config)#

From the Global Configuration mode, entire MAC ACLs can be deleted by using the no
parameter of the mac access-list standard command followed by the MAC ACL name. For
example:

(config)#no mac access-list standard Allowadtrn

The MAC ACL has been created, and you should save the configuration. Multiple MAC ACLs
can be created by using the same process, either through the GUI or CLI.
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10. After creating and saving the MAC ACL, it must be applied to the radio. To apply the ACL,
use the association access-list <name> command from the radio interface configuration
mode (reached by using the interface dotl1ap command). For example:

(config)#interface dot11ap 1 ap-type nv150
(config)#association access-list Allowadtrn

11. Save your configuration using the do write memory command from the Global Configuration
mode prompt as follows:

(config)#do write memory

Troubleshooting Note

If unwanted clients or devices have connected to the wireless access point (AP) radio before the
MAC ACL has been applied, the AP radio must be rebooted for the applied MAC ACL to filter out
the unwanted client. To reboot the AP, follow the steps outlined in the following sections.

Rebooting the AP Using the GUI

To reboot the AP radio using the GUI, follow these steps:

1. Navigate to Data > Wireless > AP Firmware in the menu on the left.

EpData Apply Access Point Firmware

Switch
Ports

Select the Firmware and Access Paint to upgrade, Verify the upgrade with the Upload Status,

Paort Authentication " X
Firmware imvage to sepd to

. : v .
Firmware Image the Access Paint.

Port Security
Storm Control Specify A Point o

. . it pecify Access Folm
Link Aggregation Access Pointi |1 @ receive the image.
VMLAM:

Spanning Tree Upload Status:Ready for Upload

MAC Forwarding

Class Of Service Apply

Stacking
Router / Bridge

Default Gateway Access Point Firmware Upgrade

Routin
g Browse or enter the firmware file to upload to the Access Controller, Then, apply the firmware above to
Route table the Access Paint,
IP Interfaces
Loopback Interfaces Upload Firmware: Browse. SRS (REGES $E0R & 5
extension.
GRE Tunnels
oS Wizard Upload
QoS Maps
Bridging
UDP Relay Delete Firmwrare
Demand Routing In order to upload new firmware, you may need to delete older versions to make room on the file
YRREP system, Select firmware file to delete from your Access Controller and click 'Delete.
Firevsall )
Firewall Wizard Celete Firmware: v Sefect the firmuare

irmage to delete.
Firewall f & CLz

Security Zones

Wireless
AC /&P Discovery
Clients

Select the Accesz Point to reboot,
MAC Access List

AP Firmware Access Pointt | 1 W Specify Access Puint to reboot,
¥PH

VPN Wizard [ Reboot ] [ Factory Default and Reboot ]

LoD
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2. Select the Access Point number to reboot from the drop-down menu.

El
UDP Relay
Demand Routing
VYRRP

Firevsall

Firewall Wizard
Firewall f & CLz

Security Zones

Wireless

AC /AP Discovery
APs f Radios / WAP=
Clients

MAC Access List

AP Firmware

¥PH

VPN Wizard
YPHM Peers
Certificates

Network Monitor

Iizard
Probes / Tracks

Probe Responder

URL Filtering

URL Filters
Top Websites

Delete Firmwrare

In order to upload new firmware, you may need to delete alder versions to make room on the file
system, Select firmware file to delete from your Access Controller and click 'Delete.

Delete Firmware:

Reboot Access Point

Select the Accesz Point to reboot,

Access Point:

Sefact the firmware

v
irmage to delete.

1w Specify Access Puint to reboot,

Factory Default and Reboot ]

3. Select the Reboot button. The unit will take approximately 60 seconds to reboot, so traffic

will be disrupted during this period.

ireless
AC /AP Discovery
APs f Radios / WAP=
Clients
MAC Access List
AP Firmware
¥PN
VPN Wizard
YPHM Peers
Certificates
Network Monitor

Reboot Access Point

Select the Accesz Point to reboot,

Access Point:

1 B4 Specify Access Foint to reboot,

l Reboot ] [ Factory Default and Reboot ]

Rebooting the AP Using the CLI

To reboot the AP using the CLI, use the following steps:

To reboot the unit while saving the current configuration, enter the following command from
the enable prompt:

#reload dot11 interface dot11ap <number>

The <number> parameter is used to specify the AP to reboot.
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