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| ntr oduction

The use of AAA services (Authentication, Authoripat and Accounting) allows for
several methods of controlling and recording acdes&OS-based devices. The two
methods of achieving this result involve either RAB or TACACS+ servers. This
guide will specifically cover the use of controlfitPN client access using RADIUS
authentication, using the Extended Authenticat®dAlTH) function within IPSEC.

Command Line Configur ation

Enabling the Service & Defining a Server

AOS-based devices require that the AAA process mabled and that at least one
RADIUS server is defined. The AOS device and theDRAS server being accessed must
agree on the Pre-Shared Key for the process tatpsuccessfully; the key is used to
encrypt the password portion of the RADIUS autleation request message. The
configuration is as such:

aaa on
|

radius-server host <RADIUS Server IP> key <Pre-Shar ed Key>

NOTE: Working with multiple AAA servers is covered uraléifferent document.

Define Authentication M ethods

The next step is to define the desired VPN Clienth&ntication method. Currently only
authentication to a RADIUS server or the Local-Uset is supported.

The lists define the order of operations for autisation. The primary method will only
fail over to the next defined method if the predonethod is unavailable. For instance, if



the RADIUS server is specified first and then trecdl-User List, the Local-User List
will only be consulted if the RADIUS server doest mespond to RADIUS request
messages. If the RADIUS server rejects the useteateals, the user will be denied
access and the Local-User List will not be conslilte

If there are no valid methods left in a given lisien the user will be denied access. An
example is if only the RADIUS server is definedhiit the list, and the RADIUS server
cannot be contacted for any reason; user loginwailbe possible because there are no
longer any valid methods within the list. For tregson, it is always recommended to end
every list with the Local-User List so the deviancstill be accessed if communication
with the RADIUS server is interrupted because therdl-User List will never be
unavailable.

The following example will apply to a named lisethuthentication method as RADIUS
authentication first and the Local-User List seconthe event RADIUS communication
fails.

aaa authentication login LoginUseRadiusLocal group radius local

Apply Authentication M ethod to the VPN | KE Policy

The next step is to apply the defined named auttaidn method list to the VPN IKE
policy. If this policy is used for non-client dynamrouter-router VPN tunnels, it is
important that the optiomo-xauth’ be applied to that neighbor'srypto ike remote-id’
statement. If this step is not taken, the routdl request authentication from the peer
router, which it most likely does not have the d¢alitg to provide, and that VPN tunnel
could be rendered inoperable.

NOTE: Unless a specific reasoning is merited, this gpnfation will be applied to the
‘peer any’ IKE policy, which is typically what th&N clients will connect under.

NOTE: Only the AAA-relevant configuration is shown hdfer the full VPN client
configuration, please refer to other documents.

crypto ike policy 100
peer any
client authentication server list LoginUseRadiusL ocal




Enable XAUTH on the VPN Client Remote-IDs

To enable the use of the XAUTH process, it must motdisabled on the VPN client
remote-ID command. It is stated “must not be disdbkather than “must be enabled”
because the relevant command to enable or disabte anly used when it is to be
disabled. The sub-command in questiom&xauth’, and it is appended at the end of the
remote-ID statement when used. An example remotstdlement with the XAUTH
process both disabled and enabled, respectively, is

crypto ike remote-id user-fqgdn AdtranVPNClient pres hared-key
adtran ike-policy 100 crypto map VPN 10 no-xauth

!

crypto ike remote-id user-fqgdn AdtranVPNClient pres hared-key
adtran ike-policy 100 crypto map VPN 10

NOTE: In most cases, the VPN client configuration wilkeady be in place, and the
XAUTH portion is being added to enhance security.tHese cases, the remote-ID
statement needs to be removed and then re-addeduvihe ‘no-xauth’ sub-command.

Web Interface Configuration

This section will define the methods for configuyithis functionality through the GUI.
The technology definitions and explanations wilt h@ repeated; please refer to the
relevant command line configuration section for enmformation.

The AAA configuration is accomplished from the “8y® — Passwords” page, in the
bottom section entitled “Service Authentication”.

NOTE: The functionality allowed by the GUI is limited timat it allows for only one

method to be defined, and it uses pre-defined ndoregs authentication lists. This
means that it is not possible to have the Localrllss as a fallback position should the
RADIUS server be unavailable. For this reason, €atfiguration is recommended.



Enabling the Service, Defining a Server, & the Enable Username

The “AAA Mode Enabled” checkbox must be checked g RADIUS server defined
with a Pre-Shared Key, as shown:

NOTE: The Enable Username is not required for VPN Cliemthentication.

Service Authentication

Tou are able to independently control how a portal will authenticate users,

AAA Maode Enables 444 authentication on every
Enablad Fooess point (TELMET, consoles, web,
nable XALTH, and FTE),

]
Enable || Telnet ||Console||SSH || HTTP || FTP || Port-Auth [ |RADIUS||TACACS+

Hostname or IF address of

Address: |<IP> remote RADILS server,

Shared Key; | (=eeeeees Secret ey shared with RA0ILE
Confirm Key: FEFLEF,
Usernarne; |**+sssss Username used for enable
Confirm suthentication,
TCF Fort number of remote
TEP Perts | Rk FADILS server,
Retries: |3 Marmber of attempts (1-100)

made to non-resnonding server,

Murnber of seconds (1-1000) do
wait per atermnot,

Timeout: |5

Define & Apply Authentication M ethods

The Authentication method is applied under the “ViP&ers— <Peer Name>" page, as
shown:

Create ¥YPN Peers

fou are able to base a WPN Peer off of another VPN Peer or create a new Peer from
scratch,

Create a New ¥PN Peer

Create a Mew VPN Peer based on the | <Default= % | Peer

Create New VPN Peer

Modify /¥iew/Delete Peer
Click on the name of a Peer to modify it, or the status of a Peer to view its statistics,

IKE Configuration

Enable or disable XAUTH.

®AUTH Enabled:
Disabled
Local Userlist Select the mode of TKE

- you would ke o initiate
Ao tunnels with the 1PN
Feer,

Initiate Mode:



Enable XAUTH on the VPN Client Remote-IDs

The XAUTH parameter is also applied under the “VIP&rs— <Peer Name>" page.
Existing remote-IDs can be removed using the falhgimethod:

Step 3 of 6: Remote IDs Allowed to Connect to "¥PN Clients™

These are the identifiers for the Mobile Clients that will use this policy.

Select the Hroe of
Remote 1D pou want the
Wetliznts to siow fo
connect g O,

Remote ID Type: |Emai| Address v|

This Email Address does

not have fo be 5 valid
Ernail Address: |AdtranVPNCIient | emall address on the
Interncst, It serves purely
25 a0 identifier,

Enter the password
Preshared Key: |adtran | knawn by both sides of
the 1/EM tunnel,

HKALTH (s used fo

Allow ®aUuTH: [ Futhenticate users,

Allow W1l W
WAT Traversal: Enable/isableForce 7]
: WAT-T :
Allaw W2 W

Rernote ID Type nfig  =AUTH

Adtran¥PHClient Ernail Address Enabled Disabled e

New and replacement remote-1Ds can be added usenfpiowing method:

Step 3 of 6: Remote IDs Allowed to Connect to "¥PN Clients™

These are the identifiers for the Mobile Clients that will use this policy.

Sefect the Hoe of
Remote [0 pow want the
Metliants fo aliow to
connect Wa LAEN,

Rernote 10 Type: | Ernail &ddress v|

This Frogil Address does

not have fo be a valid
Erail Address: |AdtranVPNCIient | emall address on the
Internet, It serves purely
55 50 fdentificr,

Enter the password
Preshared Key: |adtran known by both sides of
the PN tunnel,

MALTH is used to
Allow KAUTH: suthenticate users,
Allow W1 W .
MAT Traversal: Enable/isable/Force @
MNAT-T
allow Wz W
Add

Remote ID ype nfig =AUTH

Adtran¥PNClient Ermnail Address Enabled Enabled




Configuring the RADIUS Server

This section will define the relevant portions bEtRADIUS message that the server
should be looking for, and use the IAS function aofWindows 2003 Server as an
example.

RADIUS Attribute Value Pairs (AVPS)

The RADIUS authentication request will contain saléttribute Value Pairs (AVPS)
that facilitate the required functions of autheaticn. They allow the authentication
method defined within the RADIUS server to be sfig@nough to match only on traffic
from this client (or class of clients). If the RADS$ server supports logging at high level
of verbosity, they contain information about whehe client is originating from for
logging purposes. The AVPs that the device willdsare:

» Username
o Contains the unencrypted username attempting teeatitate.
» User-Password
o Contains the encrypted password associated with #uthentication
attempt.
o0 Encrypted using the Pre-Shared Key
» NAS-Port
o Setto“0".
» Calling-Station-Id
0 Setto “XAUTH 100"
> Service-Type
o0 Set to “Login-User”
» NAS-IP-Address
o Indicates the primary IP of the interface that B®&DIUS request packet
is sourced from.

Configuring the RADIUS Server

The RADIUS server, using Windows Server 2003's |AS an example, can specify
multiple dependencies that must match before acpéat policy is allowed to be used to
authenticate a request. It is recommended thaetbesused to protect the RADIUS
server from client authentication requests fromutinarized sources, or to ensure that
each RADIUS client has the correct policy appliedittif there are multiple devices
sending authentication requests. Examples of subiantc groups are Device
Administrators, Wireless Clients, Port-Authentioatiand VPN Clients.

NOTE: Windows IAS functionality and configuration styiay change. The procedures
described within this document are only used asxample. ADTRAN is not responsible
for configuring the RADIUS server, and will not popt the RADIUS server should it be
found to be the source of any errors in the autieation process. This article will only



cover the Netvanta-specific configuration optionghin IAS; there may be further
configuration on the server required to utilize [lRShis manner.

For further information, please refer to the Micodfs KB article on IAS, which can be
accessed herdattp://technet.microsoft.com/en-us/library/cc738483.10).aspx

The first step to be completed in most RADIUS sesve to define the RADIUS client

device, which involves specifying the Pre-Shared; kéad the IP address it will be
coming from. This will allow the RADIUS server teaeive messages from this RADIUS
client. In IAS, it is done in the following manner:

19 1nternet Authentication Service

AdtranRouter Properties n m
‘| Fle Action  View Help
— Settings I
e | B@Ee RE @
[ teermet Authentication Service (Lacal) Friendly Name [ Address [ Protocol Friendly name:
B= H AderanRouter 182,168.3.1 RADILS & diranFoute
-] Remote Acc
£| - Remate Ace Agddress [IF or DNS]
@] Commection _ —— "
view v [192188.31
Refresh ;
Eapot ..
Help IF wou are using remate access policies based on the client vendor's
—_— attribute, specify the wendor of the RADIUS client.
ClientVendor [RADILS Standard =l
I Fiequest must contain the Message Authenticator athibute
Shared secret: I ********
Confirm shared secret I xxxxxxx
4 3
B ok I Cancel | Lipply |
Mew Clierik |

The next step is to create the policy that willgass the request, ensure that it matches
the required AVPs for this connection type, anchpeor deny the request.

The RADIUS server will need to define the AVPs thatl remain static within all
authentication attempts from this RADIUS client &amge the authentication process to
allow PAP authentication without negotiation. InSAit is done in the following manner:

¢ Internet Authentication Service _[Ofx

File Action  View Help
BRI 2

[ Tnternet Authentication Service (Local) Hame

[order [
L RADILS Clents IPSEC WP Clients 1
-0 5802, 1 Port Authentication 2
Ensble Authertication 3
E5 Device Administration 4
Mew » Wiireless Lisers 5
Yiew 3
Refresh
Export List...
Help

Hew Remote Access Palicy



IPSEC YPN Clients Properties 2 [x] Edit Dial-in Profile

Settings | Diakin Constraints | IP | Multlik |
Authentication | Encryption | Advanced
Specify the conditions that connection reguests must match,

. - Select the authentication methods pou want to allow for this connection.
Policy conditions:

NAS-IP-ﬂddress matches "192.168.3.1" AND
Calling-Station-ld matches "=AUTH 100" AND
Service-Type matches "Login'

[T Microsoit Encrypted Authentication vergion 2 [M5-CHAP v2)
i I I LI = Wser carchange password after it has expired
dd... Edit... Hemave Microzaft Encrypted Authenhication -
Add Edi i [ Mi ft E d Authentication (M5 -CHAF)

If connection requests match the conditions specified in thiz policy, the I~ | User can change password after it has expired
associated profile will be applied to the connection. o
[~ Encypted authentication [CHAP)

Edit Frofile... | —— ¥ Unenciypted authentication [PAP, SPAP]
Unlezs individual access permizzions are specified in the user profile, this Unauthenticated acce:
policy contrals access to the netwark.
I Allow clients to connect without negotiating an authentication
If & connection request matches the specified conditions: methad.
7 Dieny remote access permiszion

% [Grant remote access pemmission

0K | Cancel boely | ok Cancel Ll

Troubleshooting

This section will describe the relevant debug pdoces involved when determining any
issues with the AAA, RADIUS, or XAUTH configuratiohe commands that will be
used are:

» debug aaa
» debug radius
» debug crypto ike client authentication

A successful authentication attempt would be simdahe following:

AAA: New Session on portal 'XAUTH 100'.

AAA: Session using AUTHENTICATION list 'LoginUseRad iusLocal'.
2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthEDStartVp nMutexPath:
Before State machine Fun execution State: 0x0 Eve nt : 0x0

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH  Attribs in
ISAKMP_CFG_REQUEST:

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XAUTH_TYPE

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XAUTH_USER_ NAME
2010.02.16 15:45:29 CRYPTO_IKE.XAUTH

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XAUTH_USER_ PASSWORD
2010.02.16 15:45:29 CRYPTO_IKE.XAUTH

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH IkeOutTransXch gProcess:

AttribSize= 12




2010.02.16 15:45:29 CRYPTO_IKE.XAUTH lkeOutTransXch
GenHdrSize= 4

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH lkeOutTransXch
Attrib Payload Size:= 20

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH lkeOutTransXch
HashPayload Size: 24

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(before Encrypt):44

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(After Encrypt):48

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Length of the packet with ISAKMP HDR:76

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH
XauthSendMsgVpnMutexPath:Total Packet Length:76

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthTransacti
OUT ISAKMP_CFG_REQUEST MESSAGE ....

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthEDStartVp
After State machine Fun execution State: Ox1 Even

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthProcessVp
Host Identifier : 10

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthProcessVp
Peer Identifier: 10

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthProcessVp
Before State machine Fun execution State: 0x1 Ev
Ox1

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH Attribs in

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH ISAKMP_CFG_RE

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XAUTH_TYPE

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XAUTH_USER_NAM
2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XAUTH_PASSWORD

2010.02.16 15:45:29 CRYPTO_IKE.XAUTH
2010.02.16 15:45:29 CRYPTO_IKE.XAUTH XauthProcessVp
After State machine Fun execution State: 0x2 Eve

RADIUS AUTHENTICATION: Sending packet to <Server IP

RADIUS AUTHENTICATION: Waiting on response from ser

RADIUS AUTHENTICATION: Receiving from RADIUS socket

RADIUS AUTHENTICATION: Response received from serve
IP>)

RADIUS AUTHENTICATION: Received response from <Serv

AAA: RADIUS authentication passed.

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH
XauthSessionValidationSucceeded: Validation Succeed

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XauthLBProcess
State machine Fun execution State: 0x2 Event : 0x2

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH Attribs in
ISAKMP_CFG_SET:

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XAUTH_STATU

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch

gProcess:
gProcess:
gProcess:
gProcess:
gProcess:

gProcess:

onStart: SENT
nMutexPath:
t:0x0
nMutexPath:
nMutexPath:
nMutexPath:
ent:

PLY:

nMutexPath:
nt: Ox1

> (1812).
ver

r (<Server

er IP>.

ed
Data: Before

S

gProcess:




AttribSize= 4

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch
GenHdrSize=4

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch
Attrib Payload Size:= 12

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch
HashPayload Size: 24

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(before Encrypt):36

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch
ISAKMP_CFG_SET Message

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 0e

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 18

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 7a

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 9f

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 50

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 86

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 2a

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 55

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH f9

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 29

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH c7

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH d8

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 1c

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 9e

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 98

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 42

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH ae

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH d2

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 78

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 46

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 05

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH c6

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH Oc

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 03

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 0a

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH c0

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 8f

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 00

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH 01

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(After Encrypt):48

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH lkeOutTransXch

gProcess:
gProcess:
gProcess:
gProcess:

gProcess:

gProcess:

gProcess:




Total Length of the packet with ISAKMP HDR:76

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH
XauthSendMsgVpnMutexPath:Total Packet Length:76

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH SENT OUT ISAKM
MESSAGE ....

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XauthLBProcess
State machine Fun execution State: 0x3 Event: 0

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XauthProcessVp
Host Identifier : 10

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XauthProcessVp
Peer Identifier: 10

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XauthProcessVp
Before State machine Fun execution State: 0x3 Ev
0x3

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH Attribs in

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH ISAKMP_CFG_AC

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH EDCallBackFun:
succeeded

2010.02.16 15:45:30 CRYPTO_IKE.XAUTH XauthProcessVp
After State machine Fun execution State: 0x3 Eve

P CFG_SET
Data: After
X2
nMutexPath:
nMutexPath:
nMutexPath:
ent:
K:
Xauth

nMutexPath:
nt : 0x3

An unsuccessful authentication attempt would belairto the following:

AAA: New Session on portal 'XAUTH 100"
AAA: Session using AUTHENTICATION list 'LoginUseRad

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthEDStartVp
Before State machine Fun execution State: 0x0 Eve

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH Attribs in
ISAKMP_CFG_REQUEST:

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XAUTH_TYPE

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XAUTH_USER_

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XAUTH_USER_

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch
AttribSize= 12

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch
GenHdrSize=4

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch
Attrib Payload Size:= 20

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch
HashPayload Size: 24

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(before Encrypt):44

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(After Encrypt):48

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH lkeOutTransXch

iusLocal'.

nMutexPath:
nt : Ox0

NAME
PASSWORD
gProcess:
gProcess:
gProcess:
gProcess:
gProcess:
gProcess:

gProcess:




Total Length of the packet with ISAKMP HDR:76

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH
XauthSendMsgVpnMutexPath:Total Packet Length:76

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthTransacti
OUT ISAKMP_CFG_REQUEST MESSAGE ....

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthEDStartVp
After State machine Fun execution State: 0x1 Even

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthProcessVp
Host Identifier : 7

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthProcessVp
Peer Identifier: 7

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthProcessVp
Before State machine Fun execution State: 0x1 Ev
Ox1

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH Attribs in

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH ISAKMP_CFG_RE

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XAUTH_TYPE

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XAUTH_USER_NAM
2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XAUTH_PASSWORD

2010.02.16 15:42:07 CRYPTO_IKE.XAUTH
2010.02.16 15:42:07 CRYPTO_IKE.XAUTH XauthProcessVp
After State machine Fun execution State: 0x2 Eve

RADIUS AUTHENTICATION: Sending packet to <Server IP

RADIUS AUTHENTICATION: Waiting on response from ser

RADIUS AUTHENTICATION: Receiving from RADIUS socket

RADIUS AUTHENTICATION: Response received from serve
IP>)

RADIUS AUTHENTICATION: Received response from <Serv

AAA: RADIUS authentication failed.

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH XauthSessionPa
Password Failed

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH XauthLBProcess
State machine Fun execution State: 0x2 Event : 0x2

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH Attribs in
ISAKMP_CFG_SET:

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH XAUTH_STATU

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH IkeOutTransXch
AttribSize= 4

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH IkeOutTransXch
GenHdrSize= 4

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH IkeOutTransXch
Attrib Payload Size:= 12

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH IkeOutTransXch
HashPayload Size: 24

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH IkeOutTransXch
Total Msg Size(before Encrypt):36

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH IkeOutTransXch
ISAKMP_CFG_SET Message

onStart: SENT
nMutexPath:
t:0x0
nMutexPath:
nMutexPath:
nMutexPath:

ent:

PLY:

nMutexPath:
nt: Ox1

> (1812).
ver

r (<Server

er IP>.

sswordFailed:

Data: Before

S

gProcess:
gProcess:
gProcess:
gProcess:
gProcess:

gProcess:




2010.02.16 15:42:08 CRYPTO_IKE.XAUTH Oe
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 18
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 24
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH ab
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH b8
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 80
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH ec
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 5c
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH c5
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 82
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH e2
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH a0
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 4f
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH fb
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 15
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 28
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH fb
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH a9
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH d4
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 1d
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH fc
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH fa
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH Oc
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 03
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00
2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00

AAA: Closing Session on portal 'XAUTH 100'.

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 07

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH c0

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 8f

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH 00

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Msg Size(After Encrypt):48

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH lkeOutTransXch
Total Length of the packet with ISAKMP HDR:76

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH
XauthSendMsgVpnMutexPath:Total Packet Length:76

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH SENT OUT ISAKM
MESSAGE ....

2010.02.16 15:42:08 CRYPTO_IKE.XAUTH XauthLBProcess
State machine Fun execution State: 0x3 Event: 0

gProcess:

gProcess:

P_CFG_SET

Data: After
X2




DISCLAIMER

ADTRAN provides the foregoing application description solely for the reader's consideration
and study, and without any representation or suggestion that the foregoing application is or
may be free from claims of third parties for infringement of intellectual property rights, including
but not limited to, direct and contributory infringement as well as for active inducement to
infringe. In addition, the reader's attention is drawn to the following disclaimer with regard to the
reader's use of the foregoing material in products and/or systems. That is:

ADTRAN SPECIFICALLY DISCLAIMS ALL WARRANTIES, EXPRESSED OR IMPLIED,
INCLUDING BUT NOT LIMITED TO, MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. IN NO EVENT SHALL ADTRAN BE LIABLE FOR ANY LOSS OR
DAMAGE, AND FOR PERSONAL INJURY, INCLUDING BUT NOT LIMITED TO,
COMPENSATORY, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGES.




