AOS Quick Configuration Guide

Removing IP Unnumbered

Understanding IP Unnumbered

In a typical circuit configuration, a customer vk provided with two sets of IP addresses. A “WRBINck”
allows the public interface of the router to comicate with the ISP. A “LAN Block” allows public déees

to reside behind the router. Often times, to s®vaddresses, an ISP will only assign a single bbddR
addresses. They accomplish this by using IP Unnueabd&P Unnumbered enables a public IP address to b
assigned to the Ethernet port of the router anthi®sMWAN port to utilize that IP when communicatingh

the outside world.
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Figure 2 — IP Unnumbered

This guide will outline the steps required to remd® Unnumbered from the router and assign prilate
addresses to the internal LAN.



Removing IP Unnumbered

Removing IP Unnumbered in the GUI

First, navigate to “Physical Interfaces”
System
Getting Started
Setup Wizard
Systerm Summary
Physical Interfaces
Passwords
IF Services
DHCP Server
Hostname / DHS
LLDP
SNMP

Next, click on the local Ethernet interface assmcavith the LAN.

Physical Interfaces

This is a list of all the physical interfaces that are either physically tied to the product or
connected via a plug-in module. Wiew or edit the configuration of an interface by clicking
its name.

Mg Logical Interface Line Status:

ieh 01 none Up Ethernet
itl 141 frl Interface Disabled uAR-TL
it 172 none Interface Disabled WAN-T1

Now, change the local IP address to whatever @ilRascheme is desired. Click “Apply”. After
doing so, connectivity to the router will be losttiithe IP address on the local PC is changetédo t
same subnet as the router.

IP Settings
Set to Mone' i
Address Type: i Static v.i U & Bridge
L= o= with IP routing
disablad.
IP Address: (192 | 162 |1 |1 | i address for this

numbered interfacs

: Al | | I Subnet Mask for this
Subnet Mazk: |355_| g LEE?_! 5 52§§._! : _D_I number&d intefsce

Ured fo register this

Ciwnamic DNS: | <disabled= vi interfaoe’s [F address
' O Wwith g DME Name,

|Add & new Secondary IP Address

[ Reset ][ Apply ]




Next, navigate back to “Physical Interfaces” aridkcbn the logical interface associated with the
T1.

Physical Interfaces

This is a list of all the physical interfaces that are either physically tied to the product or
connected via a plug-in module. Yiew or edit the configuration of an interface by clicking
its name.

Lagizal Inte : i % Tipes

Ethrnet
itl TFE Frids Interface Disabled WaR-T1
it 1/2 none Interface Disabled W AN -T1

If frame-relay is being used, scroll down and clickthe PVC that has been created.

Configured Permanent ¥Yirtual Circuits for ™ fr 1"

Use this dialog to create a new DLCI or edit an existing one. To edit an existing DLCI,
click on the itemi in the list below this dialog. Use the Detect PVCs button if the T1 is
already connected to a switch and receiving LMI messages. It may take a minute
or two to receive a wvalid LMI message, so it may take more than one
attempt to successfully detect any P¥Cs.

Add a PYC

Add Detect PYCs |5

fr 1.500 500 Inactive Configured Delate

Next, scroll down to “IP Settings” and change thdrass type from “Unnumbered” to “Static”.
IP Settings

Setto ‘Wone' it
connecting o & Bridos
with 1P routing

LAnE disabicd,

D:CI; The 'eth' 071" interface
Linnurnbers wift be associated with
N o this unnumbered 1P
interace.

Address Type: | Unnumbered »

Interface:

Hsed to reqgister this
Dynarnic DNS: | <disabled= » interface’s IF address
with & DNS Narme.

Secondary IP Settings

IF Add
Add a new Secondary IP Address

Next, set the IP address on the WAN interfacewss previously assigned to the internal Ethernet
interface.

IP Settings
Set do Mone"if :
Address Type: | Static el ﬁ;?';;ﬁ";iéﬁ-a Eidae
disabled.
i e | Faceaed IP address for this
I dreee !—S?J : |—:-L—6-2—-l ! —! numbered interface
S EER ] i

; ised to register this
Dynamic DMNS: | <disabled = | ."nten‘ace“s IF addrass
with & DMNE Mame,

Secondary IP Settings

TE A £
ladd a new Secondary IP Address




To complete the configuration, the firewall wizandist be run. Click on the “Firewall Wizard”
link.

Firewall Wizard

igeneral Firewall

Security Zones

Click “Next” on the first page.

Welcome to the Firewall Config Wizard

Welcome to the Firewall Wizard

The Firewall Wizard will allow you to perform a basic configuration of your firewall .
The settings selected in this wizard will overwrite any previous firewall
configuration and will interrupt all network traffic routed through the

MetWanta.

Click Mextto continue.

Public Interface
ward

focal NetWanta 3200
Network Hetwark

Which interface is connected to the Internet?

Interface:

oo J[ vers |




Any port forwards can be initially configured usitige next screen, but this is optional. Click
“Next” to proceed to the final step.

Port Forwarding

MetWanta 3200
s'—:rcvaefr Internet PC

Are there any servers on your private network that Internet users need to be
able to access? The Metianta will only allow specific traffic into your private
network to help protect your servers.

® Mo, I don't have any servers that need to be accessed from the
Internet.

Yes, [ need to provide access to the following kind of server:
O web server

) FTF server

) E-mail server

O Telnet server

O other server

oo I reee

Confirm the settings and click “Finish”. Clientstivithe correct settings on the internal network
should now be able to access the internet.

Confirm Settings

Internet Connection Sharing Enabled . i
All Internet access from the interfaces listed below will share the IP address
65.162,109.200 from the public interface "fr 1.500"

Private Interface Description

eth 0/1

Port Forwarding
There are no servers selected that will be accessible from the internst,

WARNING: Clicking the finish button will overwrite your current firewall
settings with the settings shown above.

Cooe L oo

Removing IP Unnumbered in the CLI

1. Identify the interface that is currently set toURnumbered. If you are unsure, issue “show run”
from the enable prompt to view the current confagion of the router. Also, note the IP address
currently assigned to the Ethernet interface.

2. Navigate to the Ethernet interface and set it éogtivate IP that you wish to use. Once you etiisr t
command, you will lose connectivity to the roufeyou are telnetted in. At this point, you will riee
to change your PC to an IP address in the samessabryour new Ethernet IP before you can re-
establish connectivity.



Syntax: ip address<A.B.C.D> <Subnet Mask>
EX: (config-eth 0/1)#p address 192.168.1.1 255.255.255.0

Navigate to public interface that is currently ®etP Unnumbered. This interface must be set to the
IP address that was formerly assigned to the Eg¢hénterface.

Syntax: ip address<A.B.C.D> <Subnet Mask>
EX: (config-fr 1.500)#ip address 65.162.109.200 255.255.255.248

At this point, the router has the correct IP adsktssassigned to it. Now, firewall rules must be
created in order to use NAT (Network Address Tratish). EXit to the global config prompt and
issue the following commands:

Create the access list to match all outbound trédfi NAT

Syntax: ip access-list extended ACL Name>
EX: (config)#ip access-list extended matchall

Set the ACL to match all IP traffic.

Syntax: permit <protocol type> <source host or subnet> <destination host or subnet>
EX: (config-ext-nacl)#permit ip any any

Create the Public firewall policy for the WAN inface. It will remain empty for the time being.

Syntax: ip policy-class<Policy Name>
Ex: (config)#ip policy-class Public

Create the Private firewall policy for the LAN infzce.

Syntax: ip policy-class<Policy Name>
EX: (config)#ip policy-class Private

Create the NAT within the Private firewall poliay NAT all outbound traffic.

Syntax: nat source list< ACL Name> address<WAN IP> overload

EX: (config-policy-class)#at source list matchall address 65.162.109.200 ooad

Next, navigate to the LAN and WAN interfaces of tbater and assign the appropriate firewall
policy to each.

Syntax: access-policy< Paolicy Name>

EX: (config-fr 1.500)#access-policy Public

Syntax: access-policy Policy Name>

EX: (config-eth 0/1)#access-policy Private

Finally, from the global configuration prompt ofthouter, enable the firewall.

Syntax: ip firewall
EX: (config)#ip firewall



At this point, with valid DNS settings and a defagdteway of the router, a PC on the inside should

be able to reach the internet.

Command Summary Table

Command Description
Step 1 (config-eth 0/1)#p address<A.B.C.D> Change the IP address of the LAN interface to a
<Subnet Mask> private IP.
Step 2 (config-fr 1.500)#p address<A.B.C.D> Change the IP address of the WAN interface to the
<Subnet Mask> public IP formerly assigned to the LAN interface.
Step 3 (config)# ip access-list extendeg ACL Create an ACL to match all traffic for NAT.
name>
Step 4 (config-ext-nacl)#permit <protocol type> Define the ACL to match all traffic that will be
<source host or subnet> <destination host or NATted outbound.
subnet>
Step 5 (config)#ip policy-class<policy name> Create a Public and Private policy for firewallesito
be applied to.
Step 6 (config-policy-class)#at source list< ACL Create a NAT statement within the private policss|
name> address<WAN interface IP> overload | to allow privately addressed traffic to get out.
Step 7 (config-eth O/1)#access-policycpolicy name> | Apply the Private policy to the local Ethernet
interface.
Step 8 (config-fr 1.500)#access-policy< policy Apply the Public policy to the WAN interface
name>
Step 9 (config)#ip firewall Specify the ports that will be forwarded to the
previously specified server.

Example configuration
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(config-eth 0/1)#p address 192.168.1.1 255.255.255.0
(config-eth O/1)#nterface fr 1.500
(config-fr 1.500)#p address 65.162.109.200 255.255.255.248
(config-fr 1.500)#exit

(config)#ip access-list extended matchall
(config-ext-nacl)#permit ip any any
(config-ext-nacl)#p policy-class Private
(config-policy-class)#at source list matchall address 65.162.109.200 oead
(config-policy-class)#p policy-class Public
(config-policy-class)#interface eth 0/1
(config-eth 0/1)#access-policy Private
(config-eth O/1)#nterface fr 1.500
(config-fr 1.500)#access-policy Public
(config-fr 1.500)#exit

(config)#ip firewall



