Common Application Guide

VPN Based WAN Failover

Brief Overview of Application

A common scenario for many users involves two ditdé®d with a T1, each site with its own indepemntde
internet access. The point to point T1 provides-&itsite connectivity for many applications, Hihie T1
fails, then the sites lose the ability to commutaaaith what could potentially be critical traffié. method
used to add redundancy to this scenario is VPNdiasiever. A VPN tunnel is configured for bothesitto
connect. Traffic is then directed through the Thasimary and over the VPN as a backup. This pes/a
safe and secure way to ensure communications bietsies.

The basic theory behind this scenario involves timthuse of static routes across the T1 as welleas
binding of rules to specific security policies. Withe T1 between the two sites fails, the router
automatically removes the route to the other sSaee an interface no longer exists in the samaeduds the
T1. That, in turn, causes the “allow” rule pernnittitraffic between the two sites to fail since &hisrno
longer a valid route within the security policyn& the only route in place that matches the gisité

traffic is the default route to the internet, theffic is re-routed out the public interface. Thgpto map
applied to the public interface sees traffic thateches the VPN selectors, and the tunnel is ietiaét this
point, site to site traffic has been restored ailldoantinue to function until the T1 comes back apwhich
point the static route will be automatically reengd and traffic will flow across the point to pblink.

Hardware/Software Requirements/Limitations

The router must be capable of terminating an ieteconnection, a point to point connection, andh\&lL
Examples of these routers include the 3305, 3488834305, 1224R, and 1335.

The router must have the Enhanced Feature Pacitléusto enable VPN functionality.

Configuration in CLI and web GUI

Configuration for this application requires thafRN tunnel be configured between the two sites. @frthe
most basic elements of VPN configuration is the \d&liector. This is an access list defined to ddterm
which traffic goes through the tunnel. The VPN telmust be configured as it would be without takiing
point to point network into account. This can ba&either with the VPN Wizard or manually in the IGar
through the CLI.
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Configuring in the GUI

First, configure the VPN between the sites. F@& &xample configuration, the two sites will be gsiine
following settings:

Site A Site B
Typical Setup Typical Setup
Public Interface: Eth 0/1 Public Interface: Eth 0/1
Static Peer: 208.61.209.254 Static Peer: 208.611209
Remote Network: 192.168.2.0 /24 Remote Network.1682.1.0 /24
Local Network: 192.168.1.0 /24 Local Network: 19812.0 /24
PSK: 1234567890 PSK: 1234567890
Remote ID: IP Address 208.61.209.254 Remote IDAdBress 208.61.209.1
Local ID: IP Address 208.61.209.1 Local ID: IP Adds 208.61.209.254

For additional information on how to configure alNih the GUI, please constittp://kb.adtran.com

Once the VPN is configured, the firewall policie=ed to be modified. Firewall rules must exist towl
point to point traffic across the network. Additaly, the firewall rule must have a destinationséyg
policy set as the policy assigned to the pointdimfpinterface. Doing this links the allow to thate of the
point to point interface. If the point to point netrk goes down, the router will skip the allow andve on
to the next.

First, navigate to Security Zones.

Firewall
Firewall Wizard
Seneral Firewall

Security Zones

Next, ensure that you have three security zonedextdor your internet, LAN, and point to point
connections.




Assign Interfaces to Security Zones

Each interface must be associated with a Security Zone. & Security Zone is configured
with a set of policies that define what action the firewall will perform on data sessions
originating fror that zone.

leth 071 Public Public

|eth 0/2 Private E'?_':i_"'ft'ﬁ‘..._v.a!

Reszat ] [ Assign

Next, navigate to the editing area and select powate security policy by clicking on the hypeked
name.

Edit Security Zones

& security zone contains one or more policies, The security zone can be applied to
interfaces to allow, discard or MWAT traffic as it enters the NetWants. A security zone that
has no configured policies will allaw all traffic to enter the interface. Click on the 'Active
Sessions' number to view the running version of your policy-class association table,

Modify Security Zones
Click oncthe link onthe security zone name in order to modify that security zona.

Public 0
Private 1
=Click to add & Security Zones /8

Next, ensure that 3 policies have been created; 3iheuld be ordered as below. An “allow” list wallow
traffic between networks, followed by the VPN sébes, and finally the internet NAT.

Configure Policies for Security Zone 'Private’

Wew policies can be added to Security Zone 'Private’ by clicking the "add Policy" button,
Existing policies can be modified or deleted or their evaliation order may be changed using
the list below,

Add New Policy to Security Zone 'Private’

[ Add Policy to Zone 'Private’ ]

Modify fDelete Policies in Security Zone 'Private’
To wiew or modify an existing policy, click the "Description” link in the desired row. {7

Fria IpLic 1}

allow Allaw [Delete ||
ATV sited VPN Selector @ |
& T any : eth 0/1 Advanced

I
Traffic not matching ane of the policies above will be blacked, |

The “allow” policy should be configured with a desttion security zone of the zone assigned to tiet po
point network. This will link the policy to the hi#faof the routes in that security zone. Therefarken the
T1 goes down, traffic will no longer be allowed oiteand the VPN will be triggered.



Configuration for Policy "allow’ in Security Zone 'Private’

Alfows specified traffic to
continue foward s
destingtion unaffected.,

Palicy Type: iF_Allow w

Policy ERseripti: E_{“_I_I_E“_'E‘ COotional description for

E; this podicy
Allow Data
Stateless Processing:  [] @
Destination Security [ ., o] =
Zone: i PZP— ]| 17}
O Any
Suires1p @ specified If specified, only allows
add Mask: — - packets originating from
ressitlask: | matching IF addresses
@) ARy
e o &) Shecified It specified, ondy allows
Al:éedstlna;:\‘? H IkP = | Dbackets destined for
: R matching IF addresses
- It specified, ondy allows
Protocol: | packets that corvespond
*o the specified protocod,
Any )
J sl Kn If specified, onfy alifows
Allowx.add Egr;s (-Il—c)? E i ann packets destined for the
2 SIEEE Specified specified ports
to 1
Cancel | Apply |

Finally, navigate to the route table.
Default Gateway
Routing
Route Table
IF Interfaces

Verify that routes exist to both the point to panetwork and to the internet.

Route Table

This is the running version of your route table. Click on the name of a route to use it as
a ternplate for a new route in the table above. Only static routes can be deleted.

; =l Flegse select the route
REUIEELLBE: |_p,|| iz tepe ol wish to display,
110 7 OWS per page Page 1 of 1 |

0:0.0.0 0.0.0.0 208.61.209.1 1 Static
10.10.10.0 $EE.2BE255.0 0.0 0 Cannacted
10.10.10.1 255.255.255,255 0.0,0.0 0 Cannected
192.168.1.0 255,255.255.0  10.40.10. 1 Ststic
192.168.2.0 ?55.255,255.0  0.0.0.0 o Connected
|208.61.,209 0 Z5E.Z55.2E50 0000 0 Connected
i_l_tl: raws per page Page 1 of 1

Configuring in the CLI

1. Ensure that a separate security policy has beatedrand assigned to each interface

Syntax: ip policy-class <policy name>

EX: (config)#ip policy-class Private
Syntax: access-policy <policy name>

EX: (config-eth 0/2)#access-policy Private



2. Create an access list which covers traffic from LaNLAN.

Syntax: ip access-list extended <ACL name>

Syntax: permit ip <source network> <wildcard mask> <destination network> <wildcard mask>
EX: ip accesslist extended LAN2LAN

EX: permit ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0.255.255

3. Apply the access list that has been created tprikiate security policy. Ensure that it is above al
other policies and that it references the poli@sslassigned to the point to point.

Syntax: allow list <list name> policy <policy name>
Ex: allow list LAN2L AN policy P2P



Example configurations

ﬁ

" N
'. Internet '?J. E@ Internet . _"‘h
%,,r.w‘“"ﬁw"wj g N
MN861209.1 208.61 209254
Policy Public Ewlicy Eulbic
ﬁ ﬁ FPomit to Point T1 @ Q

192.168.1.0/24 10,10.10.1/30 10.10.10.2/30 192.168.2.0/24
Policy Private Policy P2P Policy P2P Policy Private

Site A

site B

Configuration for Site A

Configuration for SiteB

hostname "Site_A"
|

ip routing
|

ip firewall
1

ip crypto
I

crypto ike policy 100
initiate main
respond anymode
local-id address 208.61.209.1
peer 208.61.209.254
attribute 1
encryption 3des
hash md5
authentication pre-share
|
crypto ike remote-id address 208.61.209.254 preshkey
1234567890 ike-policy 100 crypto map VPN 10 no-mode
config no-xauth
1
crypto ipsec transform-set esp-3des-esp-md5-hna8@ss
esp-md5-hmac
mode tunnel
|
crypto map VPN 10 ipsec-ike
description Site B
match address VPN-10-vpn-selectors
set peer 208.61.209.254
set transform-set esp-3des-esp-md5-hmac
ike-policy 100

hostname "Site_B"
|

ip routing
|

ip firewall
!

ip crypto
I

crypto ike policy 100
initiate main
respond anymode
local-id address 208.61.209.254
peer 208.61.209.1
attribute 1
encryption 3des
hash md5
authentication pre-share
|
crypto ike remote-id address 208.61.209.1 presHeegd
1234567890 ike-policy 100 crypto map VPN 10 no-modefig no-
xauth
]
crypto ipsec transform-set esp-3des-esp-md5-hna8@ss esp-
md5-hmac
mode tunnel
|
crypto map VPN 10 ipsec-ike
description Site B
match address VPN-10-vpn-selectors
set peer 208.61.209.1
set transform-set esp-3des-esp-md5-hmac
ike-policy 100




1
interface eth 0/1
ip address 208.61.209.1 255.255.255.0
access-policy Public
crypto map VPN
no shutdown
|
interface eth 0/2
ip address 192.168.1.1 255.255.255.0
access-policy Private
no shutdown
|
interface t1 2/1
clock source internal
tdm-group 1 timeslots 1-24 speed 64
no shutdown
1
interface ppp 1
ip address 10.10.10.1 255.255.255.0
access-policy P2P
no shutdown
cross-connect 1t1 2/1 1 ppp 1
|
ip access-list extended matchall
permit ip any any
1
ip access-list extended P2P
permit ip 192.168.0.0 0.0.255.255 192.168.000235.255
|

ip access-list extended VPN-10-vpn-selectors
permit ip 192.168.1.0 0.0.0.255 192.168.2.000255
|

ip policy-class P2P
allow list VPN-10-vpn-selectors stateless
allow list matchall
!
ip policy-class Private
allow list P2P policy P2P
allow list VPN-10-vpn-selectors stateless
nat source list matchall interface eth 0/1 oo
!
ip policy-class Public
allow reverse list VPN-10-vpn-selectors stateless
!
ip route 0.0.0.0 0.0.0.0 208.61.209.254
ip route 192.168.2.0 255.255.255.0 10.10.10.2

interface eth 0/1
ip address 208.61.209.254 255.255.255.0
access-policy Public
crypto map VPN
no shutdown
|
interface eth 0/2
ip address 192.168.2.1 255.255.255.0
access-policy Private
no shutdown
|
interface t1 2/1
tdm-group 1 timeslots 1-24 speed 64
no shutdown
]
]
interface ppp 1
ip address 10.10.10.2 255.255.255.0
access-policy P2P
no shutdown
cross-connect 1t12/1 1 ppp 1
|
ip access-list extended matchall
permit ip any any
]
ip access-list extended P2P
permit ip 192.168.0.0 0.0.255.255 192.168.0002B5.255
|

ip access-list extended VPN-10-vpn-selectors
permit ip 192.168.2.0 0.0.0.255 192.168.1.000255
|

ip policy-class P2P
allow list VPN-10-vpn-selectors stateless
allow list matchall
!
ip policy-class Private
allow list P2P policy P2P
allow list VPN-10-vpn-selectors stateless
nat source list matchall interface eth 0/1 owemtlo
!
ip policy-class Public
allow reverse list VPN-10-vpn-selectors stateless
!
ip route 0.0.0.0 0.0.0.0 208.61.209.1
ip route 192.168.1.0 255.255.255.0 10.10.10.1

Troubleshooting

For assistance in troubleshooting the VPN connegcptease refer to the appropriate VPN configumatio

guide on the knowledgebase.

Issuing the commanshow ip policy-sessions from the command prompt allows the user to viesvhibles
that are currently being opened in the firewalltfaffic to pass. The following image shows a piram a
PC on site B to the Ethernet port on site A. Tcafibeing allowed on the Private policy class.




Site_B#show ip policy-sessions

Protocol {TTL) [in crypto mapl —> [out crypto mapl Destination policy-class
Src IP Address Src Port Dest IP Address Dst Port NAT IP Address NAT Port

Policy class "P2P":

Policy class "Private™:
icmp (68) —> P2P
192.168.2.2 512 192.168.1.1 512

Policy class "Public™:

When the T1 between the two routers is severedhangiew of the policy sessions shows that the o
traffic between the public interfaces of the rositen port 500 (IPSec). The ping traffic also shdves it is
traveling using the VPN selectors.

Site BHshow ip policy-sessions

Protocol (TTL) [in crvpto mapl -> [out crypto map] Destination policy-class
Src IP Address Src Port Dest IP Address Dst Port NAT IP Address NAT Port

Policy class "P2P":

Policy class "Private™:
icmp (60) -> [VYPN 181 Public
192.168.2.2 Y 192 .168.1.1 o

Policy class "Public™:
Policy class "self”:

udp (32) —> Public
208.61.209.254 500 208.61.289.1 500



