Configuring Port Forwarding for | Psec VPN Pass-through on
TA 600s Performing NAT

Overview:
The TA 600 can support pass-through of asingle VPN tunnel. If more than one
tunnel is attempted, no tunnel will work properly.

This guide assumes that NAT is already configured and working properly on the TA
600.

Configuration Steps:

1. Configure the trandation table entry for ISAKMP

2. Configure the trandation table entry for IPsec NAT-Traversal

3. Configure the trandation table entry for ESP (Encapsulated Security Payload)
Configurethetrandation tableentry for ISAKMP

1. Enter the NAT menu by pressing Ctrl+N

i TEII'IEt tab24

A 624 Gen3- Router-Config-sInterfaces[2]1-Setup/MAT.-Port Translation
Port Translation
Public IP Address Mode Interface

Translate Body of Unmapped Ports Diszabled
Translation Tahle [+]

NAT Uiew [+]

NAPT Address 288 .61.289.2
Entry Count a

Entry Ouerflow Count a

SLOTS 1:FXS 2:FAiS 3:FHS 4:F¥S G5:FdS 6:=FHS
User: admin
Enable Port Tranzlation for this interface




2. Arrow down to Trandlation Table and hit Enter

~ Telnet ta624 i ]

A 624 Genl- RouterConfig-/Interfaces[2]1/Setup/NAT Translation Tahle
Port Translation Enahled
Public IP Address Mode Interface
Translate Body of Unmapped Ports Disabled
Translation Table [+]
NAT Uieu [
NAPT Address 208 .61 .2609 .2
Entry Count a
Entry Overflow Count a

SLOTS 1:F¥8 2:F#5 3J:FZ5 4:FX5 5L:FX5 6&:FiS
Uzer: admin

ranslation Tabhle List

c Telnet tab24

A 624 Gen3- Router-Config-sInterfaces[2]1-Setup/MAT Translation Tahle
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot
MAT Uiew

MODE: T1i IAD SLOTS 1:FHS 2:FHd5 3:FHS 4:F¥S5 5L:FXS 6:FHS DS¥:
User: admin ETH:

ranslation Table List




3. Presstheright arrow key and then hit Enter with the index number highlighted. [If
you aready have an entry in the Trandation Table, press the letter i to add a blank
entry, and then hit Enter.

=10] x|
TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation Tahlell]
ranslation Tahle Pub A-Mode PFub Addr Prot Mode Prot Prot Type P
AT UView NAPT Adde HONE

SLOTS 1:F¥8 2:F#5 3J:FZ5 4:FX5 5L:FX5 6&:FiS
Uzer: admin

A 624 Gen3-Router-Config-sInterfaces[21/Setup/HAT - Translation Tahleldl1
ranslation Table [l 1| ETANT: PR, T MAPFT Addr

Protocol Mode MOMNE

Private Address Mode Any Internal

Translate Body Mo

SLOTS 1:FHS 2:FHS5 3:FHS 4:F¥S5 5L:FX¥S 6:FHS DS¥:
User: admin




4. If the IP address you will be bringing the tunnel up to is the same | P address that
ison your WAN interface, leave Public Address Mode set to NAPT Addr. If the
public address you are bringing the tunnel up to is different from the IP on your
WAN interface, change the Public Address Mode to Specified and then set the P
address.

=101 x|

A 624 Gen3-Router-Config-sInterfaces[21/Setup/HAT - Translation Tahleldl1
ranslation Table [l 1| ETANT: PR, T MAPFT Addr

Protocol Mode MOMNE

Private Address Mode Any Internal

Translate Body Mo

SLOTS 1:FHS 2:FHS5 3:FHS 4:F¥S5 5L:FX¥S 6:FHS DS¥:
User: admin ET

=10l %]
#NAT Translation Tablel[l1- Public Addressz Mode
Tranzlation Tabhlel11| Public Address Mode Bpecified
Public Address B.8.8.08
Protocol Mode NONE
Private Address Mode Any Internal
Translate Body Mo

2:Fi8 3:FHS 4:FXS
Uzer: admin
ublic address to use or look at in translation




Telnet tab24

.ent/Router Config-Interfaces[2]/Setup/NAT Tranzlation Tahlelll-/Public Addre=zs
Tranzlation Tahlel11| Public Address Mode Specified
Public Address 268 .61 . 287 .5
Protocol Mode MONE

Private Address Mode HAny Internal
Iranslate Body Mo

SLOTS 1:F¥8 2:F#5 3:FZ5 4:FX5 5L:FX5 6&:Fi5S
Uzer: admin
ublic IP Address used for translating this ente

5. Next, set the Protocol Modeto TCP or UDP

Telnet tab24

.Gen3d - Router Config-/Interfaces[2 1 8etupsNAT Translation Tahleli1-Protocol Mode
Translation Tablel11| Public Address Mode Specified
Public Address 288 .61 .207 .5
Protocol Mode CF or UDP
Public Port Mode Any Port
Private Address Mode Any Internal
Private FPort Mode Any FPort
Iranslate Body Mo

SLOTS 1:FHS 2:FHS5 3:FHS 4:F¥S5 5L:FX¥S 6:FHS DS¥:
User: admin

translated




6. Then set the Public Port Mode to Specified

=131 x|

-.-3/RouterConfig/Int
Translation Tabhlell]

How the Public Port is

erfaces[2]1-5etup-/NAT - Tranzlation Tahbhlelll-Public Port Mode

Public Address Mode
Public Address
Protocol Mode

Public Port Mode
Public Port Start
Public Port End
Public Port Type
Private Address Mode
Private Port Mode
Translate Body

Specified
208 .61 289 .5
TCP ox UDP

1]

Any Internal

Any Port
Mo

Uzer: admin

looked at

7. Then set Public Port Sart and Public Port End to 500. Public Port End should
befilled in automatically when you enter Public Port Sart.

. Telnet tab24

- - -Router/Config-/Interfaces[21/Setup/NAT - Tranzlation Tabhlelll-Public Port Start

Translation Tablell]

MODE: Ti IAD

ublic Fort Number

SLOTS 1:FHS

Public Address Mode
Public Address
Protocol Mode

Public Port Mode
Public Port Start
Public Port End
Public Port Type
Private Address Mode
Private Port Mode
Iranslate Body

2:FHS 3J:-FHS 4:FxS

Specified
208 .61 289 .5
TGP or UDP

Specified
Laa
Any Internal

Any FPort
Mo

L:=FX%& 6:FHS

User: admin

DSX =




8. Set Private Address Mode to Specified.

=101 %]
ig/Interfaces[2]1/Setup-NAT /Tranzlation Tablelll/Private Addressz Mode

Tranzlation Tahlel11| Public Address Mode Specified

Public Address 288 .61 2807 .5

Protocol Mode TCP or UDP

Public Port Mode Specified

Public Port Start LeB

Public Port End Lan

Public Port Type

Private Address Mode

Private Address B.8.8.8

Private Port Mode Any Port

Translate Body Mo

Uzer: admin

Private address mode

9. Set Private Addressto the address that you want the VPN traffic to be forwarded
to. Inthisexample, we are using 192.168.1.253.

. Telnet tab24

- - -n3-/Router-Config-Interfaces[2]1/8etup-NAT Translation Tablelll-/Private Addrezs
Translation Tablelll| Public Address Mode Specified
Public Address 288 .61 2807 .5
Protocol Mode TGP or UDP
Public Port Mode Specified
Public Port Start LUB
Public Port End Lan
Public Port Type
Private Address Mode Specified
Private Address H2?2.168.1.253
Private Port Mode Any Port

Iranslate Body Mo

SLOTS 1:FHS 2:FHS5 3:FHS 4:F¥S5 5L:FX¥S 6:FHS DS¥:
User: admin

Private IP Address used for translatin




10. Set Private Port Mode to Specified. Private Port should automatically populate
with 500 when Private Port Mode is set to Specified. However, if this does not
happen, set Private Port to 500.

* Telnet ta624 i ]

- - -Router/Conf ig-/Interfaces[21/Setup/NAT - Tranzlation Tablelll/Private Port Mode
Tranzlation Tahlel11| Public Address Mode Specified
Public Address 288 .61 2807 .5
Protocol Mode TCP or UDP
Public Port Mode Specified
Public Port Start LeB
Public Port End Lan
Public Port Type
Private Address Mode Specified
Private Address 192_168.1.253
Private Port Mode
Private Port LU
Translate Body Mo

User- admln

How the Private Port iz looked at

11. Pressthe letter h to get back to the main menu so that the config will be saved
Configurethetrandation tableentry for |Psec NAT-Traver sal

1. Enter the NAT menu by pressing Ctrl+N

ca Telnet ktab24 i ]

A 624 Gen3/Ruuter/Cunf1-/Interfaces[2]/Setup/NHT/Pnrt Iranslation
Port Translation
Public IP Address Mode Interface
Translate Body of Unmapped Ports Disabled
Translation Table [+]
NAT Uieu [+]
NAPT Address 208 .61 .2609 .2
Entry Count a
Entry Overflow Count a

User- admln
Enable Port Transzlation for this interface




2. Arrow down to Trandlation Table and hit Enter

Telnet tab24 i ]

A 624 Genl- RouterConfig-/Interfaces[2]1/Setup/NAT Translation Tahle
Port Translation Enahled
Public IP Address Mode Interface
Translate Body of Unmapped Ports Disabled
Translation Table [+]
NAT Uieu [
NAPT Address 208 .61 .2609 .2
Entry Count a
Entry Overflow Count a

Uzer: admin

ranslation Tabhle List

Telnet tab24

A 624 Gen3- Router-Config-sInterfaces[2]1-Setup/MAT Translation Tahle
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot
MAT Uiew 1 Specified 288 _.61.26879 .5 TCF or UDP

MODE: T1i IAD SLOTS 1:FHS 2:FHd5 3:FHS 4:F¥S5 5L:FXS 6:FHS DS¥:
User: admin

ranslation Table List




3. Presstheright arrow key and then press highlight the index number of the entry
you just created for PPTP. Then pressthe letter ¢ to copy the values from that
trandation table entry.

ca Telnet ktab24 i ]
TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation Tahlell]
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot Type P
AT UView Specified 288 .61 .28% .5 TCP or UDP

3 :FZ% GL:F&d% 6:-F¥S
Uzer: admin

4. Next, pressthe letter i to add a blank translation table entry. With the index
number of the blank entry highlighted (which should happen automatically), press
the letter p to past the contents you just copied from the other entry. Thiswill
allow the tranglation table entry for GRE to be created more easily. After
pressing the letter p, hit Enter to display the trandl ation table entry.

ca Telnet ktab24 i ]
TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation TahlelZ]
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot Type P
AT UView i Specified 288 .61 .28% .5 TCP or UDP

IEEE HAPT Addr HONE

SLOTS 1:FXS5 2:FX&

3 :FZ% GL:F&d% 6:-F¥S
Uzer: admin




Telnet tab24 i ]

TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation TahlelZ]
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot Type P
AT UView i Specified 288 .61.28% .5 TCP or UDP

Il Specified 288.61.282.5 TCPF or UDP

SLOTS 1:F¥8 2:F#5 3J:FZ5 4:FX5 5L:FX5 6&:FiS
Uzer: admin

Telnet tab24

Th 624 Gen3-Router-Config-sInterfaces[21/Setup/NHAT - Translation TahlelZ1
ranslation Tablell]l| Public Address Mode Specified
ITranzlation Table [2 1] Ry ETGTTiCE-2 288 .61 287 .5
Protocol Mode TCP o» UDP
Public Port Mode Specified
Public Port Start LoA
Public Port End LU
Public Port Type
Private Address Mode Specified
Private Address 192.168.1.253
Private FPort Mode Specified
Private Port LuB
Iranslate Body Mo

SLOTS 1:FHS 2:FHS5 3:FHS 4:F¥S5 5L:FX¥S 6:FHS MET :
User: admin E




5. Next, change the Public Port End to 4500. Then change the Public Port Sart to
4500. Note that the Public Port End must be changed before the Public Port
Sart.

=131 x|

-.-n3/Router Config-/Interfaces[2]1-/8etup

ranslation Tahlel1]
ranslation Tabhlel2]

SLOTS 1:FdS 2:FRS 3:FiS 4:FXS L:FiS§ 6:FKS

ublic Port Humber

Public Address Mode
Public Address
Protocol Mode
Public Port Mode
Public Port Start
Public Port End
Public Port Type
Private Address Mode
Private Address
Private Port Mode
Private Port
Translate Body

Specified
208 .61 289 .5
TCP or UDP
Specified
Laa

1500

Specified
192_168.1.253
Specified
LaA

Mo

ﬁser: a&min

#NAT Translation Tablel21/Public Port End

- - -Router-Config-/Interfaces[21/Setup/NAT-Tranzlation TahlelZ1-Public Port Start

ranslation Tablel1]
ranslation Tablel2]

MODE: Ti IAD

ublic Fort Number

SLOTS 1:FHS

Public Address Mode
Public Address
Protocol Mode
Public Port Mode
Public Port Start
Public Port End
Public Port Type
Private Address Mode
Private Address
Private Port Mode
Private Port
Iranslate Body

2:FHS 3J:-FHS 4:FxS

Specified
208 .61 .289 .5
TCP or UDP

Specified

4584

Specified

192 _168.1.253
Specified
Lea

Mo

User: admin

L:=FX%& 6:FHS

HET :

6. Changethe Private Port to 4500




=101 %]
--- Gen3/Router-Config-Interfacesl2]-/Setup-/NAT.-Tranzlation Tablel2l/Private Port
ranslation Tahlel[11| Public Address Mode Specified
ranslation Tahlel[21| Public Address 288 .61 2807 .5

Protocol Mode TCP or UDP

Public Port Mode Specified

Public Port Start

Public Port End

Public Port Type

Private Address Mode Specified

Private Address 192.168.1.253

Private Port Mode Specified

Private Port

Translate Body Mo

SLOTS 1:FdS 2:FRS 3:FiS 4:FXS L:FiS§ 6:FKS

ﬁser: a&min

7. Presstheletter h to get back to the main menu so that the config will be saved.

Configurethetrandation table entry for ESP (Encapsulated Security Payload)

1. Enter the NAT menu by pressing Ctrl+N

Port Tranzlation

Public IP Address Mode Interface
Iranslate Body of Unmapped Ports Disabled
Translation Table [+]

NAT Uieuw [+]

NAFT Address 288.61.209.2
Entry Count a

Entry Ouverflow Count a

Uzer: admin
Enable Port Transzlation for this interface




2. Arrow down to Trandlation Table and hit Enter

Telnet tab24 i ]

A 624 Genl- RouterConfig-/Interfaces[2]1/Setup/NAT Translation Tahle
Port Translation Enahled
Public IP Address Mode Interface
Translate Body of Unmapped Ports Disabled
Translation Table [+]
NAT Uieu [
NAPT Address 208 .61 .2609 .2
Entry Count a
Entry Overflow Count a

Uzer: admin

ranslation Tabhle List

Telnet tab24

A 624 Gen3- Router-Config-sInterfaces[2]1-Setup/MAT Translation Tahle
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot
MAT Uiew 1 Specified 288 _61.2079 .5 TCPF or» UDP
2 Specified 2088 _61.2609 .5 TCP orx UDP

MODE: T1i IAD SLOTS 1:FHS 2:FHd5 3:FHS 4:F¥S5 5L:FXS 6:FHS DS¥:
User: admin

ranslation Table List




3. Presstheright arrow key and then press highlight the index number of the entry
you created for ISAKMP. Then press the letter ¢ to copy the values from that
trandation table entry.

ca Telnet ktab24 i ]
TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation Tahlell]
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot Type P
AT UView Specified 288 .61.28% .5 TCP or UDP

2 Specified 288.61.282.5 TCPF or UDP

3 :FZ% GL:F&d% 6:-F¥S
Uzer: admin

4. Next, pressthe letter i to add a blank translation table entry. With the index
number of the blank entry highlighted (which should happen automatically), press
the letter p to past the contents you just copied from the other entry. Thiswill
allow the tranglation table entry for GRE to be created more easily. After
pressing the letter p, hit Enter to display the trandl ation table entry.

ca Telnet ktab24 i ]
TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation Tahlel31]
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot Type P
AT UView i Specified 288 .61.28% .5 TCP or UDP

2 Specified 288.61.282.5 TCP or UDP

NAPT Adde HONE

SLOTS 1:FXS5 2:FX&

3 :FZ% GL:F&d% 6:-F¥S
Uzer: admin




Telnet tab24

=101 x|
TA 624 Genl-Router-Config-/Interfaces[2]1/Setup/NAT Translation Tahlel31]
ranslation Tahle Pub A-Mode Pub Addr Prot Mode Prot Prot Type P
AT UView Specified 288 .61.28% .5 TCP or UDP
Specified 288 .61.287.5 TCP or UDP
Specified 288 .61.282.5 TCP or UDP

SLOTS 1:F¥8 2:F#5 3J:FZ5 4:FX5 5L:FX5 6&:FiS
Uzer: admin

Telnet tab24

Th 624 Gen3-Router-Config-sInterfaces[21/Setup/NHAT - Translation Tahlel31
ranslation Tablell1]| Public Address Mode Specified

ranslation Tabhlel2]
Tranzlation Tahlel3]

Public Address
Protocol Mode
Public Port Mode
Public Port Start
Public Port End
Public Port Type
Private Address Mode
Private Address
Private Port Mode
Private Port
Iranslate Body

SLOTS 1:FHS

2:FHS 3J:-FHS 4:FxS
User: admin

288 .61.209 .5
TCP o» UDP
Specified
LB

LB

Specified
192 _168.1.253
Specified
Lea

Mo

L:=FX%& 6:FHS

DSX =
E




5. Next, change the Protocol Mode to Specified

=101 %]
- - -Gen3/RouterConf ig #NAT - Translation Tablel31-/Protocol Mode
ranslation Tahlel[11| Public Address Mode Specified
ranslation Tahlel21| Public Address 288 .61 287 .5
ranslation Tabhle[31| Protocol Mode

Protocol a

Protocol Type

Private Address Mode Specified

Private Address 192.168.1.253

Iranslate Body Mo

3:FHi5% 4:FX5 L:FX8 ©G:FHXS
Uzer: admin

6. Set the Protocol to 50

Th 624 Gen3-Router-Config-/Interfaces[2]1/Setup/MAT Translation Tahlel31-Protocol
ranslation Tablell1]| Public Address Mode Specified
ranslation Tabhlel2]| Public Address 288 .61 287 .5

ranslation Tabhlel[31| Protocol Mode Specified
Protocol 3 —
Protocol Type ESP
Private Address Mode Specified
Private Address 192.168.1_253
Translate Body Mo

SLOTS 1:FHS 2:FHS5 3:FHS 4:F¥S5 5L:FX¥S 6:FHS MET :
User: admin

Press the letter h to get back to the main menu so that the config will be saved.



